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Hoang S§ Twong, Pé Quang Trung, Luc Nhw Quynh’

Hoc vién K7 thudt Mt ma, 141 Chién Thing, xd Tan Triéu, huyén Thanh Tri, Ha Ngi, Viét Nam
Ngay nhan bai 15/9/2022; ngay chuyén phan bién 19/9/2022; ngay nhan phan bién 11/10/2022; ngay chap nhan ding 14/10/2022

Tém tit:

Y twéng ciia nghién ciru nay 1a 4p dung cic bai toan bao mit nhw ma héa ddng ciu diy di, chir ky sé duwdong cong
elliptic (Elliptic curve digital signature algorithm - ECDSA), thuit toan ma bam an toan (Secure hash algorithms
- SHA) trong viéc xdy dung dong tién do Bitcoin (BTC) ciia riéng minh dya trén hé théng Blockchain ma vin dam
bao dwgc tinh bi mat va quyén riéng tw cho dﬁng tién a0 dwoge tao ra. Két qua, cac tic gia da taora dﬁng tién 40 BTC
cia riéng minh dwgc tich hgp cac ky thuit bao mit (gf)m thudt toan SHA v6i df dai 256 bit, chir ky s6 ECDSA véi
d¢ dai 384 bit, ma hoa dong cau day dit) va dam bao quyéen rleng tu. Dong tién 40 BTC ciia nhém tac gia tao ra dat
dugc cic thugc tinh bio mat, quyén riéng tw trong cic hé thong va ing dung dwa trén Blockchain.

Tir khéa: chubi khoi, co ché dong thuén, khoa bi mat, khéa cong khai, s0 cai.

Chi s6 phén loai: 1.2

1. Dt van de

Ngay nay, cong nghé s di va dang duoc phat trién rat
manh mé; dugc hinh thanh véi cac thuat ngr “cong dan s0,
xa hoi 4.0, xa héi 5.0, d@)ng thoi dugc tng dung vao nhiéu
mat cta cudc séng nhu trao d6i thong tin, mua ban, hoc tap...
[1-3]. Cong nghé Blockchain ra doi c6 y nghia quan trong
va da dugc 4p dung trong nhidu linh vic nhu: xi 1y thanh
toan va tién té, quan ly chudi cung tng... [4-7]. Hé sinh thai
Blockchain dang c6 su phat trién manh mé&, dién hinh 1 sy ra
doi cua df”)ng tién mat ma dau tién NFT (Non - fungible token)
gan day [7-10].

Ung dung Blockchain déu tién dugc biét dén 1a dong tién
dién t¢ BTC, déng tién nay c6 nhiing uu diém ndi bat vé do
bao mat va sy minh bach trong céc giao dich véi thoi gian
thyc [6]. Viéc ap dung dugc cac gidi phap mat ma nhu: khoa
cong khai, SHA, chir ky s6 ECDSA, ma hoa dong ciu day du
vao cong nghé Blockchain da giup mo ra hudng di méi ¢6 thé
dua cong nghé bao mét vao cude sdng (cac giao dich tai chinh,
ngén hang...) [9, 11]. Cac hé thong Blockchain dugc chia ra
3 loai déng tién 40 BTC theo 3 hudng chinh [12-15]: (1) Cac
Blockchain cong khai cho phép bat ky nguoi ding nao ciing
¢6 thé tuong tac doc va ghi dir liéu (goi 1a Public Blockchain)
[1 ] Qua trinh xé4c thuc cac giao dich hé thong nay can co
nhiéu Blockchain cung tham gia [13]; (2) Cac Blockchaln
riéng chi cho phép chu s¢ hitu hop phap méi cé quyén doc dir
liéu ma khong dugc phép ghi dit liéu va do an toan phu thudc
vao bén tin cdy thir ba - toan quyén thay ddi lién quan t6i hé
théng (goi la Private Blockchain), dién hinh nhu déng tién a0
Ripple va Ethereum [13, 14]. Do d6, cic giao dich s& dién ra
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kha nhanh va can it Blockchain tham gla 3) Cac h¢ thong
Blockchain c6 su hét hop ctia ca hai hé thng trén gom ca cong
khai va riéng dugc goi 1a Permissioned [14, 15]. Do d6, mudn
tin cong vao cac hé théng Blockchain nay doi hoi can phai co
h¢ thong 16n véi chi phi cao [15-17].

Trong bai bdo nay, cac tac giad tdp trung nghién curu cac
giai phap bao mat nhu mi hoa dong céu day du, chit ky s6
ECDSA-384 bit, SHA-256 bit. Ap dung cac giai phap bao mat
nay dé xdy dung dong tién 40 BTC cutia riéng minh dya trén
hé thong Blockchain dam bao tinh bi mat va quyén riéng tu
cho no.

2. Cac nghién cuu lién quan va phuong phap xay dung BTC
dua trén Blockchain

2.1. Co'so ly thuyét xdy dung BTC dwa trén Blockchain

Hinh 1 1a chi tiét thong tin cdu trac mot khdi (block)
Blockchain dugc céac tac gia su dung trong nghién ctru nay.
Ban chat cia Blockchain 1a tap di lidu gf")m cac block duoc
lién két dudi dang danh sach cho phép truy xut nguoc tir
block cudi (hién tai) dén block dau tién [7, 12, 18, 19].

Ban ghi dau Ban ghi 1 Ban ghi 2 Ban ghi n-1 Ban ghin

1 1
Di liéu

Dit lidu Dit ligu Dit liéu

Con tro Con tro Con tré Con tré Con tré

[ [

Hinh 1. Kién truc cua Blockchain [5].
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Abstract:

This study aims to apply security problems such as
homomorphic encryption algorithm, elliptic curve digital
signature algorithm, and secure hash algorithms in
building your own bitcoin virtual currency based on the
Blockchain system; while still ensuring the confidentiality
and privacy of the generated bitcoin virtual currency.
The result achieved by the author team, who created their
virtual currency bitcoin, has integrated security techniques
(including secure hash algorithms with a length size of 256
bits; elliptic curve digital signature algorithm with a length
size of 384 bits; full homomorphic encryption) and ensure
privacy. The bitcoin virtual currency created by the team of
creators achieves these security and privacy properties in
Blockchain-based systems and applications.

Keywords: Blockchain, consensus mechanism, ledger,
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Hinh 2. So’ d6 chubi khéi két néi Blockchain [5].

Trong nghién ciru nay, kién tric Blockchain cho BTC 1a s6
cai phan tan (Distributed ledger). O hinh 2, mdi block duoc chira
dung cac thong tin nhu dir ligu (data), gia tri ma bam (hash) va ma
bam dbi chiéu (Hash of previous block). Dit liéu ciia block phu
thudc vao loai Blockchain dang dung, ma bam duge dung dé nhan
dang cho block va ma bam dbi chiéu dé dam bao lién két cho cic
“block”. Piéu nay gitp khi ¢6 su thay doi cua mdi block trong
BTC sé& gy anh hudng tdi céc block tiép theo.
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Céc block ¢6 trong BTC duge xay dung vi nén tang cong
nghé nhu: bio mat [20], hé thong mang ngang hang [21] va Iy
thuyét tro choi [22]. Trong do, giai phap bao mat dugc st dung
v0i céc hé nhu RSA, ECDSA, SHA... dé dam béo tinh bi mét, toan
ven, riéng tu va minh bach cho BTC. Hé thong mang ngang hang
duoc dimg dé lwu trir ban sao cho BTC. Piéu nay phéi tuan thi luat
choi dong thuan (Proof of work - PoW, Proof of stake - PoS...) dé
dam bao gia ting gi4 tri cho ddng tién ao.

2.2. Xdy dung giai phdp bdo mdt cho BTC duwa trén
Blockchain

Gidi phap mdat ma sw dung cho BTC dya trén Blockchain:
Hinh 3 14 chi tiét co ché md héa duoc tich hop cho BTC dya
trén Blockchain. Cac tac gia dd s dung so cai Blockchain 1am
giai phap thuc hién két ndi giita cc block trong BTC dua trén
Blockchain. Khi do, tich hop cac hé mat ma cho BTC trén hé théng
Blockchain, BTC dugc dim bao bao mat va quyén riéng tu khac
v6i cac dong tién a0 khac & mot s6 diém nhu: (1) Hé thdng st dung
cho BTC bao mat khac voi cac hé théng khac, cac giao dich duoc
thyc hién khac hin vé6i céc hé thng giao dich khac (nhu hé thong
ngan hang...) [3, 6]. Mit khac, dé dam bao cho cac giao dich va
luu trir voi BTC luu hanh giong cac dong tidn hién nay, thi mdi
ca nhan can phai ¢6 tmg dung cho cac giao dich (duoc goi la vi
dién ttr). Do do, d¢ tin cdy cho BTC va vi dién tir phyu thudc vao
cac giai phap bao mat (nhu ha ting khoa cong khai PKI, ma hoa
dong cau day du, chit ky s6 ECDSA, SHA...) [14, 15, 23]. Chit ky
s6 ECDSA duoc st dyng véi muc tiéu xac thuc cho cac giao dich
ctia dong tién a0. Nghia 14, khi ¢6 sy thay doi ciia block trong BTC
gitip cho chu s hitu nhan biét duoc, khi d6 dbi twong tan cong kho
¢6 thé tan cong vao hé thong; (2) Ca nhan mubn thuc hién giao
dich véi BTC ctia minh, ho phai c¢6 khoa bi méat thi méi mo duge
vi dién tir cia minh. Khi d6, ca nhan méi c6 thé thuc hién duge cc
giao dich can thiét voi BTC ctia minh, boi vi ngodi chu so hitu ctia
vi dién tr thi khong co ai c6 thé m& duoc vi dién tur do.
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Hinh 3. Co’ ché mé héa trong Blockchain.

Trong truong hop xay ra tranh chap ¢ block dai dién cudi cing
trong Blockchain cia BTC, tic 1a da xdy ra gian lan, xac thuc
s& tién hanh xéac thyc lai tat ca block c6 mat tham gia trong hé
théng va qué trinh ndy mat nhiéu chi phi ciing nhu thoi gian. Qué
trinh tinh toan voi mot loat cac block trude khdi dai dién duogc
tinh twong duong v6i vide tim ra mot s lugng 16n cac s6 ngau



nhién can thiét dé tim lai dugc mot block va dit n6 vao hé théng
Blockchain. Dicu nay, cho thay BTC dugc dam bao an toan trude
céc tan cong hién nay [15].

Gidi phdp tich hop s6 cdi Blockchain cho BTC dya trén
Blockchain: Céc tic gia nhan thiy, cac thong tin ca nhan cia chu
56 hitu cho dong tién ao rat quan trong va luu trit cac thong tin nay
can phai duge dam bao an toan va bao mat. S c4i Blockchain 1a
mot giai phap dugc sir dung nhiéu trong viée quan 1y céc thong tin
ca nhan lién quan t6i BTC. Moi s cai Blockchain dugc st dung
cho ddng tién do gitip cho chii s¢ hitu biét dugc thong tin lién quan
toi tai khoan ciia ¢4 nhan (s du tai khoan, thong tin cac giao dich
lién quan tinh t6i thoi diém hién tai va céc giao dich trude do...).

Thong thuong, mdi sd cai Blockchain cho BTC bao gom sb
du cua ting ca nhan hogc tai khoan la mot phén ciia b ho so kinh
té (24]. 0 day, s cai Blockchain dugc st dung v6i giai phap ma
ngudn mo co san trén hé thong Blockchain. Didu nay gilp cac giao
dich truc tuyen cho BTC dugc thuan loi hon nhiéu [25].

Gidi phap SHA (voi d dai 256 bit) giap dam bao xéac thuc
dugce cac giao dich va nhan dang duoc co dung 1a BTC dang tham
gia trong hé thong Blockchain. Chir ky sé ECDSA (v6i do dai
384 bit) duoc thiét ké dé dam bao rang chir ky cia ca nhan dang
dugc sur dung trong hé thng hop phdp, nhung diém khac biét khi
s dung chir ky s6 ECDSA cho dong tién 4o cua nghién ctru nay
chinh Ia tinh 4n danh. Qua trinh ky s6 va xéc thuc chit ky s dién
ra ma chi co chi s¢ hitu biét va khong anh huong ti hé thong. Giai
phép mé hoa dong cau day du dwoc céc tac gia sir dung voi muc
dich mé hoa cho BTC nham dam bao tinh bi mét cho dong tién ao.
Piéu nay gitip BTC dugc an toan trude nhimg cudc tin cong ¢6
thé xay ra trong hé thong. BTC cua céc tac gia di sir dung céc giai
phép bao méat SHA-256 bit, chir ky s ECDSA-384 bit va md hoa
dong cau day du dé dam bao luu trir thong tin ca nhan lién quan
t¢i BTC trén s6 cai Blockchain dwgc an toan va bao mat dam bao
quyén riéng tu.

Gidi phdp tao block trén BTC duea trén Blockchain: Pé dam
bdo thuc hién dugc giao dich, cd nhan s& gui giao dich ctia minh
1én hé théng Blockchain. Khi do, hé théng s€ nhom vao cac block
va phan chia giao dich thanh cac nhém gdm: céc giao dich trén
ciing block (xay ra cing thoi diém); cac giao dich chua duogc thuc
hién trong block (giao dich chwa dugc xac nhan) [4]. Tai mi nut
trén hé théng co thé nhom cdc giao dich thanh mot block va dua
1én hé thong nhur 13 goi ¥ gén vao céc block tiép theo trén hé thong.
Luc nay, bat ky ngudi giao dich nao ciing ¢6 thé tao ra mot block
méi cho minh. Viée thém block vao Blockchain cho BTC s& mat
khoang 10 phut mot lan. B6i vi, mdi block chira ma bam ma viée
tim dugc gia tri ma bam nay twong duong vdi do kho cua bai toan
tim ham nguoc hodc tim va cham ctia ma bam do. Do do, tAn cong
vao hé thong thong thudng ¢6 thé mat khoang mot nam véi mot
méy tinh hién nay. Diéu nay cho thay khi tao block co gia trj ma
bam di manh s¢ dam bao cho BTC dugc an toan [14].

Khi ¢6 2 nut cung co 101 gidi thanh cong cho bai toan tim ra
duoc gid tri md bam cing mot thoi diém va truyén céc block két
qua 1én hé thong Blockchain, luc nay, ca 2 block duoc giri 1én hé
thong va tai mdi niit ctia hé thong s& xay dung cac block ké tiép trén
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block nhan dugc trude do. Tuy nhién, trén hé théng Blockchain
luén yéu cau mdi nat phai xdy dung trén Blockchain dai nhat khi
nit nhan duoc tir hé thong. Didu nay cho thiy kho c6 thé xay ra cc
trudng hop nhu vdy trong hé théng Blockchain.

V6i cac uu diém vé mat bio mat cua cac giai phap SHA-256,
chir ky s6 ECDSA-384, méd hoa dong cau day du cho thay, BTC
khi duoc tich hop s& co nhimg wu diém dam béo an toan hon so véi
cac dong tién ao khac. Trong nghién clru ndy, cac tc gia st dung
giai phap bao mat cho BTC trén h¢ thong Blockchain. BTC ciia
céc tac gia da dugc tich hgp cac giai phap bao mat (SHA-256, chit
ky s6 ECDSA-384, mi hoa dong cau ddy dir) dé dam bao an toan
cho block. Cac két qua dat duogc trong bai bio nay duoc cc tic gia
ban lun chi tiét trong phan “két qua va ban luan”.

3. Két qua va ban luan
3.1. Tich hgp SHA vao thudt toan dfing thudn (PoW) cho BTC

Hién nay, co6 nhiéu loai giao thirc déng thuan, lua chon giao
thirc ddng thuan nao cho tmg dung s& tiy thudc vao yéu ciu cua
{mg dung mudn xay dyng. Trong bai bao nay, cac tac gia dua ra
viéc xay dung cac block dén mot Blockchain hoan chinh va sau d6
str dung thuat todn dong thudn dé thé hién tinh bao mat.

Qua trinh tao block, code block dé chira dit liéu va ma bam cua
block 1a gi4 tri quan trong nhét (hinh S1 phu luc). Trong mdi block,
ma bam dugc tinh cho toan b cac block, ¢ day cac tac gia sir dung
thuét toan SHA (do dai 256 bit) dé tinh gia tri md bam du manh va
dam bao an toan cho block. Thuat toan ma bam dugc st dung léy o
Thu vién mat ma CryptoJS [26], v6i ¢l phap 1énh nhu sau:

<script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-
j8/3.1.9-1/core.min.js”></script>.

<script src="https://cdnjs.cloudflare.com/ajax/libs/crypto-
78/3.1.9-1/sha256.min.js”></script>.

Sau budc nay 1a qué trinh tao class Blockchain dé chira mang
céac block (hinh S2 phu luc), class nay chira TaoMoiBlock() va
KiemTraTinhToanVen(). Trong do, TaoMoiBlock() thuc hién tinh
toan by gia tri ma bam cho block hién tai, sau d6 luu lai va ndi
v6i nhau bang md bam. Diéu nay dugc thuc hién bing cach lay
mi bam cta block cudi cung luu vao block hién tai (theo bién
HashTruocDo); KiemTraTinhToanVen() ¢6 tinh chit tot dé sir
dung kiém tra toan bg céc Blockchain dang giao dich ¢6 dam bao
an toan hay khong. Viéc kiém tra duoc thuc hién béng cach léy
toan bd cac ma bam cé trong Blockchain va so sanh céc gia tri ma
bam nay. Qua trinh so sanh céac gia tri ma bam nay phai dam bao
hai tinh chat (toan ven va lién két) ctia timg block 1a khong bi sai
ma bam. Trong truong hgp co sai 1éch, nghia la dit li¢u da bi chinh
sira trong hé thong.

Trong class Blockchain, cac téc gia dung thuat toan dong thuan
PoW dé sira ddi file class block (hinh S3 phu luc). Chinh stra nay
duoc thuc hién bﬁng céch tinh lai toan bg gié tri ma bam cho khdp,
qua trinh déng b6 chi can vai dong tac va dir liu duge dam bao
tinh toan ven ¢ tat ca cic nit trong mang ngang hang. Hon nira,
¢ giai phap tot hon dé ngan chan ddi twong tan cong 1a: thuc hién
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161 han thoi gian tinh gia tri ma bam cho m¢t Blockchain va tang
6 kho d6i voi thuat toan ma bam (ting do dai tir 128 1én thanh 256
bit). Didu nay lam cho ddi twong tin cong mét rit nhiéu thoi gian
moi tim ra mi bam cua Blockchain va ciing dong nghia phai sau
mot thoi gian nhat dinh méi thém duge mot block méi.

- Trong class block, cac tic gia da thém mot bién “GiaTriTuTang”
dé tinh ma bam véi muc tiéu ting do kho khi ma bam bang SHA-
256 bit. B&i vi, ham TinhToanHash() khong doi duoc thiét ké
trong “class block”, nén dé tao ra ham bam don gian trong block
ma van dam bao duoc do kho (phu thude vao bién this.DoKho),
cac tc gia da thém céc yéu cdu déi v6i ham bam (nhw ma bam phai
bt dau bang 2 hodc 3... cac s6 "0" lién tiép ¢ ddu) méi cho phép
chap nhan hay khong gid tri ma bam khi thoa mén yéu cau. Ham
DaoBlock() dugc tao dé thyc hién 1ap di lap lai viéc “dao” ma bam
cho block hién tai, boi vi néu chi sir dung SHA-256 (cd dinh gia tri
input/output déi vi mot Blockchain) thi rat dé bi “dao” duoc gia
tri ma bam. Sau do, ham newBlock.DaoBlock(this.DoKho) giup
dé thyc hién tao méi block s& can phai "dao" méi c6 dugc ma bam
cho né. Nhu vy, cac tac gia da sua lai class Blockchain cho BTC
ctia minh bang cach dua vao thudt todn dong thuan PoW véi giai
phap bao mat SHA-256 bit dé tang do kho cho qué trinh dio BTC
v6i d6i twong tin cong (hinh S4 phu luc).

Trong giao dich voi BTC, thong thuong cic giao dich khong
dam bao 4n danh cho c4 nhan, vi giao dich co thé st dung dia chi
a0 va dugc xac thuc cong khai. Do do, bt ky ngudi giao dich nio
ciing c6 thé lién quan t6i giao dich khac ciia ca nhan. Hon nira, khi
dia chi giao dich cta ca nhan dugc lién két v6i danh tinh thyuc ciia
c4nhan s& gy ra 1o ri [am mt tit ca thong tin cac giao dich cua ca
nhan d6. DAy chinh la nhiing diém 1am 1§ lot thong tin c4 nhan khi
dang thyc hién giao dich. Do d9, cac dich vu tron trong nghién ctru
nay duoc cac tac gia thit ké trong BTC cua minh dé ngan dia chi
giao dich cua nguoi dung duoc lién két Ky thuat tron, theo nghia
den d6 1a mot sy trao doi ngau nhién tién ctia ngudi dung voi tién
cua nguoi dung khac, do do d6i v6i ngudi quan sat, quyén so hitu
tién cua ho 1a kho hiéu.

Do": "0000006d4247¢. 5({‘55“17“5 52 ﬂ S-E lf $Sebdecdbic. 45 5 14803
) 00!‘2‘5 75bbd2batecks of
“GlaTriTuTang™: 723167

"Dokhe®: §

Hinh 4. Két qua cac ma bam sau khi dwoc dao cho BTC cua
nghién clru nay.

Khi thyc hién chay thuc té, BTC cua nghién clru nay hoat
dong trén hé thong Blockchain trong cong dong cho thay cac
gi4 tri mi bam SHA-256 bit cta dong tién 4o da khac nhau han
tai cac thoi diém khac nhau. D& minh chimg cho didu nay, cic
tac gia da thuc hién luu lai cac gia tri ma bam trong file console.
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log(). Hinh 4 cho két qua chi tiét khi can kiém tra duoc luu trong
file console.log() & tab Console. Tir két qua dat duoc, cc tac gia
da thiét ké 2 trong s cac dich vu tron két hop nhu vay va phan
tich cac thudc tinh bao mat ciing nhu quyén riéng tu cia nd. Tuy
nhién, viéc tron khong hoan toan dap ung dugc kha ning bao vé
cho BTC trude cac hanh dong tan cong nhu trom cap tién xu. Dé
tang kha nang bao mat cho BTC, céc tac gid da st dung thudt toan
chit ky s6 ECDSA nhdm dam bao tinh 4n danh cho ddng tién nay.

3.2. Tich hop chiv kj s6 ECDSA-384 lam chit ky dn danh
cho BTC

BTC ctia nghién ctu nay da dugc tich hop thudt todn chit ky
s6 ECDSA-384 (v6i do dai 384 bit) dé danh dau giao dich. M6
hinh chir ky an danh duoc str dung 1a chit ky s6 ECDSA-384 dam
bao tinh riéng tu va quyén sa hitu cho dong BTC. Mot dong tién
dién tir BTC dugc coi 1 mot chudi cac chir ky $6. Mdi chii s6 hitu
chuyén tién t6i chu s¢ hitu tiép theo bang cach ky mot ma bam
cta giao dich trudc va khoa cong khai ctia chii s¢ hitu sau i bo
sung vao cudi dong tién. Nguoi thu hudng c6 thé kiém nhan cac
chit ky dé xéc thuc chudi quyén s hitu.

Chir ky s6 ECDSA-384 bit duoc cac tic gia tich hop vao
BTC dé dam bao quyén riéng tw cta dong tién ao duoc lay tir
Thu vién mat ma CryptoJS [26]. Dau tién, cac tac gia tao mot
class dé chua giao dich, ¢ day st dung thuat toan déng thuan
PoW trudc do dd dugc tich hop trong “class blockchain” dé
tao ra mgt dir liéu chira giao dich voi déng BTC. Lop giao dich
(class GiaoDich) dugc tao moi hoan chinh chira thong tin nhu
dia chi gui, dia chi nhan va gia tri. Trong “class GiaoDich”, véi
phan dinh nghia cua Blockchain da tao thém 2 bién méi: “this.
GiaoDichTamHoan=[]" va “this.TienThuong=100". Trong do,
“this.GiaoDichTamHoan” 1a mang chtra cac giao dich chua c6
mi bam; bién “this.TienThuong” dugc thém dé luu gia tri ma
bam tuong tmg véi khoan tién thuong co duge cta nguoi dao
BTC. Nghia 1a BTC cua céc tac gia tao ra di co tinh khan hiém
giéng voi vang, bac hién nay. Tao ham “DaoTienAo()” va ham
nay sir dung ham “DaoBlock()” dé gia tri md bam dao duoc dé
dang dugc thém vao cho BTC, cai thién dugc tinh huéng khi
mdt block dao dugc khong dé thém dwoc vao Blockchain (hinh
S5 phu luc). Vé6i cach xdy dung nhu thé gitp cho ngudi dio
c6 thé diy gia tri mi bam dao tir cac giao dich dang hodn vao
Blockchain va dé lan dao tiép theo s& liy dwogc gia tri tién thuong
tuong Ung tr ma bam dao dugc. Viéc lam nay c6 hai tac dung
16n 1a: tranh “4n non” va khuyén khich dao BTC. Trong BTC
cta cac tac gia 1a hoan toan c6 thé ldy duoc gia tri tién thudng
ngay sau khi dao dugc. biéu nay dugc thyc hién trong “this.
GiaoDichTamHoan”. Sau mdi mét 1an dao dwgc ma bam, gia tri
cua “this.GiaoDichTamHoan” s¢ dugc luu vao chung mot block
va block nay co thé chira toi hang trdm giao dich (do 1ap trinh vién
an dinh khi viét code). Tiép theo, sau “DaoTienAo()”, xdy dung
ham TaoGiaoDich(GiaoDichMoi) can ¢6 “GiaoDichMoi” va dugc
day vao ham “this.GiaoDichTamHoan.push(GiaoDichMoi)”.



88 KiemTraTienTrongVi(DiaChivi) {

89 let TienTrongvi = @;

9%

91 for (const block of this.MangBlock) {

92

93 for (const gd of block.DanhSachGiaoDich) {
Y if (gd.DiaChiGui === DiaChivi) {
95

96 TienTrongVi -= gd.GiaTri;

97 }

98

99 if (gd.DiaChiNhan === DiaChivi) {
100 TienTrongVi += gd.GiaTri;

101 }

102 }

103 }

104 return TienTrongVi;

185}

Hinh 5. Két qua thwec hién xay dwng ma ngudn ham tinh toan
sO tién trong vi dién tr ngwei dung.

Cubi ctng, dé dong tién a0 BTC ctia nghién clru ndy c6 thé
hoat dong nhu cac df”)ng tién a0 khac, céc tic gia da tao ham tinh
s tién trong vi dién tir cia ca nhan (hinh 5). Viéc tinh s6 tién
¢ trong vi dién tu ciia BTC dugc thyc hién béng cach tinh sb
tién c6 dugc trong toan bo giao dich bén trong Blockchain cta
mot vi dién ta. Trong do, vi dién tr cho BTC cua cac tac gia da
dugc tich hop chit ky s6 ECDSA-384 bit dé bao vé cho vi dién
tu. Thudt toan nay dugc cac tac gia goi tr Thu vién mat ma
CryptoJS [26] va c6 chinh sira dé dam bao phu hop véi cac luat
giao dich dién tr hién nay [25] gitip dam bao an toan, trung thuc.
Dicéu nay cho thy, tinh riéng tu ciia ci nhan cho BTC dugc dam
bao minh bach trong tit ca céc giao dich truc tuyén cho BTC.

3.3. Tich hop mdt méi ma héa dong céu ddy dii cho BTC
dwa trén Blockchain

D¢ tang tinh dam bao an toan cho BTC ciia riéng minh, cac
tac gia sir dung giai phap ma hoa BTC bing thuat toan ma hoa
dong cdu ddy di. M hoa dong ciu day du 1a hé mat mi co do
bao mét cao [27, 28] va cac tac gia da su dung h¢ mat ma nay tur
ma ngudn (c6 chinh stra) trong Thu vién mat mi CryptoJS [26].
Qua trinh thyc hién ma hoa va giai ma bang ma hoa dong cau dy
i va dugce thue hién voi thoi gian ngén [28]. Qua trinh luu trix
nay gan nhu khong lam thay ddi cac thudc tinh ciia Blockchain.
Tic 1a khi da tich hop thuat toan mi hoa dong cdu day di cho
BTC, vi¢c thyc hi¢n ma hoa va gidi ma dir li¢u nhim dam bao
tinh riéng tu cho BTC dya trén Blockchain. Piéu nay giup cai
thién hon nhiéu trong cac giao dich ddi vdi cac Blockchain cong
khai va ciing di duogc cac tic gia kiém tra thong qua ma ngudn
cua dong tién Ethereum [16].

Khi céc tic gia sir dung giai phap tich hgp mi hoa dong cdu
déy dt cho BTC dua trén hé théng Blockchain, BTC ctia nhom
nghién cuu da tang dugc do bao mat va ddm bao tinh bi mat
cho BTC ma khong anh huong t6i hoat dong ciia dong tién nay
trong cac giao dich thuc t&. BTC ciia céc tac gia di dugc tich
hop céc giai phap bao mat nhu mat ma mi hoa dong ciu day du,
chit ky s6 ECDSA-384, SHA-256. Chinh diéu nay da gitip cho
BTC ciia cac tac gia dam bao dwgc tinh bi mét va quyén riéng
tw cho nd. So véi cac dong tién 4o khac nhu Ethereum, BTC cua
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chiing t6i v6i cac giai phap bao mat dua ra budc dau con kha
don gian, can cai thién thém céc ky thuat dé co thé imng dung
duogc trong thuc te.

4. Két luan

Trong nghién ciru ndy, céc tac gia da phan tich quyén riéng tu
dya trén Blockchain, cac ky thuat dam bao va mot sd giai phap
dé dam bao quyén riéng tu ciing nhu tinh bao mat cia nén tang
cong nghé nay. Ap dung céc giai phap mat ma (nhu SHA, chir
ky s ECDSA, ma hoa ddng céu ddy du) dé tao ra BTC dua trén
Blockchain. Két qua dat duoc budce dau la da xdy dung duoc giai
phép mat ma cho BTC. Cu thé, céc tic gia da tich hop md ngudn
mat mi v6i cac giai phap bao mat nhu ma hoa dong cdu day du,
chit ky s6 ECDSA-384, SHA-256. Tuy nhién, cac giai phap bao
mat dugc tich hgp cho BTC cua cac tac gia dua ra con kha don
gian, can cai thién thém cac ky thuat dé c6 thé ing dung dugc
trong thyc té. Viéc giai quyét nhiing diém ton tai nay ciing chinh Ia
hudng phat trién trong céc nghién ctru trong lai.

indecx.js =]
1
2 class elock {

oTao, Dulieu, S |

11 return Cryptols.SHA256(this.HashTruocDo + this.NgayTao + JSON.stringify(this.Dulieu)).toString
0

Hinh S1. Tao mét block.

<Tess BT

{
urn Cryptols.SHAZS6(this.HashTruocDo + this.NgayTao +

r I50M. stringdfy(this.Dulieu))
.toString();

1
17  DaocBlock(Dekho) {
1

19 while (this.Hash.substring(®, Dokho) l== Array(Dokhs + 1).join("8")) {
20 this.Gia Tang:

21 this.Has

rrrrrrrrr

this. TinhToantash();

23 console.log( D& ddo xong Block: * + this.Hash);

Hinh S3. Str dung thuat toan ddng thuan PoW dé stra doi file
class block.
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28 = class Blockchain {

29

38 constructor() {

E3 | this.MangBlock = [];

32 this.MangBlock.push(new Block("20/11/208201", "Genesis Block”, "8"));
33 this.Dokho = 5;

34

EH }

6

37 PhanTuCuoicung() {

38 return this.MangBlock[this.MangBlock.length - 1];
39 }

s |

a1 TaoMoiBlock(newBlock) {

42 newBlock .HashTruocDe = this.PhanTuCuoiCung().Hash;
43 newBlock.Hash = newBlock.TinhToanMash();

45 newBlock.DacBlock(this.Dokho);

46 this.MangBlock. push(newBlock);

47 :

Hinh S4. St thuat toan dong thuan PoW dé stra doi file class
Blockchain.

74 = DaoTienao(DiaChiviNhanTienThuong) {

75 let block = new Block(new Date(), this.GiacDichTamHoan, this.PhanTuCuoiCung().Hash);
76

77 block.DaoBlock(this.Dokho);

78 this.MangBlock. push(block);

79

80

81 this.GiaoDichTamHoan = [

82 new GiaoDich(null, DiaChiviNhanTienThuong, this.TienThuong)
83 [H

84

85 [

Hinh S5. Ham dao tién ao.
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