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Mo hinh héa va diéu khién robot di dong non-holonomic c6 trugt ngang
Nguyén Vin Tinh'*, Pham Thwong Cat!, Pham Minh Tun?

"Vién Cong nghé Théong tin, Vién Han ldm KH&CN Viét Nam
2Vién Cong nghé Vii tru, Vién Han lam KH&CN Viét Nam

Ngay nhdn bai 5.10.2015, ngay chuyén phan bién 12.10.2015, ngay nhan phan bién 18.11.2015, ngay chép nhan ding 25.11.2015

Trong bai bao nay, nhém nghién ctru da xay dung mot cich cé hé thong phwong phiap mé hinh hoéa hé dong
lwe hoc ciia mot robot di dgng banh xe non-holonomic c6 trwgt ngang. Sau d6, nhom tic gia thiét ké mot
luit diéu khién bing phwong phap tuyén tinh héa phan hdi vao ra dé diéu khién robot di dong nay bam
theo mdt quy dao cho truwée ma cé thé bu dwoc trurot ngang. Cac két qua mo phéng dwoc thye hién bang
Matlab-Simulink d3 chirng minh tinh diing din cta luat diéu khién.

Tir khéa: robot di dpng non-holonomic, tricot ngang, tuyén tinh héa phan hoi.

Chi sé phén loai 2.2

MODELLING AND CONTROLLING
A'NON-HOLONOMIC WHEELED
MOBILE ROBOT WITH LATERAL SLIP

Summary

This paper presents the systematic
development to model the dynamics
of a non-holonomic wheeled mobile
robot with lateral slip, followed by
the design of a control law using the
input-output feedback linearization
method to drive the mobile robot to
track a given trajectory while lateral
slipping exists. Matlab-Simulink
simulation results showed the
correctness and performances of the
control law.

Keywords: input-output feedback
linearization, lateral slip, non-

holonomic wheeled mobile robot.

Classification number 2.2
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Pat van de

Robot di dong banh xe da dugc nghién ctru va tng dung trong
nhiéu nganh céng nghiép va 1a mot linh vuc thu hat sy quan tim
ctia nhidu nha khoa hoc trén thé gigi. Ly do robot di dong duoc
g dung rong rii trén thé gisi 1a do n6 c6 thé chuyén dong thong
minh ma khong c6 tac dong cua con nguoi, pham vi hoat dong
khong bi gioi han. Pac biét, n6 co thé thay thé con nguoi trong cac
nhiém vu nguy hiém nhu: tim kiém vat liéu nd, van chuyén hang
hoéa trong mf)i truong doc hai, giam sat an ninh... Nhiéu céng trinh
nghlen ctru vé robot di dong tap trung vao viée giai quyét bai toan
diéu khién chuyen dong. Nhiéu cong trinh nghién ciru da thiét ké
céc bo diéu khién tuong tng ma ching da tich hop mé hinh dong
hoc ¢6 rang budc non-holonomic véi mo hinh dong luc hoc cua
robot di dong [1-4]. O d6, cac tac gia di gia st diéu kién rang budc
non-holonomic luén duge dam bao (cac banh xe chi c¢6 chuyén
dong 1an ma khong truot). Tuy nhién, trong thyc té, khong phai luc
nao diéu kién rang bugc non-holonomic ciling luén dugc théa man.
Rang budc non-holonomic phuc thudc vao rat nhiéu yéu té nhu do
cang cua 16p, d6 tron ctia mat san, do phang cua dia hinh... Khi do,
néu mudn giai quyét bai toan diéu khién chuyen dong thi dong hoc,
dong luc hoc truot phai dugc tinh dén khi thiét ké bo diéu khién
cho robot di dong. Trong [5], cac tac gia dd phat trién mot mé hinh
dong hoc suy rong ma ¢ do da chira dung cac loai truot khac nhau
nhu truot doc, trugt ngang, truot quay. Trong [6], diéu khién luc
ngang da duogc dé xuét béng cac bo diéu khién luc va vi tri, trong
d6 cac yéu té truot da duoc tinh dén. Trong [7], cac tac gia gidi
thiéu mot bo diéu khién bén virng dé bam theo quy dao bang cach
tich hgp dong hoc trugt vao dong hoc robot di dong banh xe dudi
dang cac ham va tinh 6n dinh duogc kiém ching béng toan tir Lie.
Trong [8], cac tac gia da xay dung md hinh dong luc hoc robot di
dong banh xe ma ¢ d6 da chira dung dong luc hoc trugt ngang. Sau



d6, mo hinh dong lyc hoc nay dugc sur dung dé thiét
ké bo 1ap quy dao va bd didu khién dé cho phép dan
duong (navigation) c6 hi¢u qua robot di dong trong
diéu kién co truot ngang.

Trong truong hop co truot ngang hodc trugt doc thi
yéu t6 ma sat & diém tiép xuc gitta banh xe va mit
san dugc chu y dén. Hé sb ma sat phu thugc manh mé
vao dang dia hinh, d0 cang cua lép va van tbc robot
di dong. Déi véi diéu khién truot doc, trong [9], h¢ sb
ma sat dugc xem nhu mét ham cua ty s6 truot. Trong
[10], céac tac gia da trinh bay mdt xe ty hanh cho nong
nghiép vai gia st van tdc clia xe ndy nho, chi ¢é trugt
doc dugc chu y dén, con truot ngang bi bo qua. Trong
[11], d4 nghién ctru bang thuc nghiém cac anh huong
clia cac tham s6 nhu ban kinh banh xe, khoang cach
giira hai banh, tai trong 1én hiéu qua diéu khién khi
tdn tai truot doc. Trong [12], cac tac gia da xay dung
mat bai toan path-following khi ton tai ca truot ngang
va truot doc. Dua trén md hinh truot, bd diéu khién
chuyén dong duoc tong hop co tinh dén truot doc. Dbi
voi trugt ngang, bo diéu khién duoc dua trén mo hinh
ma sat ngang.

Noi dung nghién ciu
Mo hinh dpng hoc

Xét 1 robot di dong banh xe c6 trugt ngang nhu
hinh 1, voi gia thiét d§ trugt doc cua xe co6 thé bo qua,
mo hinh dong hoc ctia xe dugc mo ta nhu sau:

Fdp = X3y cOSO+ V), sin O +bO (1)
gy =Xy cOS@+ ), sin @ —bo )
1 =—Xy sin@+ y,;, cosd 3)

Trong do, n 1a d¢ truot ngang cua robot di dong.

Banh trai
Y,
F lat ¢L
R4 YR
Phan cling i
robot di dong Xl X,

Hinh 1: robot di dong banh xe co truot ngang

Mo hinh dong luc hoc ciia robot di dong

Dong nang cua than robot di dong la:
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1 . . 1 .
Ky ZEmM (xzﬁ +Y§4)+E[M92 4)

Trong do, m, 1a khéi lugng cua than robot di dong,
I,,1a m6 men quén tinh cua than nay xung quanh truc
thang dung di qua diém M.

Dong ning cua banh trai va banh phai 1an luot la:

K, =lmW (r2¢3L2+772)+lIW¢5L2+11D92 (5)
2 2 2

K :lmw (”2‘/51%"'772)“‘1[%}1% +11[)92 (6)
2 2 2

Tong dong nang ciia hé 1a:

K=K, +K; +Kp

:%mM (XM +yM)+ my v (¢L +¢R)

-2 1 12 12 1 12 (7)
+my 1 +E[W (¢L +¢R)+(1D +E]Mj9

Trong do, 1, va i, 1an luot 13 md men quan tinh cta
banh xe xung quanh truc quay va tryc thing dung.

Vi thé ning cua robot di dong bang 0, nén ham
Lagrange cta n6 la: L=K.

Goi véc to toa do Lagrange cua robot di dong la:
q =[x, y-0:1, ¢R5¢L] phuong trinh rang budc duoc

biéu dién theo dang sau:

4(¢9)§=0 (8)
Két hop cac phuong trinh (1), (2), (3) va (8), ta xac
dinh dugc ma tran 4(¢) nhu sau:
sind -b 0 —-r 0
cosf sin@ b 0 0 -—r 9)
—-sinf cosd O 1 O O

cos @
A(q)=

Phuong trinh Lagrange ctia chuyén dong ciia robot
di dong la:

dfoL) oL _
dt aq 8q

Trong d6, A=[4, 4. 4]

u+ A4 (10)

la mdt véc to nhan tr

Lagrange biéu dién cac luc rang budc cia robot di
dong, u la véc to luc suy rong twong g véi cac toa do
suy rong q. Bang cach giai phuong trinh Lagrange,
phuong trinh dong luc hoc cua robot di dong c6 dang
nhu sau:



Mi = Nz +N,yF,, + A" 2 (11)
¢y [0 000 1 o] r
VoL Ni={ o 1 Ma=[0 00 10 0] 13

cac ma tran dau vao,

my 0 0 0 0 0
0 m, 0 0 0 0
0 0 [I,+2, 0 0 0
e 2m,, 0 0
0 0 0 0 myr*+1, 0
0 0 0 0 0 myr® +1,, |

T \ \
v=[7.7,] 1a véc to diu vao gom md men quay banh
phai, banh trai; £, 1a luc day tac dong vao than robot
theo hudng ngang nhu hinh 2.

Goi v=[dp.4,] . S,(@) . va S,(q) 1a ma tran théa

man phuong trinh sau:

q=5,(q)v+5S,(q)n (12)
Dé dang tim dugc ma tran
_Lcosﬁ 10059_
2 [—sin @]
%sin o %sin 0 cosé@
0 13
S@- £ o s ()
2b 2b
0 0 0
1 0 L 0 ]
) 1
DPao ham 2 vé phuong trinh (12):
éj:Sl (q)v+S1 (q)\‘z+S‘2 (q)ﬁ+S2 ()7 (14)
Hon nira, ta cling c6:
S (q)4" (¢9)=0
ST (g)N, =1 (15)
S/ (q)N, =0

Nhén ca 2 vé cta phuong trinh (11) véi s7 (), ta co:

= [Sl (CI)T MS, (‘I)}‘H_[S‘ (q)T MS‘ (q)}v

+[5:(a) M. (a) )i+ [ 5. (a) 1. (a)] (16)
Ta dé thiy,

S (q)" MS,(¢q)=0 an
S (q)" MS,(q)=0

Thay (17) vao (16) ta duoc:

[51(a)" M5, (q) |9+ 5, (a)" M5, (9) )i == (18)
S mv+bio=1 (19)
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Trong do, m=s, (q)T MS, (q) _ |:m11 m12:|

My MMy
A
Y D
Yu
1 I
I 1
1 1
) X
Hinh 2: cdc bién dau ra y(x)
myy = iy,
)2 PN
= m — | +(1,, +21 — | +(myr?+1
w(£) v 210) (5 ) Hmer? 1)
my, =y,

(2] (]
(3] O v200)(55)

bw =S, (q)T MS, (2)
T
-
]

a):é(@e _¢;L)

b:|:—mM§

Thiét ké luat diéu khién
GoiD(x,,y,
dai ¥, khong doi theo huéng 0, ta co:

) la diém muyc ti€u di chuyén vdi van toc

Xp =V, cos6,

yp =Vpsing, (20)
Goi trang thai ctia robot di dong la:
x=[ %y 3 O b by | 21)

M0 hinh trang thai cua robot di dong dugc biéu dién

dudi dang sau:

- Sv+8,m 0
o e S 22
v=[n(x)n )],
trong do,
y:{yl (x)}:{co.sﬁ sin@}{xD—xM} 23)
¥, (x) —-sin@ cosf || vy, —Vu
Tinh dao ham bac nhét cua (23):
| 70—V +V,cos(60-6,)
{—ylm—ﬁ—VD sin(@—ﬁD)}’ 24



trong d6 a):é:z—rb(q}R—(/fL), V:%(% +4;)

Tiép tuc dao ham 2 vé (24), ta duogc:

y—{ V.}f,
W

trong do, f 1la mdt véc to phu thudc vao quy dao cua
muc tiéu D. Néu D chuyén dong theo duong thang thi
f dugc thay boi f, nhu sau:

(25)

P {yz.w+y2.a')—VDa)sin(€—0D )} 26)

—o—1—Vywcos(0-6,)

Néu diém D(x,y,) chuyén dong vé6i van toc dai v,
khoéng d6i theo duong tron c6 dang:

(5 =) +(3p=o) =K 27)
thi f dugc thay boi f. nhu sau:
@+ Y, =V, (a)—éD)sin(Q—@D) 28)
< —ho—1i-V, (a)—éD)cos(H—HD)

Ta c6 thé viét lai (25) du6i dang:
y=—h+f (29)
r r

trong d6 A= B _( L]
N b N 2h

Néu ¥,>0, thi h ludn kha nghich.
Két hop (22) va (29), ta co:
j=—hm™ (r-biow)+ f

Ta chon luat diéu khién:

(30)

€2))

trong d0, e = ¥ = Vesirea » K, K, 12 cdc ma tran hang xac

= b’]a) + mh71 (f - j}desired + KDe + KPe)

dinh duong. So d6 khdi ctia hé théng diéu khién duoc
mo ta nhu hinh 3.

Yéu cau cta bai toan diéu khién 1a diém P (hinh 2)
phai bam ti¢m cén theo diém D vé6i sai l1éch bam tién
vé khong. Do vy, ta chon Yaeie =[C aO]T.

Thay (31) vao (30), ta dugc:

é+Kpe+Kpe=0 (32)

T phuong trinh dong luc hoc sai 1éch nay, sai 1éch
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e sé tién tiém can vé 0. Tuc ¥ > C;y, >0,

Tién hanh md phong bang Matlab-Simulink. Cac
tham s6 ctia robot di dong duge tién hanh mé phong
dugc chon nhu sau: m, = 17 kg; r = 0,095 m;
b =024 m; I, = 0,023 kgm* [, = 0,011 kgm’;
I, = 0,537 kgm’; m, = 0,5 kg. Khoér}g ce'}ch mong
muon: C = 0,3 m. Cac tham s0 diéu khién

4 0
K,=K, = o 4l

Khong mat tinh tong quat, ty sb trugt duge gia sir
la: sa zgz 0,2.
Két qua mo phong

Ta sé tién hanh mo phong theo 2 truong hop:

Truwong hop 1: muyc tiéu D(x, y,) di chuyén theo
dudng thang c6 h¢ s6 goc 0 = n/6 v6i vén toc 0,2 m/s.

Truot ngang
.17
Quy dao | 1.6, R v
muc tiéu | Bo dieu | o Robot
khién ?| didong
Xp>Vp

Tinh véc to y.¥

w, .0 A‘
> daura y(x)

Hinh 3: so d6 khéi dé diéu khién robot di dgng non-holonomic ¢6 truot ngang

—-e1
\ = b

Xy Vol

e
©

e
=)

Sai 1éch (cm)
o
=

0,2 \
0
0% 1 2 3 4 5 6 8 9 10
Thoi gian (s)
Hinh 4: do thi sai léch e =V =Y sosired
0,25
’éa l\ \:eta-dot
~ 0.2
= ]\
] \
= 0,15
=\
5
< 01
k=l
‘(8 \\
= 0,05
Y 1 2z 3 4 5 6 7 8 9 10

Thoi gian (s)

Hinh 5: d6 thi téc dg truot ngang 77 khi robot bam theo dwong thing



2 /
é 1,5 .
- . '//
= /
0.5 — —— Quy dao diém P
/ = = Quy dao diém D
0 — T I
0 0.5 1 1,5 2 2.5
Tryc X (m)
N ==torque,
6 ==torque,
B
z4
[
El
T2
9 \
0 \-
) 1 2 3 4 5 6 7 8 9 10

Thoi gian (s)
Hinh 7: mé men quay ¢ hai banh xe robot di dong

1,4
—y
1,2 _ _y1
—_ 2
g 1\\
~
K o.s\
= \
g 06—y
,g 04
02 \\
0 ™o~
0 1 2 3 4 5 6 7 8 9 10

Thoi gian (s)
Hinh 8: véc to dau ra y(x)

Truwong hop 2: myc tiéu di ghuyén theo duong tron
6 phuong trinh (27) véi van toc dai ¥ = 0,4 m/s.

i~ — e1
0,8k M —_——,
- \
5N\
N
= 04 \3
o \
2
— 02
(:/)q \‘
0
05 1 2 3 4 5 6
Thoi gian (s)

Hinh 9: d6 thi sai léche =y —y

desired

0,1 —

0,05

Téc db truot ngang (m/s)
2 e
—

0 1 2 3 4 5 6
Thoi gian (s)

Hinh 10: do thi téc d6 truot ngang 1] khi ré bét bam theo dwong tron
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-

E 2 5 /
> 1o Nd
> 1,5] *
5 <)
=1

0,5 — Quy dao diém P

me 1 Quy dao diém D
—
% 0.5 2 25

1 1,5
Truc X (m)

Hinh 11 quy dao diém P va diém D

8
= torque,

6 = utorque
B
é 4
]
z 2
s \

0

N
K 1 2 4 5 6

3
Thoi gian (s)

Hinh 12: mé men quay o hai banh xe robot di dong

1,4
—y1
1.2] Y,
—_—
RN -
S ~N
2 0,8—N
Y W\
< N\
8
0.4
& <
R 02 ~
~
0 ™ — — —
0 1 2 4 5 6

3
Thoi gian (s)
Hinh 13: véc to dau ra y(x)

Téc do truot ngang twong ing véi cac trudng hop 1
va 2 dugc mo ta qua cac hinh vé€ 5 va 10.

Cac hinh 4, 6, 9, 11 da minh hoa tinh 6n dinh tiém
can cua luat diéu khién. Trong cac hinh 8 va 13, gia tri
¥,(x) >0 v6i Vi > () nén ma tran h trong phu’opg trinh
(31) Iuon kha nghich. Hinh 7 va 12 minh hoa d6 thi mo
men quay ludn lién tuc va hiru han. Do vy, luat diéu
khién 14 kha thi.

Két luan

Trong nghién ctru nay, ching t61 da xay dung thanh
cong mo hinh dong hoc, dong luc hoc cua robot di
dong khi c6 trugt ngang. Trong cac mo hinh dong hoc,
dong luc hoc déu chira dung dong hoc, dong luc hoc
clia truot ngang. Sau d6, ching toi da dé xuat mot luat
diéu khién theo phuong phép tuyén tinh hoa phan hoi
vao ra. Tinh 6n dinh cua luat diéu khién da dugc kiem
chimg biang Matlab-Simulink khi tién hanh mé6 phong
cho robot bam theo quy dao thang va quy dao tron.
Trong tuong lai, ching t6i s& khao sat va thiét ké bo
diéu khién cho robot di dong khi vira ¢ trugt doc, vira
c6 truot ngang.
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Tong hop ludt diéu khién tii xa theo phuang phap dén 2 diém cho tén Iia phong khong

trén ¢d s6 I thuyét diu khién t6i uu va vi phan cac tham s& dong hinh hoc
Nguyén Vi Thuin®, Vii Héa Tién
Hoc vién Ky thudt quan sy

Ngay nhén bai 6.10.2015, ngay chuyén phan bién 9.10.2015, ngay nhan phan bién 16.11.2015, ngay chip nhéan ding 24.11.2015

Noi dung bai bao trinh bay vé mot phlro’ng phap tong hop luat din cho cac hé thong tén lira néi chung va
luat din 2 diém cho tén lira diéu khlen tir xa noi rleng trén co sé wng dung ly thuyet diéu khién t6i wu va
phuwong phap vi phan cac tham 50 dong hinh hoc. Bang phu’o’ng phap nay, cac tac gia da chirng minh duoc
su chat ché vé miit toan hoc ciia luat din méi tong hop, dong thoi cung chi ra duge gidi phap hién thue
héa luit din trén cac hé thong khi tai tén Iira phong khong (TLPK) diéu khién tir xa véi hé s0 din tdi wu.

Tir khoa: diéu khién toi wu, ham chi tiéu, ludt dan, tiép cdn ty Ié.

Chi s6 phén loai 2.2

Pat van de
REMOTE CONTROL LAW SYNTHESIS Sy phat trién cua khoa hoc va cong nghé, dic biét 1a
WITH TWO-POINT GUIDANCE su phat trién cta 1y thuyét diéu khién hién dai cho phép
FOR SURFACE-TO-AIR MISSILE cai thién céc lut dan cii dbi voi TLPK. Céc phuong phap

ON THE BASIS OF OPTIMAL CONTROL THEORY  dan méi (KJIY va MTT) duoc thuc t¢ hoa trong t6 hop
AND DIFFERENTIAL OF KINEMATIC PARAMETERS TLPK cai tién C-125-2TM la minh hoa rd nét cho nhéan

xét nay [1]. Dé thuc hién dugc luat din mdi, can xay

Summary dung mbi lién hé dong hinh hoc ctia luat din trén co s
The paper presents a synthesis method of nguyén tac diéu khién tir xa, xay c}ung cac thuat toan
guidance law for missile systems in general danh gia, ngoai suy thong tin con thi€u, hoan thién cac hé
and a synthesis method of two-point guidance thong do bam tin hi¢u bang ly thuyét hién dai [2-4]. Bai
law for remote control missiles in particular béo dit van d& vé cach trién khai mét trong cac phuong
that are based on applications of the optimal phap dan (PPD) 2 diém tén lira - muc tiéu (TL - MT) cho
control theory and differential of kinematic cac hé thong diéu khién tén lira tir xa thé hé cii trén co s&

parameters. The method not only proves the

cac phuong phép va phuong tién do hién dai.
new guidance law clearly about mathematics,

but also points out solutions to realize the D6i voi PPD 3 diém, luat dan thé hign méi lién quan
guidance law for remote control missile dong hinh hoc gitra céc toa do tuong ddi cua muc tiéu
systems with optimal coefficients. va tén lira so voi gbe toa do cd dinh 1a vi tri dat dai

diéu khién, con trong PPD 2 diém cho diéu khién tir xa,
d6ng hinh hoc diéu khién dugc thiét 1ap chu yéu dua vao
twong quan cac toa do cua tén Itra, muc tiéu va gia tri vi
phan cua chiing [5]. Ngoai su khac biét vé ban chét vat
1y, 2 loai PPD con khac nhau vé mit mé ta toan hoc.
Phuong trinh mé ta luat dan theo PPD 3 diém 1a phuong
trinh dai s, con d6i voi PPD 2 diém 1a phuong trinh vi

Keywords: guidance law, optimal control,
proportional navigation, target function.

Classification number 2.2

sai [4, 6, 7].
*Tac gia lién hé: Email: langphong@gmail.com
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Tong hop luat dan 2 diém cho tén lira diéu khién
t xa trén co s@ bai toan dieu khién tdi wu

Ly thuyét didu khién hién dai cho phép hién thuc
héa nhicu thudt toan xu ly thong tin va diéu khién phirc
tap [8]. Pé xdy dung luat dan 2 diém cho TLPK diéu

khién tir xa, ta c6 thé dit va giai bai toan trén co so ly
thuyeét diéu khién to1 vu voi phuong trinh chuyén dong
cua tén Itra thuong duoc vict dudi dang:

{rp =V
V=u,
trong do, V la véc to tdc do tén lira, u p la véc to diéu

khién chua biét, 7, 1a véc to cu ly tén Itra.

bit x, =r,; x, =V,; u = a,,phuong trinh chuyén

dong dugc viét dudi dang chuén tic, v6i diéu kién dau
X, (t) = X,05 X%, () = Xy 1a:

{xl =X,
X, =u

Muc ti€u cu thé cua qua trinh diéu khién 1a diém
cuoi quy dao bay cua tén Itra phai trung voi diem cuoi
quy dao cuia muyc tiéu. Co nghia la:

X (tk) =X, (tk) ()

Ham chi tiéu chét luong dugc viét dudi dang:

t, <t<t, (1)

I= %tj;ur(r)u(r)dr (3)

Bai toan dit ra 1a cn phai tim diéu khién u(t) dé t6i
thiéu ham chi tiéu nay. Ta xem xét cac dic diém cua
qué trinh t6i uvu ¢ dang tong quat. M6 hinh ddi tugng
diéu khién duge mo ta bang phuong trinh vi phan:

x =A(t)x+ B(t)u t,<t<t, 4
Diéu kién dau x(t,) = x,. O day, x 14 véc to trang

thai kich thudce n; u 1a véc to diéu khién kich thude m;
A, B la ma tran chuyén trang thai va ma tran diéu khién
v6i kich thude tuong Gmg. Ta viét yéu cau déi voi trang
thai ciia hé thdng tai diém cudi dudi dang:

y(tk) = Sx(tk) (5)

Véi y(t) 1a véc to céc yéu cu dit trude tai thoi
diém t_véi kich thude 1 (1 <n); S 1a ma tran kich thude
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(1 x n). Ta xem xét mot véc to pha yéu cau méi & thoi
diém t bat ky:

Y(O) = SO, 1)x(?) (6)

O day, @(¢,,7) 1a ma tran co so cta hé (4). O thoi

diém t = t_thi (6) chuyén thanh (5). Lic nay,
®(¢,,t,) =E (ma tran don vi). Véc to y(t) théa man

phuong trinh vi phan:

() =SD(z,,1) B()u(r) = F(H)u(t) @)
O day, F(t) = SO(t,,¢) B(t) . Phuong trinh (7) nhan

dugc khi xem xét trong hé (4) va ®(z,,¢) thoéa man
phuong trinh: (i), =-D(t,,1)A(t). T (7) ta thiy, dé

dat dugc trang thai cudi y(t,) can thuc hién diéu khién
doi voi vée to y(t) va cac du bao trang thai cua véc to

nay. Piéu kién can dé t&i uu 1a ham an ¢ dang (g—[ =0
u
v6oi H 1a ham Hamington. Tur (3) va (7) ta co:

H(‘P,u,t):;uTqu‘PTF(t)u (®)
Voi W la véc to lién h¢ thoa man phuong trinh:
: dH
Y= (20T
( 0 )

Tir viéc thoa man didu kién can (8), bai toan toi uvu
chuyén thanh bai toan giai trong hé¢ phuong trinh vi

y=F(t)u
phéan sau: )y — 9)
u=-F" (¥

Véi y(t,) =Y,; y(t,) =y, . Didu kién dau va diéu
kién bién cua véc to y(t) la xac dinh, con cua véc to P
1a tw do. Nhu vay, W(t) =P, = const. Dé xac dinh
¥, ta thay phuong trinh thir 3 cua (9) vao phuong trinh

dau va tich phan trong khoang (t,» t), ta dugc:

y(t )=y<to>{1 F(2)F (r)dr}?o

_ [y(to)_Y(tk)] 10
T M@t o



Vi M(t,.t,) = [ F()F'()dz, thay (10) vio

Iy

phuong trinh thtr 3 cua (9) ta co véc to diéu khién:

y(t,)—y(t,)]

el
=F" (1) Mt (11)

Pay chinh 1a véc to diéu khién t6i uu u can tim.
Diéu khién nay tic dong 1én hé thong va chuyén hé
thdng tir trang thai dau da biét y(t,) dén trang thai cudi
can thiét y(t,) khi t6i thiéu gia tri ham chi tiéu (3). Thoi
diém t, c6 thé chon 1a thoi diém t bt ky twong tmg véi
trang thai y(t) da biét. Luat diéu khién (11) c6 thé dién
giai nhu viée diéu khién v6i phan hdi nguoc theo trang
thai du bao cubi. Viéc chuyén trang thai tir t, sang t

thong qua diéu khién:

[»(2) - y®)]

u(y(t)) = F' (1) ML)

(12)
Tir (12) ta thay tham sé diéu khién hién thoi twong
g véi hiéu giita trang thai cudi yéu cu va gia trj du

bao ctia n6 ¢ thoi diém hién tai. Ta trién khai cu thé M:

M(t,,t)= TSCD(tk,r)B(T)BT(r)q)T(tk,T)STdr

Tiép theo, ta dwa ra giai phap tao luat didu khién tdi
wu cho tén lira khi dinh trudc diéu kién tai diém gap.
Tur (1), (2) thay vao hé théng (4) va tinh dén diéu kién
(5) ta co:

A:(g (l)j; B:C)j; S =(1,0)

Ma tran co sé cua hé théng (1) c6 dang:

t, —t
1

1
D(t,,1) =
(#.,1) (0
Tu (7) ta suy ra:

1
F(t) = (1,0)[0
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V6i t,1a thoi gian con lai tén lira bay toi diém gip
muc tiéu. Nhu vay:

t 1
M(tk,t):!(tk—r)zdrzgti

Tir (2) ta co: y(t,) = x,(t,) = Xy (t,)
Tu (6) ta co:

1 ¢ —t)x
y(t) = SD(¢,,t)x(t) = (1,0)(0 . j[ j

Xy

y()=x +x,t,

Tir (12) ta thiy, diéu khién t&i uu cudi ciing c6 dang:

u(t)= %[xu (t,) —{xl +x2t*}]

u(t) ——[r t)-r, th*] (13)

Nhu vy, diéu khién u can thong tin vé r (donvi:m),
V (Vec to van tc tén ltra - don vi: m/s) ¢6 thé nhan duogc
tu thiét bi do dudi dai diéu khién. Khi xét diéu khién
trong khong gian 3 chiéu thi 1,V lacacvécto khong
gian. Cac tham s chuyen dong cua muc tiéu co thé
duoc do hodc danh gia bang cac thudt toan loc, ngoai
suy hién dai. Van dé chinh ¢ day 1a kha ning nhan
duoc thong tin vé véc to 7, (t,), 1a vi tri du bao ctia muc

tiéu tai thoi diém t.. Thong tin nay can duogc xac dinh
o thoi dlem t bat ky c6 tinh dén cac gia thuyét khac
nhau vé& chuyén dong ctia muc tiéu. Thong thuong,
ngu’m ta st dung 2 gia thuyét: i) muyc tiéu chuyén dong
thang déu trong khoang (t, t), tic la
r(t | O=r{)+V, (0).t,; i) muc tiéu chuyén dong

nhanh dan déu hodc cham dan déu trong khoang (t, ty), co

1
() =7 ) +V, (1).t+ EWL,-'S*Z- Thay 2 gi4 trj nay

vao (13) ta cé:

uy =2 O-n0+{r0-r,0/t]

u, = ;{r(t) r,(0+{V,0)- V(t)}t+1Wt}(15)

s

Viéc sir dung luat didu khién nao tiy thudc vao gia
thiét vé chuyén dong muc tiéu. Nhu vay, vé 1y thuyét
bai toan xdy dung ludt dan theo PPD 2 diém cho tén
Itra diéu khién tir xa da c6 10i giai. Tir phuong trinh luat



diéu khién ta thiy, vé6i céc véc to 7, (1), 7 (t) do duoc,
V.(t) va ¥ (t) c6 the do hodc dénh gid, gid trj £, c6 thé
danh gia thong qua cac tham sb khac. Nhu vy, c6 thé
hién thuc hoa luat dan 2 diém cho cac t6 hop tén lira
diéu khién tir xa. Trong phan tiép theo, ta xem xét mot
phuong phép cu thé dé hién thuc hoa luat dan di duoc
tong hop ¢ trén.

Tong hop luat dan 2 diém cho tén lia dieu khién
tir Xa trén co sé vi phan dong hinh hoc

Dé c6 day du thong tin diéu khién, ta di tim gia tri
t.. Pay la dai luong khong do dugc va chi co thé udc
luong bang mot sé phuong phap. Do chinh xac cta céc
wéc luong niy anh hudng téi chat luong ctia qua trinh
diéu khién. Dudi day, chung t6i s& trinh biy mot trong
cac phuong phap do.

Nhan thiy, gia tri

h=r,0-r,O+{V,0-V,0} (16)

ton tai trong ca 2 phuong trinh diéu khién u(t). Viét dudi
dang khac 1a h=r(t)+V (). V6i V  1a véc to van
toc twong dbi giita tén lra va myc tiéu. Nhan vO huong 2

vé cua phuong trinh nay véi véc to van toc tuong dbi ta
co:

(hV,,)=0=

OMmH

r+v?

OmH DmH

riF
-

OmH

>,.-r) 4
- V2 == VZ

OMH OmH

Suyra: t, =

O day, 7 1a hinh chiéu cua véc to véan toc tuong ddi
V lén dwong ngam TL - MT va 7 < 0. Véi diéu kién

< = |r| khi d6:

h<rtacothégiasu |V
t= (17
i
Mat khac, tir quan h¢ dong hinh hoc ta co:
2

h=— (18)
Irl
voi @ 1a toe d6 quay duong ngdim TL - MT. Lan luot

thay (17), (18) vao (14), (15) khi ¢6 tinh dén (16) ta cé:
u, :3|f|a):3VTCa) (19)

U, :3(|r'|a)+%Wu):3(V a)+ W) (20)
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Té6i day, ta thiy nghiém cua bai toan diéu khién t6i
vu da tong hop & trén dugc don gian hoa va trd thanh
biéu thirc luat diéu khién tiép can ty 1¢ quen thudc
v6i (19) 1a luat dan PN, (20) 1a luat dan APN. Bé ting
dung luat dan nay cho tén lira diéu khién tir xa, can
tim phuong trinh mo ta toc d6 goc quay dudng ngim
TL - MT duéi dang biéu thic dai s6 lién hé véi cac dai
lwong ma dai diéu khién tir xa c6 thé do duoc (tir day
st dung ky hi¢u vec to dé phan biét cac gia tri dai sb
va vec to). Trong truong hop tong quét, twong quan
d6ng hinh hoc giita dai diéu khién, TL - MT dugc bidu
dién trén hé toa do dia ly dia phuong nhu hinh 1 (véi
Vi 1a vec to van téc muc tiéu (m/s); r la vée to ey ly
muc ti€u (m)).

. - ™ =
ye i~ 7, N
\ 8 N O A
- P _____________________ :_ _____ f__)
?‘P 1 . - | S
0 SO & v
il . i r
¢ i v
! - [
0 . Xp .1/ X
i ! J j -._‘:|_‘ J B
\;“ . i -r T » )
VAN NG ;]—[ ;
‘\ :;’f - . H ‘;J
Z0f -
- i ,1‘
P - !JJJ’
VAL AR— S — ‘.*i’u,

Hinh 1: biéu dién dong hinh hoc méi lién hé giira dai diéu khién - TL - MT

Trong d6, xét tuong quan dong hinh hoc ta ¢ mbi
lién hé sau:

S —

Pog =1y =71 21)

Vi phén 2 vé cua phuong trinh (21):

Ry @)

DAt 7, = 1.7y » Vi 7, 13 véc to don vi ¢6 huéng
trung véi 7, ;, ¢6 d6 16n bang 1; 7 oy =

to dudong ndi TL - MT, ta co:

10



oy = I”Oj'PH +7, Toy
— dr, - —
’;PH: P”+a)><rpu (23)
dt
Tur (22) va (23):
dry — — — —
’ +toxr, =V, -V,
g =V V=T @

Vi VH va Z 1a véc to hinh chiéu cua V—m Ién duong
ngam PII va mit phang vudng goc voi PIT (PI] 1a duong
ngam TL - MT). Goi a la géc giita ¥, va PI], ta co:

V.=V,  .sina (25)
Tu (24) va (25) suy ra:
Y .sina (26)
Yo

Do ta dang xét toc do goc quay cua véc to TL - MT,
nén co6 thé 1am trung géc toa do cuia hé toa do OXngZg
(h¢ toa do dia Iy dia phuong) véi trong tam cua tén lira,
nhu d3 duoc chi ra trén hinh 1. Khi d6, véc to cua tdc
do goc @ diac trung cho sy quay cua véc to ;; s€ vuong

gobc v6i mit phang chua cac véc to 7, va V, . Hinh

OMmH
chiéu cua véc to toc dd goc @ 1én cac truc twong (g cua
hé toa do OX,Y,.Z, la:

Ox =®.COSY; Oy =0®.COSN; ®,=0.c08§ 27)

O day, o 1a do 16n (modun) ctia véc to @, y, 17, & 1a
cac goc gilra véc to @ va cac truc tuong ung cua hé toa
dd OX,Y,Z,. Ta s& tim cac cosin huéng cua véc to @
(céc cosin cua cac goc x, n va &). Véi muc dich nay, ta sé
tinh t6i mot thuc t€ 1a véc to @ dong phuong voi véc to

Q=r,V,. (28)
Vécto Q tur dai sb véc to, co thé xac dinh nhu sau:
ik
Q=|Ax Ay Az (29)
. v, 7

Véi i, j, k la cac véc to don vi cia hé toa do

OXYZg; o, @y, @, 12 cac thanh phéan cua veéc to 7,
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trong hé toa 460 OX,Y.Zs; V_, Vy, V. 1a cac thanh phan

cuavécto ¥V trong hé toa d6 OX,Y,Z,. Tinh gia tri clia
dinh thire (29), ta s€ nhan dugc:

Q=(AyV,~ A2V, )i +(AzV,—AxV,) j +(AxV, - AyV, )k

Q=Q7+Q j+Qk (30)
Trong cong thic (30), €, QO , € chinh la cdc hinh
chiéu cua véc to Q 1én cac truc twong Ung cua h¢ toa do
O0X,YZ, Chiéu dai cua véc to Q) ¢6 tinh i cac tinh
chat cua tich véc to (23) bang:
|Q| =r,V

PI]" omnu Sin @

G

Khi do, cac cosin dinh hudéng tuong tng cua véc to

(), cua ca véc to @, s€ bang:

Q  AV-AY,

coSy=-=-=
4 |Q| VoV SIN &
cosn = Q, _ AV oA (32)
|Q| VotV SIN X
cosé = 0, _ Ao b
|f)| VoV, SIN &

Khi d6 cac thanh phin cua véc to @ ta s& tim nhu
tich ctia chiéu dai (26) cua véc to @ véi cac cosin dinh
hudng cua no (32):

AyV, -AzV,
O =5
Vory
AzV, —AxV, (33)
C()y = % 2
PLl
AxVy—Any
W, ="
Voig

Nhu vy, ta tim dugce véc to tbe do quay duong
ngam ¢ . Thay gia tri nay vao (19), (20) ta co6 cac luat

diéu khién toi vu twong Ung. Luu y rang, @, @, @, la

cac thanh phan cua hinh chiéu véc to toc do quay
duong ngim TL - MT 1én hé toa d6 do dat dudi dai
didu khién. Dé lap Iénh didu khién tén lira ta can thyuc
hién thuat toan chuyén toa do véc to tbe d6 quay duong
ngam tir OX,Y Z, 1én OX,Y,Z, (hé toa do lién ket trén
tén Itra). Muon thuc hién dugc phép chuyén nay, ta can

1n



biét cac goc Euler 9, i, ¥ mo ta tu thé cta tén lia
trong khong gian. Viéc do cac goc 3, v, ¥ da c6 khoi

con quay 3 bac tu do trong h¢ Autopilot trén tén ltra,
thong tin vé cac goc Euler s& truyén theo duong truyén
v tuyén lién hé giit dai diéu khién va tén lira [7, 9].
Duéi déy, bai bdo sé& trinh bay mot thuét toan bién
ddi toa do khac, thong tin dau vao cua thuat toan khong
can 14y tryc tiép tir tén lira ma hoan toan 1y tir dai diéu
khién trén co s& cac thuét toan do - danh gia hién dai.
Pay la dic diém rat quan trong, dic biét 13 khi tng
dung cai tién cac thé hé khi tai cii thong thudong khong
can thi€p vao dan tén ltra, do d6 khong co diéu kién t6
chtre lai duong truyén vo tuyén gitra dai diéu khién va
tén ltra. Thuat toan moi dugc thyc hién thong qua mot
hé toa do trung gian va tién hanh theo 2 budc (hinh 2).

Buée 1: chuyén vécto o tir hé toa do OX Y2,
sang h¢ toa do OX Y Z (h¢toado) van tdc) thanh Vec t0’

o, (0X Y.Z,—% 50X Y.Z,).

cospcos@ sinf —sindcosd
V =|-cos¢sin@ cosf sin¢sind (34)
sind 0 cos ¢

V2 2

cos@=~"—"—"1 sinf =
p p
V

cos¢g = 2“’ =, sing = 22” -

Vo tVa Vo tVa
a)XV a)x
,|=V|o, (35)
a)ZV a)Z

Bude 2: chuyén véc to o tir hé toa do OX YZ
sang hé¢ toa do OX Y Z thanh véc to 1enh o,

k™ kTk
(OX Y Z,—“, 50X, Y, Z,).
cosacos B sina —cosasinf
B=|-sinacosf cosa sinasinf | (36)

sin 0 cos
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EHOAHOC |/, \|  58(1)1.2016
YWINU NUNRE Vlg 1 YAl

ka a)xv
a)yk = B a)yv (3 7)
a)zk a)zv

Gia tri cac goc a, B dugc danh gia bang thuat toan
riéng trén co s& mo hinh mau tén Itra va sé dugc trinh
bay trong ndi dung ciia mdt bai bao khac.

Hinh 2: méi lién hé giita cac hé toa do OXQYOZg, OXYZ,

Tir (33), (35), (37) ta tinh ra gia tri véc to toc do
goc quay duong ngdm TL - MT trong hé toa do lién
két, thay vao (19) va (20) ta c6 luat diéu khién tén lira
(qué tai yéu cau cho diéu khién) twong tmg voi PPD

da xay dung.
Mo phéng va danh gia két qua

Str dung khao sat bang mo phong va danh gia hiéu
qua cua diéu khién tir xa theo PPD 2 diém d tong hop,
ta gia thiét cac diéu kién nhu sau: i) myc tiéu bay thing
déu, hudng vao dai diéu khién, van tdc bay 1a 600 m/s,
cu ly ban dau 60 km, d6 cao bay 13 km. Tén lira phong
tir dai diéu khién vé6i van toc 900 m/s; ii) dé co thé
danh gia két qua mo phong, ta str dung hé diéu khién tir
xa voi PPD 3 diém (T/T) truyén théng va PPD 2 diém

méi tong hop trong cing mot diéu kién.

Két qua khao sat 2 PPD tir xa duoc phan anh trén
cung mot dd thi nhu thé hién trén cc hinh 3 (a,b, c,d).
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Hinh 3d: yéu cau vé nang hrong diéu khién ciia 2 PPD

Tir cac két qua mod phong trén hinh 3, c¢6 thé dua
ra nhan xét sau: 1) dang quy dao (hinh 3a) cua PPD 2
diém la dang quy dao cau vong cao hon dudng ngim
TL - MT, cua PPD T/T la dang Parabol 16m. Bg cong
quy dao PPD T/T 16n hon nhiéu so v&i PPD 2 diém; i)
d6i voi PPD 2 diém (hinh 3b), d6 truot tirc thoi giam
vé gia tri 0 trude thoi diém tén lura gdp muc tiéu, diéu
nay ching t6 do chinh xac va 6n dinh ctia PPD; iii) qua
tai yéu cau cho diéu khién (hinh 3c) ciia PPD 2 diém
ban dau c6 gia tri 16n hon PPD T/T nhung giam dan
vé 0, trong khi qué tai d6 cia PPD T/T khong nhiing
khong giam, ma con ting dan trong sudt qua trinh diéu
khién; iv) nhu ciu tiéu thy nang luong cho diéu khién
(hinh 3d) ciia PPD 2 diém & giai doan dau 16n hon
PPD T/T do phai tao qué tai diéu khién 16n dé khir do
truot. Tuy nhién, nhu ciu tiéu thu ning luong PPD 2
diém giam dan va nho hon rd rét so véi PPD T/T &
giai doan cudi; v) tong hop ca 4 nhan xét trén ta thay:
PPD 2 diém da téng hop dugc cho diéu khién tir xa co
quy dao gan véi quy dao dan dao, cho phép tbi wu hoa
vé niang lugng diéu khién, ké thira duoc cac uu diém
ctia PPD 2 diém danh cho ty din nhu ning luong tiéu
hao it, d6 truot tai diém gap nho, khéc phuc dugc céac
nhuogc diém cua cac PPD tir xa truyén théng nhu T/T.

Két luan

- Bang cach dit van dé coi luat din 1a ham khong
gian trang thai va chon ham chi tiéu chat luong (3)
ta thay, néu coi véc to diéu khién u(t) 1a ty 18 v6i qua
tai didu khién thi ham chi tiéu chat luong dic trung
cho ning lugng can thiét trong toan b qua trinh didu
khién. Do d6, quy dao ma cac luat diéu khién (19), (20)

13



thuc hién s 1a t6i wu vé mat nang lugng khi ham chi
tiéu toi uu.

- Cong thire (33) cho thay trong luat diéu khién méi
khong chi co cac tham sb vé vi tri cua tén lira (nhur
trong cac PPD T/T, I1C), ma con c6 cac twong quan TL
- MT nhu viée bd sung véc to véan tdc tuong dbi giita
chung (ban chat 1a vi sai dong hinh hoc cac tham s6 vi
tri ciia chiing). Nhu vay, nguyén tic diéu khién tén lira
tir xa khi str dung PPD 2 diém 13 ngoai théng tin vé vi
tri, can co bd sung thong tin ciia véc to vén tde tuong
dbi gitta TL - MT, ma véc to nay phu thudc vao vi tri
tlrc thoi cua tén Ira va muc tiéu [1].

- Viéc diéu khién tir xa tén ltra theo PPD 2 diém
d3 tong hop co thé thuc té hoa bang cach giai bai toan
diéu khién t6i vu tén lira &én muc tiéu. Khi d6 dong
thoi ta c6 duge diéu khién dong hoc t6i wu va quy luat
tao gia toc phap tuyén ti wu cho ddi tuong diéu khién.

Két qua cua bai bao c6 thé sir dung trong qua trinh
cai tién doi voi cac dai diéu khién TLPK the h¢ cii cling
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nhu trong qua trinh thiét ké cac t6 hop TLPK thé hé
mai trén c¢d s& cong nghé va may tinh sd.
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MGt giai phap bao mét cho giao thiic Modbus TCP
phong chong tan cong vao hé thong SCADA sii dung giao thic nay

Nguyén Vin Xuin', Hoang Pirc Trong', Vii Thanh Hii2, Nguyén Ting Cuong'
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’Truong Pai hoc Dién luc
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Giao thirc Modbus dwoc sir dung rong rii trong cic hé thong cong nghiép quan trong, hé thong diéu
Kkhién giam sat va thu thip dir liéu (SCADA - Supervisory control and data acquisition). Vi nhu ciu phat
trién, mé rong ngay cang ting ciia mang cong nghiép, Modbus ciing dwoc két ndi voi Internet sir dung
giao thirc TCP/IP (Transmission control protocol/Internet protocol) hodc cac giao thirc truyén tai dir liéu
Kkhac. Sir dung co sé ha ting Internet tao ra nhiing 16 hong, nguy co dé bi tAn cong gy ra nhirng thi¢t hai
khong mong mudn. Trong bai bao trinh bay k¥ thuit ing dung mit ma khoa ddi xirng AES (Advanced
encryptlon standard) bao méat cho giao thirc Modbus TCP/IP. Gidi phap nay lam giam dang ké cac 16
hong, tang cwong tinh bao mat, xac thue, toan ven géi tin cho giao thirc Modbus TCP/IP, aé phong chong
cac cude tan cong vao h¢ thong SCADA sir dung giao thirc nay.

Tir khoa: an ninh mang, bdao mdt giao thirc Modbus, ma héa AES, Modbus TCP/IP.
Chi sé phin loai 2.2

A SECURITY SOLUTION FOR MODBUS
TCP PROTOCOL TO PREVENT ATTACKS
ON SCADA SYSTEM USING THIS PROTOCOL

Summary

Modbus protocol is widely deployed in critical
industrial systems or supervisory control and data
acquisition (SCADA) systems. With the increasing
demands on industrial networks, the Modbus
protocol is also connected over the Internet using
TCP/IP protocol or other transmission protocol.
Using the Internet infrastructure, the systems are
likely vulnerable to risks, which causes unpredictabe
damages. In this paper, the author propose a solution
of symmetric key cipher AES for high-secured Modbus
TCP/IP protocol. This approach aims at reducing
vulnerabilities, enhancing security, authentication
and integrity in Modbus TCP/IP protocol to prevent
cyber attacks on SCADA systems using this protocol.

Keywords: AES, cyber security, Modbus TCP/IP, secure
modbus protocol.

Classification number 2.2

*Tac gia lién hé: Email: nguyenvanxuanirfl@yahoo.com
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Hé théng SCADA dugc st dung rong rai
trong cong nghiép tw dong hoa, cac co sé ha ting
quan trong nhu: nha may hoa chat, tram phat
dién, mang luoi truyén tai va phan phéi dién,
mang ludi phan phdi nude va xir 1y chat thai, hé
thong thuy loi, 10 phan tng téng hop hat nhén. ..
Céc hé thong SCADA c6 ¥ nghia chién lugc nén
néu xay ra bét ky mot 16i hodc truc tric nao thi
hau qua 1a rat 16n. Mot hé théng SCADA cho
phép két ndi lién thong giira nhiéu mang thong
qua nhiéu loai giao thtrc, bao gdm ca giao thirc
Internet (IP) [1]. Pham vi két n6i rong nay lam
cho hé thong SCADA c6 thém nhiéu 16 hong,
cing voi nhitng 16 hong sin co cua hé thong
SCADA, 1am chiing d bi tan céng boi nhitng ké
c6 ¥ dd xau.

Trong thiét ké truyén théng cic hé thong
SCADA, mbi quan tam chinh 1a hi¢u suit, hiéu
qua ciia hé théng. An ninh trong cac hé thong
SCADA it dugc quan tam cho dén khi xuit hién
nhiéu sy ¢ an ninh. Vi du thang 3.2000, thong
tin lién lac gitra cac tram bom trong dich vu nuéc
Maroochy & Uc da bi mét, cac tram bom khong
hoat dong duoc, la do hé théng da bi tin cong va



gy ra su c¢b ndy [2]. Vao thang 8.2003, mot con sau
may tinh da vuot qua tudng lua (firewall), xam nhap
vao hé thong diéu khién SCADA tai cac nha may dién
hat nhan DavisBesse ¢ Ohio [3]. Xu hudng nay 1én
dén dinh diém v6i Stuxnet [4] tn cong vao hé thong
SCADA duogc phat hién vao thang 7.2010. Pay 1a mot
phﬁn mém ddc hai, tin cong tinh vi vao cac loai PLC
(Programmable logic controller), sira d6i va kiém soat
chung, gy ra nhimng bét thuong trong hé thong.

Hé théng SCADA ban dau duoc xay dung trén gia
thiét 1a tit ca cac thanh phan hoat dong trong mang la
hop phap. Cac hé thong hau nhu khong co cac bién phap
béo vé dé chéng lai cac cude tin cong co chu dich. Cac
thanh phan trong mang khong c6 xac thuc danh tinh,
xac thyc truy nhép, cling khong thé x4c minh dugc noi
dung cua thong di€p co hop 1€ hay khong hop 1¢ nén
tat ca cac dir liéu duoc truyén qua mang déu 1a ban
15, khong c6 bat ky ma hoa nao. Giao thitc Modbus,
Modbus TCP ciing nam trong sé do, hon nita theo xu
hudng cong nghé hién nay thi Modbus TCP dang dugc
st dung rong rdi trong cac hé théng SCADA dé giao
tiép gitta cac thanh phan trong mang. Tir nhitng 1y do
néu trén, viéc nghién ctru ing dung tiéu chuan ma hoa
tién tién AES dé bao mat cho giao thirc Modbus TCP,
nham ngan chan cac cudc tn cong co6 chu dich vao h¢
thdng SCADA sir dung giao thirc nay 1a rat can thiét.

Noi dung chinh
Giao thirc Modbus

Modbus [5] duoc thiét ké vao nam 1979 boi hing
Modicon (sau nay thudc Schneilder Automation).
Hién nay, Modbus 12 mét trong nhiing giao thirc phd
bién nhat duoc st dung trong hé thdng diéu khién
cong nghi€p. Theo khao sat hién tai boi “American
Control Engineering magazine”, 40% s hé thong
diéu khién cong nghiép quan trong dugc trién khai
bing giao thic Modbus. Thanh cong ctia Modbus 1a
nho néd tuong ddi dé su dung, 1a mot tiéu chuin mo,
duoc phan phdi mién phi va duoc hd tro rong rai boi
cac thanh vién cua td chirc Modbus, van con hoat
dong dén ngay nay.

Theo mo hinh OSI (Open systems interconnection)
thi Modbus thuc chat 1a mot chudn giao thirc va dich
vu thugc 16p ung dung, co thé duoc thuc hién van
chuyén qua TCP/IP hay qua duong truyén RS232/
RS485 (hinh 1).
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Modbus application layer

I Application
PP
layer

Modbus on TCP

Transport
layer

Network
layer

Data-link

Modbus+HDLC layer

Mastar/slave Ethernet 802.3

EIATIA-232C Ethernet
EIATIA-485 physical layer

Physical

Physical layer layer

Hinh 1: giao thirc Modbus déi chiéu véi mé hinh OSI

Co ché giao tiép: giao thirc Modbus giao tiép theo
co ché yéu cau/dap ung, trong d6 chi c6 mot thiét
bi Master (thiét bj chu) co thé giri yéu ciu, con cac
thiét bi Slave (thiét bi t&) dap ung bang dit liéu tra 1oi
hoac thuc hién mot hanh dong nhét dinh theo yéu cau
(hinh 2). Két hop ma ham (function code) va di liéu,
Modbus thuc hién dugc mot loat cac 1énh nhu: doc gia
tri mdt thanh ghi; ghi gia tri cho mot thanh ghi; doc gia
tri mot nhom céc thanh ghi lién tiép; ghi gia tri cho mot
nhom thanh ghi lién tiép; doc céc tri dau vao; ghi céc
gi4 tri dau ra.

T T

Théng diép yéu ciu tie Master

Dia chi thiét bi Pia chi thiét bi
Ma ham Ma ham
Dit liéu Dit liéu

Kiém soat 15i Kiém soat 13i

Thong diép dap teng tir Slave

Hinh 2: co ché giao tiép ciia giao thirc Modbus

Dia chi cua cac tram trong mang Modbus tur 0-247,
trong do dia chi 0 1a dia chi gui quang ba.

Cdu triic mét thong diép Modbus: Modbus c6 2 ché
d6 truyén 1a RTU va ASCII. Trong ché d¢ truyén RTU
(Modbus RTU, hinh 3) mdi byte trong thong diép dugc
truyén di 1a 8 bit nhi phan, khoi dau va két thuc bic
dién 1a khoang nghi it nhat 4 chu ky ky tu. Ché do
truyén ASCII (Modbus ASCII, hinh 4) mdi byte trong
thong diép duoc truyén di boi 2 ky tu ASCII 1a 2 ky tur
s6 hexa biéu dién byte do, ky tu khoi dau 1a >, 2 ky tur
két thuc 1a CR va LF. Mdi thong diép déu duogc dinh
dang don gian gém phﬁn khéoi dau, két thac, dia chi,
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ma ham, dit liéu, ma kiém 16i dé kiém tra thong diép co

bi 16i truyén khong.

Khéi dau | Diachi | Maham | Dirliéu | Mi CRC (Cyclic redundancy Check) | Két thic
() 8 bit 8bit | nx8 bit 16 bit )
Hinh 3: cdu triic birc dién Modbus RTU
Khiidiu | Diachi | Mihim | Ditliéu | MRLC (Longitudial redundancy check) Két thie
Tkyte | 2kytw | 2kjtr | nkjtw 2kytu 2kj ty CR+LF

Hinh 4: cau triic birc dién Modbus ASCII

Modbus TCP/IP: Modbus TCP/IP (Modbus TCP)
[6] chidon glan la glao thuc Modbus RTU st dung giao
dién TCP dé truyén tai trén nén Ethernet. Tirc ho giao
thirc TCP/IP dugc dung dé truyén chinh xéc cac thong
di€p cua giao thuc Modbus. Modbus TCP nhiing mot
thong diép (khung dit liéu) Modbus chudn vao phan
dir li¢u ctia goi TCP ma khong co6 sy kiém tra, xac thuc
giao thue Modbus (hinh 5). Phan kiém 13i (checksum)
cua Modbus khong dugc st dung, thay vao do6 su dung
kiém 18i cua TCP/IP d¢ bao toan dit liéu. Ma ham va
dir liéu cua Modbus duogc chuyén thanh phﬁn dir liéu
ctia TCP, khong c6 bt ky thay doi nao va bo sung thém
7 byte ¢ phia trudc chia thanh 4 trudng sau:

e Transaction Identifier (2 bytes): dugc sir dung dé
phan bi¢t cac thong di¢p khi cé nhiéu thong diép khac
nhau truyén di tir mot két ndi TCP.

e Protocol Identifier (2 bytes): truong nay ludn
dit bang 0 v6i Modbus, cac gia tri khac mé rong cho
tuong lai.

e Length (2 bytes): cho biét do dai cua céc truong
con lai gom Unit ID, Function code, Data.

e Unit ID (1 byte): c6 gia tri tir 0-255, sir dung dé
nhan dang cac thi¢t bi trong mang Modbus TCP co6
y nghia nhu truong dia chi (address) trong Modbus
chuan.

Dir liéu cuia Modbus TCP sau khi dugc tao ra ¢ hinh
5 dugc giao thire TCP giri va nhan qua cong 502 danh
riéng cho Modbus.

Application Data Unit (ADU)
N
~

% Data |M
M4 ham & dir lisu | Function
khéng thay d6i Code

Modbus Application Protocol (MBAP) Header
(7 Bytes)

Thong bao Modbus
truyén thong

Function
Code

Protocol Data Unit (PDU) ‘

Khung Modbus
TCP/IP

Function
Code

(1 Byte)

Protocol
Identifier

(2 Bytes)

Transaction
Identifier

(2 Bytes)

Length
Field

(2 Bytes)

Data

l Unit ID |

(1 Byte) Varies

hd
Modbus TCP/IP ADU

Hinh 5: tao mét thong diép Modbus TCP
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Ung dung Modbus trong mang cong nghiép:
Modbus thuong duoc trién khai giao tiép gitra PLC va
HMI (Human machine interface), hoac gitta PLC chu
va cac thiét bi t& nhu PLCs, HMIs, Drivers, Sensors,
/O devices... hd tro tdi da 247 thiét bi trong mot bus
(hinh 6). Mét trién khai phd bién khéc st dung Modbus
TCP/IP 1a trong ving DMZ SCADA (Demilitarized
Zone SCADA - vung cho truy cép tir bén ngoai), hodc
trong mang LAN (Local area network) giam sat co
HMI chii ¢6 kha ning quan 1y tap trung mot sé PLC
cht, méi PLC chu trong sé d6 c6 thé két ndi trén bus
ctia nd cac thiét bi khac, dé thuc hién mot vong quét
(hinh 6).

¥ Business LAN p —ModbusTcF
Internet - L& HMI
P Modbus TCP &
S .
Other Facility || Supervisory - -
Network ) ‘,,‘/
110 /
r — PLC]
— =
>
rem— Field System 2 i 8
A ' g H E
S o | b € i
1 1 V H b
kel Rt
1 3 -
1 &ISIRAK H I e Additional Modbus chains
e T [ i e ————’
i - r4

-

Modbus RTU or Modbus+
4 to Modbus TCP
™  via Gateway

(master)

modbus ATU.

5

Hinh 6: Modbus siwr dung trong mang cong nghié¢p

Nhitng lo ngai vé an ninh: i) thiéu xac thuc:
Modbus, Modbus TCP chi yéu cau st dung dung dia
chi, ma ham va dir liéu lién quan, chung khong thé
xac minh dugc mot thong diép co hop 1€ hay khong
hop 1& nén rat dé bi tan cong gia mao thong diép, sira
dbi thong diép...; ii) cac thong diép khong dwoc ma
hoa: dia chi va ma ham trong thong diép dugc truyén
di & dang tudong minh do d6 c6 thé d& dang gia mao,
bt giit, stra d6i hodc gui lap lai thong diép nhiéu lan.
C6 thé chan bét thong tin truyén thong dén/di tir mot
thiét bi Modbus bat ky trong mang ciing c6 thé tiét
16 nhitng théng tin quan trong lién quan dén cau hinh
va sir dung thiét bi; iii) Modbus TCP khong c6 kiém
16i (checksum) cho mdi thong diép & ting tng dung
nén dé dang tao mdt Iénh gid mao, chi véi ma ham va
dir liéu checksum s€ dugc tu d()ng tao ra ¢ tang van
chuyén TCP; iv) khong ¢6 co ché ngan chan giri thong
dlep quéang ba, tat ca cac thiét bi trong mang Modbus
déu nhan dugc mot thong diép phat di c6 nghia 1a mot
thong diép quang ba c6 thé duoc sir dung cho tn cong
tir chéi dich vu DoS (Denial of service).

Nhirng mbi lo ngai an ninh nay s& duoc khic phuc
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khi bd sung thém bao mat, chung thuc cho giao thuc,
muc “Bdo mat cho giao thitc Modbus TCP” duoc trinh
bay sau day sé& giai quyét van dé nay.

Tiéu chudn ma héa tién tién AES

Tu thoi c6 dai cho dén nay, mat ma luon la nén
tang co ban cua an toan thong tin [7]. Mat ma AES
(Advanced encryption standard, hay tiéu chuan ma hoa
tién tién) 12 mot thuat toan ma hoéa khdi duoc Chinh
pht Hoa Ky ap dung lam tiéu chuin mé hoa. Giéng
nhu tiéu chuén tién nhiém DES (Data encryption
standard), AES dugc 4p dung rong rai trén toan thé
gidi. AES va DES déu la thuat toan ma hoa khoa ddi
xtng (ma hoa, giai ma cung mdt khoa), DES voi khoa
56 bit, AES voi khoa 128 bit, tuy nhién DES va bién
thé ctia n6 nhu 3DES (ma hoéa DES 3 14n) hién nay c6
d6 an toan khong cao do khoa ngan dé bi tin cong vét
can, nén AES dang dan thay thé cho DES va 3DES.

Nén tang co ban ciia cac thuét toan ma hoa khoa dbi
xtng hién dai n6éi chung, ma hoéa DES, AES n6i riéng
str dung phép bién ddi thay thé S-Box va phép hoan vi
P, 2 phép toan nay duoc lip di 1ap lai nhiéu 1an. DES
lap lai trong 16 vong, AES 128, 192, 256 bit lan lugt
lap lai trong 10, 12, 14 vong. Két hop 2 phép bién ddi
thay thé S-Box va phép hoan vi P tao ra 2 tinh chat
quan trong ctia ma hoéa 1a tinh khuéch tan (diffusion)
va tinh gay 1an (confusion):

e Tinh khuéch tan: mot bit ctia ban rd tac dong dén
tat ca cac bit ciia ban ma, hay noi cach khéc, 1 bit cua
ban mé chiu tac dong cua tit ca cac bit trong ban rd.
Tinh chat nay lam giam t&i da mdi lién quan giita ban
rd va ban ma, ngan chan viéc suy ra khoa.

e Tinh gay ldn: lam phirc tap hoa mdi lién quan giira
ban rd, ban ma va khoa. Do do ciing ngan chan viéc
suy ra khoa khi c6 ban ma.

Mai hoa AES [8] sir dung 4 phép bién doi chinh
dé ma hoa mot khéi dir liéu 128 bit 1a: Add row key,
Substitute bytes, Shift rows, Mix columns. Mdi phép
bién d6i déu nhan tham s dau vao ¢6 kich thude 128
bit va cho ra két qua ciing 6 kich thudc 128 bit. AES
thyc hién 4 phép bién ddi trén trong 10 vong lap nhu
bén trai hinh 7 1a giai doan ma hoéa, bén phai thyc hién
nguoc lai 1a giai doan giai ma.

Céc phép bién doi Substitute bytes, Shift rows, Mix
columns c6 phép bién ddi nguoc twong tng la Inverse
sub bytes, Inverse shift rows, Inverse mix cols. Riéng
phép bién d6i Add row key don gian chi 1a phép XOR
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nén phép bién d6i nguoc ciing 1a Add row key. Céc
phép bién d61 ngugc bén phai hinh 7 giai ma AES cling
gom 10 vong thyc hién theo chiéu nguoc lai.

Kich thudc khoa ban dau 1a 128 bit (16 byte). AES
dung ham m¢ rong khéa (Expand key) dé mé rong
kich thudc khoa thanh 44 word 32 bit. 44 word nay
dugc chia thanh 11 cum khoa con, mdi khoa con (128
bit) hay 4 word lam tham s6 vao cho 11 thao tac Add
row key. 128 bit ban rd va 128 bit khoa con déu duoc
t6 chirc thanh khoi ma tran 4x4 mdi phan tir [a 1 byte
duoc sép Xép lan luot theo cot.

Ban ré 128bit

Key 128 bit Ban ro 128bit

Add round key [« w0, 3] #| Add round key
Substitute bytes . Taverse sub bytes | =
Substitute bytes nverse sub bytes
- | Expand key | - =2
=
-
- Inverse shift rows | &
o
=
1 eem=adlc oo oo oo e R T rrrrry: e
2 —
Add round key w(4,7] Add round key
EY
3
:
Substitute bytes
EN
o
E
: —
Add round key — w36, 39] Add round key =
g
E

Inverse shift rows

Round 10

Add round key w40, 43]

Add round key

Ban ma 128 bit

b. Giai doan giii ma

Bian mi 128 bit
a. Giai doan ma hoa

Hinh 7: qua trinh ma hoa/giai ma AES

Phép bién ddi Add row key: khoa con dugc két
hop voi cac khdi dit liéu vao, mdi khoa con co do dai
gidng nhu dir liéu vao. Qua trinh két hop duoc thuc
hién bang cach XOR ting bit cta khoa con véi timg
bit khoi dit liéu vao.

Substitute bytes: cac byte cua khéi ddu vao duoc
thay thé bang tra trong bang S-Box c¢6 kich thudc
(16x16) byte. Pay chinh 1a qua trinh phi tuyén cua
thuat toan. Hop S-box duoc tao ra tr mot phép bién
d6i kha nghich trong truong hitu han GF (2%) (The
finite field of order 2%) co tinh chét phi tuyén. Tuong
tu phép bién d6i nghich Inverse sub bytes thuc hién
tra trong bang IS-BOX, chi tiét cic bang S-BOX, IS-
BOX, truong hiru han GF(2*) xem tai li¢u [8].

Shift rows: cac hang cua khdi dir liéu vao duoc
dich vong mét s6 budc nhat dinh. Hang dau dugc git
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nguyén, mdi byte ctia hang thtr 2 duoc dich vong trai
mot vi tri. Tuong ty, cac hang thir 3 va 4 dugc dich
vong 2 va 3 vi tri. Do vay, mdi cot cia khdi dau ra
ctia bude nay s& bao gom cac byte & di 4 cot khdi dau
vao. Phép bién doi nguoc Inverse shift rows thuc hién
nguoc lai, dong 1 gilt nguyén, cac dong 2, 3 va 4 duogc
dich vong phai tuong ung 1 byte, 2 byte va 3 byte.

Mix columns: mdi cot ctia khéi dir liéu vao (ma tran
4x4) twong mg 13 hé sb cia mot da thie f(x) bac bang
3 (v6i hé sb tu do ung byte dau tién cua cot). Pa thirc
nay dugc nhan véi da thice a(x) = 3x* + x>+ x + 2,
sau do6 thuc hién phép chia modulo cho da thirc n(x)
= x*+ 1, két qua phép modulo 1a da thirc bac 3 ¢(x) =
f(x).a(x) mod n(x), 4 byte hé s6 cua da thirc c(x) duoc
thay thé twong tmg cho 4 byte trong cot tao da thirc
f(x) cua khéi dir liéu. Cac phép cong va nhan trong da
thirc duge thyc hién trong truong GF(2%). Phép b1en
d6i nguoc Inverse mix cols, thuc hién twong tu mdi
coOt cua khoi dir liéu vao duoc nhan véi da thire b(x)
= 11x*+ 13x?+ 9x + 14, sau d6 cling thyc hién phép
chia modulo cho da thic n(x) = x*+ 1, cudi ciing thu
duoc 4 hé sb cua da thic két qua, cac hé $6 nay thay
thé cho cot twong tmg. Chi tiét chimg minh phép bién
d6i Inverse mix cols 1a phép bién d6i nguoc clia Mix
columns xem tai li€u [§].

Ham mo rong khoa (Expand key): 16 byte khoa ky
hiéu 1a: k0, k1, k2... k15 va duoc sap xép lai thanh ma
tran 4x4, sau do phép moé rong khoa (tao khoda con)
duoc thuc hién nhu hinh 8.

ko | ka | ks | ka2
ky | ks | ko | ki3
Ky | kg |k | Koy
ky | kq | kuy | ks

Nl
%%:a/e:;?

Wao | W1 | Mo | Was

Hinh 8: thudt toan tao khéa con w0 dén w44

Tir 4 tir (word) dau vao wOwlw2w3, wo = (k0, k1,
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k2, k3)... w3 = (k12, k13, k14, k15) trong lan lip dau
tién thao tac sinh ra 4 tir w4w5w6w7, 1an lap th 2, tir
wadw5w6w7 sinh ra w8w9w 10w 11, ctr nhu thé cho dén
lan 1ap tha 10 sinh ra 4 tir cudi cung w40w41w42w43
(hinh ).

Trong mdi lan lip dé sinh ra 4 tir, thi tir dau
tién sinh ra theo quy tic w=w_,@® g voi g =
SubWord(RotWord(w,_ b Wip W W, )) @ Rcon[1/4]
[=4,38,12...40; 3 tir tiép theo sinh ra theo quy tic W,
=W, EBW ,j=1+1,1+2,1+3. Trongdo RotWord
la dlCh Vong trai 1 byte Gia sir tir ddu vao co 4 byte
1a [bO, bl, b2, b3] thi két qua cua RotWord 1a [bl, b2,
b3, b0]; SubWord 14 thay thé mdi byte trong tir diu vao
bang cach tra ctru bang S-Box trong thao tac Substitute
bytes; Rcon 1a mot mang hang s6. Mang nay gdm 10 tir
mg v6i 10 vong AES, 4 byte ciia mot phan tir Rcon[j]
la (RC[j], 0, 0, 0) véi RC[ j] 1a mang 10 byte hexa nhu
sau:

J 1 2 3 4 5 6 7 8 9 | 10

RC[j] | O1 | 02 | 04 | 08 | 10 | 20 | 40 | 80 | 1B | 36

Bdo mdt cho giao thirc Modbus TCP

Carcano va cong sy [9] di ching minh tinh thiéu
xac thuc trong giao thirc SCADA tao co hoi cho céc
mi doc hai d& dang tin cong vao cac cam bién, co cau
chap hanh cua hé thong SCADA. Tudng la va cac
hé théng phat hién xam nhap co thé bao vé, phat hién
nhiing tin cong vao hé théng SCADA. Tuy nhién, cac
hacker ciing ludn cb ging tao ra cic ma doc hai c6 thé
vuot qua nhimg vong kiém soat an ninh nay. Do vy,
cach tt nhat dé giai quyét cac méi de doa an ninh la
giai quyét tan gdc bang cach thiét ké lai giao thirc co
bao mat voi do an toan cao. Nhung mot giai phap nhu
vay la rat kho thuc hién, vi né doi hoi nhing thay doi
dang ké d6i véi cac kién triic va cdu hinh hé thong
diéu khién. Thay vao do, chung t6i dé xuat mot cach
tiép can thuc té hon, bo sung thém co ché bao méat cho
mot giao thirc dé khic phuc cac 16 héng. Trong bai bao
nay, chung toi lya chon giao thirc Modbus TCP dugc
sit dung pho bién trong hé thong SCADA dé nghién
ctru. Muc dich bao mét cho giao thirc Modbus TCP la
nham dap ung cac yéu cau bao mat sau day: i) bi mat:
chi c6 nguoi nhan da xac thyc co thé léy ra dugc noi
dung cua thong tin chira dung trong thong diép; ii) xac
thuc: nguoi nhan can ¢ kha ning xac dinh nguoi giri
va kiém tra xem nguoi gii d6 co thyc sy gii thong
tin di hay khong; iii) toan ven: ngudi nhan can c6 kha
nang xac dinh théng tin c¢6 bi thay d6i boi bén thir 3
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nao hay khong; iv) chdng lap lai: khong cho phep bén
thtr 3 nao sao chép lai thong di€p va gm nhiéu lan dén
nguoi nhan ma nguoi nhan khong biét; v) khong tir
chdi: nguoi gui khong thé tir chdi viéc minh da gui
thong tin di.

Co ché bao mat trén giao thirc Modbus TCP duoc
thuc hién nhu trén hinh 9.

Khbi dit liéu (PDU) ciia giao thitc Modbus TCP
(hinh 5)

| Ma ham (Function code) | D liéu (Data) |

B6 sung thém 2 treong: | M4 théng diép S, ma CRC
L S(2byte) |

Mi ham | | CRC |

]

D liéu

M3 héa AES-128 Jr véi khoa bi mat SCy,
| Dit liéu ma héa thay thé cho PDU cua Modbus TCP |

Hinh 9: qua trinh bao mdt cho giao thirc Modbus TCP

Trong d6, trudong S (46 dai 2byte) ma sé dinh danh
thong diép dugc Master chén vao, mdi thong diép giri
di, c6 modt mi sb khac nhau, giup chéng lai cac tin
cong phat lai thong di¢p; truong CRC la ham bam
CRC 16 bit (v6i da thire sinh la: x'® + x? + x) cta cac
truong: S, ma ham, dir liéu. 16 bit ma CRC dugc cheén
vao cudi thong diép dé tao co ché xac thyuc, chong sira
d6i gbi tin. Luu y cac thong diép ciia Modbus di dugc
giao thitc TCP/IP truyén tai dam bao chinh xac khong
bi 16i nén muc dich cua truong CRC & day khong dé
kiém tra 13i truyén thong diép ma dung cho muc dich
xéc thyc, phat hién viéc stra doi thong diép.

Giao thic Modbus TCP thyc hién trao ddi thong
diép gitra Master va Slave theo co ché yéu cau/dap tng
(hinh 2), Master thuc hién ma hoa toan bd cac truong
S, ma ham, dir li€u va ma pRC béng khoa bi mat SC,
(chi Master va Slave c0), roi guri cho Slave. Slave nhan
duogc thong diép ma hoa tién hanh giai ma bang khoa
SC, sau do6 tinh lai CRC va so sanh voi CRC cua thong
dlep nhan duoc, tiép dén kiém tra ma sé dinh danh
thong diép S c6 trang voi thong diép cii khong, néu tat
ca hop I¢ thi loc ra ma ham, dir li¢u dé quyét dinh tra
101 yéu cau ciia Master. Slave tra 1oi Master ciing tién
hanh tuong tu nhu Master gui yéu cau cho Slave, chi
khac ma dinh danh thong di¢p khong dugc Slave tao
ra ma lay tir thong diép ctia Master va ting thém mot
don vi. Qua trinh giao tiép gitra Master va Slave thuc
hién nhu hinh 9 s& dam bao dugc mot s6 tinh chit sau:
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e Tinh bi mat: tt ca thong diép trao doi giita Master
va Slave déu dugc ma hoa AES-128 bit chi c6 Master,
Slave c6 khoa bi mat SC, nén bét ky bén tl:ll:l’ 3 nao
c6 dugc thong di€p trung gian déu khong the gidi ma
dugc ndi dung do khong c6 khoa SC, .

e Tinh chting thuc: dugc thuc hién do két hop gitra
ma CRC cua thong di€p va ma hoda toan b thong di¢p
trude khi truyén di. Khi Slave nhan dugc thong di¢p
tién hanh giai ma va tinh lai CRC cta thong diép néu
khép voi CRC cua thong diép gui di thi chic chin
thong di¢p do 1a cua Master. Tinh ching thyc nay
chéng lai duoc tat ca cc hinh thuc tin cong mao danh
Master gui 1€nh cho Slave, vi gid st mdt bén thu 3
nao d6 mao danh Master gui thong di€p cho Slave do
khong c6 khoa bi mgflt SCJ( nén bén thr 3 ph‘éli gui 1
thong di€p theo truyén thong hodc theo so d6 hinh 9
V(:Ti khoa bi mat nao do khac SC,_hodc gui thong diép
bat ky nao d6 khac, khi Slave nhan dugc thong di¢p do
s& tién hanh giai ma v6i khoa bi mét SC,, tinh lai CRC
so sanh vdi CRC cua thong di¢p s€ thay khong khop
nén biét duoc thong diép khong phai do Master giri va
loai bo. Xac sudt bén thtr 3 giri ngdu nhién 1 théng diép
dé Slave giai ma ra roi tinh CRC khép véi CRC cua
thong diép 1a rat nho.

e Tinh toan ven go6i tin: gia st mot bén thr 3 nhan
dugc thong diép trung gian (ban ma) mudn sira doi noi
dung thong dlep nhung do khong c6 khoa bi mat SC,
dé giai ma, roi sira ndi dung, tinh lai CRC, ma hoa la1
gui cho Slave nén budc phai sira d6i ban mi theo mot
cach nao do khac, do vay khi Slave nhan dugc thong
diép nay, nod s& giai ma va tinh lai CRC s& thiy khong
khdp voi CRC cuia thong diép gui di, tir o biét duoc
no6i dung thong diép di bi thay doi.

e Chéng lap lai: mdi thong diép gui di, trude khi
ma hoa Master chén mé sé dinh danh thong di¢p (khac
nhau mdi 1an truyén) vao truong S. Do do, néu mot bén
thir 3 nao d6 nhan dugc mdt thong di¢p trung gian, gia
mao Master phat lai thong di¢p do cho Slave, Slave
nhan dugc 2 thong diép c6 cung s6 dinh danh thi loai
bo thong diép thir 2. Ciing do chén thém ma sé dinh
danh thong diép khac nhau cho mdi lan truyén, ma 2
thong diép Master giri di gidng nhau nhung chi khac
nhau ma sb nay, s& cho ban ma hoan toan khac nhau
(tinh chét phan tan cia AES) nén gy kho khin cho
bén thir 3 mudn giai ma, thu thap thong tin tir cac thong
diép.

e Khong tir chéi: do ca Master va Slave déu c6 khoa
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bi mat SC, nén vé 1y thuyét, mot thong diép gui di
khong két luan duoc chinh xac ciia Master hay Slave.
Tuy nhién, trong hé thong SCADA str dung Modbus
TCP giao tiép theo co ché yéu cau/dap tng nén cac
Slave ludn bi dong khong giri bat ctr thong diép nao
néu Master khong yéu cau, do vdy mot Slave nhan
dugc thong diép yéu cau co dia chi, mi dinh danh
thong diép S, CRC... hop 1€ chung to thong diép do
phai do Master giri di (Master khong thé tir chbi da guri
yéu cau nay).

Cai dat va thir nghiém giao thirc bao mat Modbus
TCP

Mo hinh hé théng thir nghiém giao thirc bao mat
Modbus TCP/IP cho hé SCADA nhu sau:

“Sta” / ModbusRTu
_ VFD-B
Modbus TCP 3 1
Pong co
ba pha

Tiny 6410 Board
Hinh 10: mé hinh thir nghiém giao thicc bao mat Modbus TCP

Master

LAN Network

Trong hinh 10, may tinh dong vai tro 1a thiét bi
Master. Board nhiing ARM Tiny 6410 1a thiét bi Slave
giao tiép v6i may tinh qua giao thirc bao mat Modbus
TCP trén nén mang LAN. Board nhing ARM két n6i
v6i bién tin VFD-B cua Delta qua chuan RS458 va
giao thirc Modbus RTU. Bién tan VFD-B cua Delta
dugc cau hinh dé sir dung truyén thong Modbus RTU
chuan diéu khién dong co 3 pha (hinh 11).

Hinh 11: mé hinh thuc té thir nghiém bdao mdt Modbus TCP

Chuwong trinh trén mdy tinh: chuong trinh giam
sat va diéu khién trén may tinh duoc thiét ké trén C#
2008 cua bo phﬁn mém Microsoft visual studio, thuc
hién diéu khién, giam sat mot s6 chirc nang cua bién
tan VFD-B nhu sau: gui 1énh bat/tit dong co toi bién
tan; gui 1énh dat tan sb ra cho bién tan; gui 1énh doc
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dong, ap, tan s ra cuia bién tan. Cac 1énh trén déu dugc
giri di theo giao thirc bao mat Modbus TCP. Bé ma
hoa phan dit liéu cia Modbus TCP, sir dung cac ham
da duoc chuan hoa cho mi hoa AES trong thu vién
“System.Security.Cryptography” ctua C# [10], dé gui/
nhan goéi tin Modbus TCP sur dung cac ham trong thu
vién nModbus [11].

Ttr tai liéu ctia bién tin VFD-B [12] c6 mdt s6 1énh
diéu khién va giam sat (bang 1).

Bang 1: mot 56 thao tdc diéu khién

Chirc ndng | Ma ham | Dia chi thanh ghi Gia tri
Bit dong co 06H 2000H 0002H
Tét dong co 06H 2000H 0001H
Dit tin sb 06H 2001H Gid tri cAn dat(0->60)

Bang 2: mot 56 thao tdc doc

Chiic niing Mi ham | Dia chi thanh ghi S6 tir cin doc
Poc tin sb ra 03H 2103H 0001H
Poc dong ra 03H 2104H 0001H
Poc dién ap ra 03H 2106H 0001H

Trong 2 bang 1, 2, phan ma ham, dia chi thanh ghi,
gia tri/sb tir can doc, chinh la phan dir liéu (PDU -
Protocol data unit) cua Modbus TCP [13]. Nhu vy,
d6 dai cta phan PDU chi ¢6 5 byte nhung mot khdi dix
liéu ma hoa bang AES ti thiéu 128 bit (16 byte) do
vay két hop qua trinh bao mat cho giao thirc Modbus
TCP (hinh 9) can thyc hién nhu sau: trudc tién chén
mi dinh danh thong diép 2 byte, chén tiép 5 byte dit
li¢u v6i thao tac twong ing nhu trong bang 1, 2 & trén,
tiép d6 cheén thém 7 byte gié tri bang khong, tinh CRC
16 bit cua 14 byte nay rdi chén vao cudi ta dugce khdi
dir liéu 16 byte ky hiéu 1a M. Khéi dit liéu M duoc ma
hoa AES vo1 khoa bi mat SC, cho ra ban ma C. Ban ma
C tiép tuc dugc b sung them 7 byte (hinh 5) cudi cling
thong di€p nay duogc gui cho Slave (Board Tiny 6410)
qua giao thirc TCP/IP v6i cong 502.

Giao dién chuong trinh diéu khién, giam st trén
may tinh dugc thé hién trong hinh 12.

&0 nModbus [E=EE )

IP Address
192.168.1.230

Slave ID

1l
" I ’

SET FREQUENCY
U e START STOP

Hinh 12: giao dién diéu khién trén mdy tinh
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Chuwong trinh trén Board Tiny 6410: Tiny 6410 [14]
1a mot board nhing dwoc san xuat va phan phdi boi
hang Friendly ARM. Board nay c¢6 bg vi xtr Iy Samsung
S3C6410A ARM1176JZF-S, xung nhip tbi da dat 667
MHz, v6i RAM: 256 MB DDR RAM, va 2 GB by nhd
NAND Flash. Board nhung dugc cai h¢ diéu hanh ma
nguén m& Linux 2.6 va mot sb thu vién hd tro dé chay
duogc cac tmg dung viét trén nén tang QT 4.7. Chuong
trinh giao tiép gitra board Tiny 6410 véi may tinh qua
mang LAN su dung giao thirc TCP/IP va chuong trinh
mi hoa/giai ma AES déu duoc lap trinh trén QT 4.7 cai
dat trén hé diéu hanh Ubuntu 12.4. Luu d6 thuat toén
ctia chwong trinh trén board Tiny 6410 thé hién trong

hinh 13.
Ehdi tao

a4
%

o
L
k

Kiém tra véu cau N
tir Master?
T
Nhan thing digp Canh bao
# A

Gidi m3 vdikhoa 5C:

Kiém tra xac thre,
toan ven, lip lai?

Loc md ham, dir ién, tao
klnmg Modbus RTU chuan
gl xuong bién tan

v
Dot bién tin tra 18, tao
thing diép bao mat Modbus
TCP wvidi khda SCi trd 16d cho
Master

1

Hinh 13: luu dé thudt todn trén board Tiny 6410

Chtre nang chinh ctia board Tiny 6410 thyc hién két
ndi vai may tinh qua mang LAN, dé nhan toan bo 1énh
tir may tinh (Master) giri xudng bang giao thirc bao
mat Modbus TCP/IP. Sau d6 tién hanh giai ma, kiém
tra tinh xac thuc, toan ven va kiém tra thong di¢p co bi
lap lai khong. Néu mot trong cac yéu cau kiém tra do
khong hop 18 thi hién thi canh bao 1én man hinh LCD
va loai bo thong diép d6. Néu tit ca cac kiém tra 1a
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hop 18 tién hanh loc 14y ma ham va dir ligu trong thong
diép tao g6i Modbus RTU chuén sau d6 gtri thong diép
chudn nay cho bién tin, doi bién tan tra 15i. Sau khi co
dir liéu tra 10 tir bién tan, 1dy théng tin d6 tao khung
bao méat Modbus TCP (hinh 9) tra 161 cho Master - may
tinh.

Mot s6 két qua thir nghiém: dat chu ky quét cia
chuong trinh diéu khién giam sat trén may tinh 1a 500
ms, thoi gian time out: 1.200 ms. Két qua chuong trinh
giam sat thu dugc va hién thi trén giao dién: tan s,
dién ap, dong dién doc tir bién tan khép véi thong tin
xem trén bién tan khong xay ra 16i ndo. Trong qua trinh
do, trén giao dién co thé lién tuc thay ddi tde do dong
co hodc bat tit nd bang cach di chuyén thanh truot dé
gui Iénh dat lai tan s ra cta bién tan, hodc nhin vao
nut start, stop. So sanh thoi gian dap ung, do dai cac
thong di¢p cua 2 giao thire Modbus TCP va giao thirc
Modbus TCP c6 bao mat nhu trong bang 3, 4.

Bang 3: thoi gian dap img thong diép

Cic tham s Modbus TCP Béo mat Modbus TCP
Chu ky quét (ms) 500 500
Thoi gian time out (ms) 1.200 1.200
Thoi gian dap tng (ms) 29 32

Thoi gian dap Ung thong di¢p tinh tir lic Master
bat dau gui thong diép yéu cau cho dén khi nhan xong
thong diép tra 16i. Bang 3 cho thiy d6 tré dap tmg 29
ms cho Modbus TCP, 32 ms bao mat Modbus TCP.
Mot sy khéac biét khong qué 16n (3 ms) cho chu ky
quét 500 ms va thoi gian timeout 1.200 ms, do tré nay
s& giam di néu thiét bi thir nghiém c6 tdc d6 cao hon
board Tiny 6410.

Bang 4: dé dai thong diép giri cho goi TCP

Cac ham chire nang Modbus TCP Bao méat Modbus TCP
M ham 06 véi goi yéu cu 12 byte 23 byte
Ma ham 06 voi goi tra loi 12 byte 23 byte
M ham 03 véi goi yéu cu 12 byte 23 byte
Ma ham 03 voi goi tra loi 11 byte 23 byte

Bang 4 so sanh kich thudc phan dit liéu cia Modbus
TCP va goi bao mat Modbus TCP cho 2 ma ham 03,
06. Cac g6i Modbus TCP c6 bao mat 16n hon so voi
cac goi tin Modbus TCP thuong tuong tmg. Tuy nhién,
kich thudc ting 1én nay khong phai 1a mot van dé trong
yéu ngay ca ddi voi cac mang SCADA véi bang thong
thap.

Thir nghiém tan coéng gia mao khi khong c6 khoa
bi mat SC_don gian nhu sau: bang cach thay doi khoa
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bi mat trén giao dién rdi nhn cac nut start, stop, quan
sat khong thay dong co thay doi trang thai va trén man
hinh LCD ctia board Tiny 6410 hién thi thong bao
nhan dugc goi tin khong hop 18, didu nay chimg t6 tin
cong gia mao Master da dugc phat hién.

Tiép tuc sir dung tinh ning debug cua C#, dé sira
d6i ndi dung ban ma, thay ban ma bang thong diép 3,
sau d6 madi gui yéu cho board Tiny 6410, ghi lai toan
bd ban ma rdi giri lai cho board Tiny 6410 déu cho két
quéa twong tu nhu trudng hop tin cong gia mao don
gian ¢ trén.

Két luan

Két hop tiéu chuan ma hoéa tién tién AES va cac
yéu cau cua mot hé théng truyén thong an toan, cic
tac gia da xay dung va thu nghi€ém thanh cong giao
thirc Modbus TCP c6 thém bao mat, xac thuc ¢ tang
ung dung c6 kha nang khic phuc cac 16 héng bao mat
ctia giao thirc. Mdi théng diép cua giao thire déu duoc
ma hoa, xac thuc chéng lai cac dang tAn cong nhu xem
trom, gia mao thiét bi Master gui thong di¢p cho thiét
bi Slave, sta ndi dung thong di€p trude khi thiét bi
Slave nhan dugc, gui lap lai thong di€p cho thiét bi
Slave nhiéu 1an. Giao thic Modbus TCP ¢6 bao mét &
tang tmg dung, dugc thir nghiém chay tot trén hé thong
mang gobm mot may tinh (Master) két ndi mang LAN
v6i board Tiny 6410 (Slave), board Tiny duogc két ndi
v6i bién tan VFD-B cua Delta, bién tan duoc st dung
dé diéu khién dong co 3 pha.
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Nghién cliu, thiét ké bo dao tan Ién va dao tan xudng cho cac hé thong vo tuyén

cau hinh mém hiéu qua tai nguyén trén cong nghé FPGA
Tran Vin Nghia®
Truong Pai hoc Vat ly Ky thudt Matxcova
Ngay nhén bai 5.10.2015, ngay chuyén phan bién 9.10.2015, ngay nhén phan bién 10.11.2015, ngay chip nhan ding 18.11.2015

Bai bao trinh bay kién triic va thuc hién b dio tan 1én va dao tan xuong s0 trén chlp FPGA (Field-
programmable gate arrays) véi tai nguyén tdi wu c6 kha nang thich hgp cho su phat trién ciia cong nghe
vo tuyen cAu hinh mém. Ky thuat nay cé thé ap dung rong rai trong cac rng dung xir ly tin hi¢u s0 va
cac hé thong thong tin s6. Minh hoa thiét ké cho hé thong thu phat dwa trén ky thuit diéu ché QPSK
(Quadrature phase shift keying). Thiét ké dwoc thue hién bing cong cu System Generator for DSP (Digital
signal processing) 14.7.

Tw khoa: bo ddo tan lén, bo dao tin xué'ng, bo loc bu CFIR (CIC Compensation filter), bo loc CIC (Cascaded
integrator-comb filter), diéu ché va gidi diéu ché QPSK.

Chi sé phén logi 2.2

RESEARCHING AND DESIGNING
THE DIGITAL UP AND DOWN
CONVERTER FOR SOFTWARE

DEFINED RADIO (SDR) SYSTEMS WITH
EFFICIENT RESOURCES BASED ON
FPGA TECHNOLOGY

Summary

This paper presents the architecture and
implementation of the digitalup and down converter
based on a FPGA chip with efficient resources
which is well suited for the evolving technology of
software defined radio systems. The divice may be
widely adopted in the applications of digital signal
processing and digital communication systems.
Demonstration of transceiver system design is
implemented by using the QPSK modulation
technique. And this design is done by the System
Generator for DSP 14.7.

Keywords: CIC filters, Compensation filter CFIR,
digital down converter, digital up converter, QPSK
mapper and demaper.

Classification number 2.2

*Email: nghiamosmipt@gmail.com
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Ngay nay, SDR (Software defined radio) duoc
cac k¥ su thiét ké hé thdng vo tuyén dic biét quan
tam boi kha nang lap trinh dya trén FPGA [1].
Trong d6, thanh phan dugc cac ky su tap trung phat
trlen nhét 14 cac bo dao tan 1én va xudng s6 sao cho
t6i thiéu hoa tai nguyén sir dung nhung dat dugc
tdc d6 cao. Chinh vi thé, tic gia cua bai bao nay da
tap trung thiét ké va thir nghiém by DDC (Digital
down converter) va DUC (Digital up converter)
trén cong cu System Generator. K§ thuat diéu ché
va giai diéu ché QPSK duoc lya chon lam phﬁn XU
1y tin hi€u bang co s6.

Noi dung nghién ciu
Ky thudt diéu ché QPSK

Piéu ché QPSK da dugc ung dung rong rai
trong cac hé thong thong tin s6 véi mb ta toan hoc
nhu sau [2]:

s(t)=Acos2zft+06), i=123,4 (1)
9i=(2z—1)7r {7[ 3z Sm 77[} @)
4 474744

Khai trién cong thirc (1) ta nhan dugc:

s(t)=AcosO.cos(2r f.t)—Asin@.sin(2x f.t) (3)



Do d6 c6 thé biéu dién tin hiéu diéu ché QPSK & dang
khac:

s(t) = %I(t) cos(27 £.t) —%Q(t) sin(27 £.1) (4)

Trong do6:
I(t)=~/2cosb,,i=1234 (5)
O(t)=~2sin6,, i =1234 (6)

V6i 4 gi tri c6 thé nhan cua goc pha 0, ta thiy céac
thanh phan I (In-phase component) va Q (Quadrature-
phase component) chi c¢6 thé nhan 1 trong 2 gia tri {+1,
-1}. Cac thanh phan I va Q nay lién hé truc tiép voi
chudi bit dit liéu dua vao diéu ché véi chom sao nhu
mo ta trén hinh 1.

I phase

o T,

ohe + ean t || ] l 77777777 tme
| - Q phase

-1 +1 1 AR I TR PR -

wo L ove TITTTL

amplitude

_._
o
-
*—
*——
o
E

Hinh I: mdu tin hiéu va chom sao diéu ché QPSK
Ky thudt ddo tan lén so

Sau qu4 trinh xir Iy bang gdc, cac mau dit liéu 1a tin
hiéu xung c6 chu ky lay mau T véi bién do duoc lugng
tu. Ching ta xét mdt xung tin hiéu (hinh 2) lam dai
dién cho cac mau tin hiéu véi bién do chung ta chuén
hoa la 1:

T
Lit{|<—
2
s(t)= (7)
T
0,1t >—
2
s(t)
T2 0 T2 ot
Hinh 2: xung mau tin hiéu
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T T T

Hinh 3: ddc trung bién dp phé xung mdu tin hiéu

Pé thay dic trung phd, ta thuc hién phép bién doi
Furier cho tin hi¢u nay:

+0 ) SV It .
S(jo)= [ s dr= [ =] > TMOTD g
o T -jo T2 (al2)

bac trung bién do phé clia cac mau tin hiéu cé
dang sin(x)/x. Nhu vay, cac mau tin hiéu c6 phé rat
rong nén khong phu hop trong cac kénh truyén. Dong
thoi, chiing s& gay nhiéu giita cac symbol (nhiéu ISI
- Intersymbol interference) do cac hai phu. Vi thé, tin
hiéu sau khi xir 1y bang gdc can phai dugc han ché bang
thong, dong thoi giam nhiéu ISI va ndi suy dé mé rong
dai thong cho diéu ché vao song mang [F (Interrnediate
frequency) hodc RF (Rad10 frequency) Do do, cau truc
tong quat bd DUC bao gdm t6 hop kénh loc ndi suy va
bd tao dao dong DDS (Direct digital synthesizer) [3-5].

—'—b{ Interpolation Filter Chain

—.—-| Interpolation Filter Chain I—D®4I

'
Digital Up Converter (DUC) |

Hinh 4: kién triic chung ciia by DUC

Kénh loc ngi suy:

Bo loc s6 co dap tng xung hitu han FIR (Finite
Impulse Response) tong quat 1a mot hé thong so6 dugce
mo ta boi phuong trinh sai phan hodc dudi dang dap
ung xung:

N-1
y(n)= Z%) wx(n—k) )

)= 3 x(kYh(n— k) = x(n)* h(n) (10)
k=0

x(m) D y@)

Hinh 5: mé td bé loc s6 theo ddp vng xung
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N-1
h(n)=>Y w.o(n—k)

(11)
k=0
Ln=0
5(”):{0 n0 (12)

Thong qua phép bién dbi Z va Fourier phuong trinh
(10), (11) chiing ta nhan duogc:

Y(z) = X(2).H(2) (13)
Yo _E
(z)= X(2) —kz:;,)Wk (14)

Hinh 6: cdu triic chung ciia bé loc FIR bdc 4

_ Y(a)) _ = — jok 15
H(w) = —X(a)) = ;{Z:;) wee ’ (15)

Dé han ché dai thong tin hiéu trong kénh truyén va
giam nhiéu ISI ngudi ta st dung bd loc RC (Raised-
cosine filter). Bo loc nay dugc xdy dung theo tiéu
chuan Nyquist véi dap tmg xung dang cosine ning
(raised cosine pulses) dé xap xi dic tuyén dang sin(x)/x
[4, 6]. Bang thong Nyquist W dugc dinh nghia:

_ L (16)
2T
<t
ot o

bac trung bién do - tan sb H(f) cua b loc RC phu
thudc vao 2 tham sb 13 T (chu ky 14y mau cua tin hiéu)
va B (hé sb lam phang). Trong d6, P xac dinh khoang
Af vuot qua bang thong ctuia bd loc (BW) so voi dai
thong chiém giir Nyquist v6i hé sé p nam trong dai tir
0 dén 1.

A A
Y Y _orp
P=w =Tt Y (18)
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B =w(i+p="F

T (19)

Bién dbi Fourier nguoc (17), chung ta nhan dugc
dap trng xung cua bo loc RC.

_ sin(zt/T) cos(nft/T)

h(t . 20
© (xt/T) 1-QBt/T)> 20
1 H(f)
— =0
/ T | — B=025]
Fofor forid NG — =05 |

Hinh 7: ddc tuyén bién dé - tan sé ciia bé loc RC

h(t) — 8—-0
— (=0,25
— B=05
B=1
; ; .& t
VT E1s
Hinh 8: dap vrng xung cua bo loc RC
1 Ttggc ()
=3 ey
— * =06
= =0
114
i o e | RN e
: —9—‘?17-&453&,435@\3;’& W/%2 34 56 78 910
\) p
3

Hinh 9: dap ving xung cua bo loc RRC (Root-raised-cosine filter)

Pap tng xung cho thdy 2 thanh phan: thanh phan
dau tién co dang sin(x)/x dé dam bao réng bo loc ¢co
cac cuc khong tai nhitng thoi diém boi 1an chu ky 1dy
mau (hinh 7). Nhu vay, c6 thé dé dang trich mau thong
tin theo thoi gian; thanh phan thi hai 1a ham cosine dé
hiéu chinh cho thanh phan tht nhat lam cho né c6 dic
tuyén tan s6 tot hon. Khi p duoc chon cang nho thi dic
tuyén bién do - tan s cua bd loc cang tién dén hinh
vuong, con dap trng xung tré nén dao dong manh hon,
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nghia la kéo dai hon.

Trong hé théng thong tin thuc té co sir dung cac bd
loc phéi hop do anh huéng cua tap tring. Do d6, dé
thoa man viéc 1am giam thiéu anh hudng cta nhiéu
ISI, d4p ung xung phéi hop cta 2 bd loc nay (1 bd &
phia phat H (f) va 1 b ¢ phia thu H (f)) thoa man dap
ung cua bd loc RC, nghia la:

Hp (f).He(f)=H(f) 21)

Pé thoa man diéu kién phdi hop, dap tmg cta hai bo
loc nay 1a gidng nhau:

\H (O] HR ()] = |H )

Nhu vay, bo loc RC co thé tach thanh 2 b loc co
dic trung bién do - tan s6 gidng nhau va bang cin béc
hai cta bg loc nay. Bo loc c6 dap ung bién do - tan s6
nhu vay dugc goi 1a bo loc RRC (23), (24).

(22)

HRRC(f): |f| 1+'B (23)

(2 sin| - 2 €o$ l
““”Jﬁ%ijJ@ﬂijl‘w .
1 sin(zt(1-B)/T)+(4pt/T cos(nt(1+ B)/T) t#{o +T]
i (m17)1-(4p07Y | R

e -0 o e -

CIC Filter

- N\ O~

RRC Filter

Inverse Sinc

Half Band Filters compensation FIR

Hinh 10: cdu tritc chung ciia kénh loc néi suy

B6 loc c6 kha nang ndi suy tde do léy mau 16n nhét
dugc st dung trong cac hé théng vO tuyén la bd loc
CIC (25-28). B6 loc CIC ¢6 wu diém 1a cdu tric don
gian va tdc do hoat dong nhanh nén thich hgp cho vi¢c
xtr 1y tin hiéu da téc do trong hé théng vo tuyén cau
hinh mém [7].

L0<n<R-1

25
0,n¢[0,R-1] 2

hee(n) = {
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R-1 1—-zR
Hee(2)= L hnz " == = H(2)H,2) (26)
n=0 -
Trong do:
1
H1(2)=1_ - (27)
Hy(z)=1-z"% (28)

H (Z) c6 dac trung cua mot bo tich phan, trong khi
H (Z) c6 dac trung dang rang luoc Nhu vy, dé thyuc
hlen loc thong thap va ndi suy, cu trac cta bo loc CIC
thuc hién trudc tién bang cac bo loc rang lugc, sau do
chén cac mau khong va cudi cung thyc hién ldy tich
phan dé noi suy dir liéu (hinh 11). Tir d6, ta c6 ciu tric
ctia CIC ndi suy nhu hinh 12 khi sit dung nhiéu khau
tich phan va rang lugc két hop.

" T ‘r

_G
w|—0

o ke S o .
z[n]
Te_ _..91TTTITTTT. 1]
o 123. 3ill$° k

Hinh 11: qua trinh ngi suy cua CIC

comb sections

=A] 4]
L5

integrator sections

A =1 sample delay

Hinh 12: cdu triic bé loc CIC néi suy

DUC Cascade Integrator Comb (CIC) Filter (Length = 10, Order = 5)

CIC filter

Magnitude (dB)

Mormalized Freguency (>= rad/sample)

Hinh 13: dac tuyén bién dg - tan sé ciia bé loc CIC

2]



DUC CIC Compensation Fiter (CFIR)

T T T T T T
CFIR (designed)
CFIR (guantised)
=)
=2
o
k=1
2
(=4
o
o
=
0 0,1 0.2 0,3 0,4 0,5 0,6 07 0,8 0,9
Mormalized Freguency (>x radizample}
Hinh 14: dac tuyén bién do - tan so cua CFIR
Magnitude Response Estimate

iy

=

o

o

!

E

&

L

=

Normalized Frequency (=x rad/sample)

Hinh 15: ddc tuyén bién dé - tan sé ciia HB (Half band low pass filter)

Bo loc CIC c¢6 do dbc 16n trong dai thong (hinh
13), do téc d6 ndi suy 16n nén chung ta st dung bo loc
CFIR c6 dic tuyén nang 1én dé bu lai d6 doc cua CIC
(hinh 14). B6 loc CFIR ndi suy thip nén lam viéc véi
tde do léy mau thép. Do vay, CFIR dung trudc bd loc
CIC trong hé thong.

bé giam anh hudng do vié¢c ndi suy 1on cua bo loc
CIC, nguoi ta c6 thé két hop thém cac bd loc HB néu
can thiét. Nhitng bo loc HB nay duoc thiét ké theo cdu
trac FIR [8, 9]. Pic tuyén bién d6 - tan s6 cia HB can
bang phing trong dai thong dé khong 1am méo tin hiéu
(hinh 15).

Bé 16 hop tan sé DDS (Direct digital synthesizer):

Bo DDS thuc hién tao tan s6 diéu ché tin hi¢u 1én
dai IF hoac RF cho b DUC. M6 hinh thuc hién cua

DDS (hinh 16) dua trén by VCO (Voltage controlled
oscillators) do Hang Xilinx d& xuat [8].
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Sine LUT

g sine

H

5 output
Tt 24

Step address scdpes
—1 Accumulator
Size osine

] cosine

g output
Rl

Hinh 16: bo DDS dua trén VCO

address amplitude

L=8
0000 0000 |- +xeeeereeneenes
0011 0001 |------
0101 1011
01110110 |------moomeeee
I

=4
0000
0001
0010
0011
0100
0101
0110
0111
1000
1001
1010
1011
1100
1101
1110
1111

Memory Locations:
N=2=16

4 bit address j/

1010 0101 |---------
1100 1111

Hinh 17: dang tin hiéu duwoc tao tir bo DDS

Tin hiéu tir dau ra ciia DDS duge doc tir bang tra
luu trir gid tri cdc mau cua sine va cosine trong by nhd
ROM nhu dugc thé hién trén hinh 17.

Sau kénh loc ndi suy, tin hiéu gom 2 thanh phan I
va Q s& duoc diéu ché IF hoic RF. Chung ta ky hi¢u
chung tan s6 tao boi bdo DDS w, cho ca hai truong hop
dau ra bd DUC la IF hodc RF.

X445 (1) = cos(@,t) + jsin(w,t) (29)

Tin hi¢u trén kénh I va Q sau di¢u ch¢ dao tan Ién:

x;(t) =1(t) cos(w,t) (30)

xo(t) = Q(V)sin(e,?) GD)
Tin hiéu phat di 13 tong cta hai thanh phan tir hai
kénh I va Q cua bo DUC:

x(t) = I(t) cos(m,t) + Q(t) sin(m,t) (32)

Ky thudt ddio tan xuong sé

B6 DDC thuc hién chon ra dai tan quan tam dé
chuyeén veé dai bang tan co sé va giam tan so lay mau
phu hgp véi bang tan nay.

Analogue
RF mixer F Signal
RF Signal RF N Analog @
| Bandpass \>_</ Lowpass
+ Filter 4| Filter to DDC (digital
\ / 1 downconverter)
cos2mf 't / 4
N anfet S A ]
T e R W R Y
! A Trequency fofe =fw AoHo frequency fie gyz frequenty
Hinh 18: cau triic mach RF trong hé thong SDR



Kién trac chung ctia hé théng vo tuyén cdu hinh
mém theo Rodger H. Hosklng [9] (hinh 18) thuO’ng
bao gobm phan RF; trong d6, khdi RF thuc hién chuyén
tin hiéu dai RF thu duoc tir anten vé dai IF. Sau do, bd
ADC thyc hién Iy mau tin hiéu rdi dua vao xir Iy trong
DDC. Trong truong hop dai tin hi¢u RF khong qua 16n
dé co thé thuc hién bo thu hoan toan sb, thi hé théng
khong st dung thém mach RF nay [10].

Digital Downconverter

'
' (2 decimati symbol :
' \ ecimation '
. =20 hiters [ ™ synch. [T

cos

amﬁ carrier !
recovery .
'

' sin '

~1[n]

decimation
filters |

symbol | |
s)gmch. —=Q[n]

Hinh 19: cdu triic b¢ DDC trén FPGA

Matched

> X
3

Received
signal

cos(27 £t +¢,)

Filter

I(t) fo--- o

I

r(t e(t
i vco -4-(—) Loop fiter -t—— X
$in(27 fot + ¢,) e
y Qb \\“ h‘

Filter

Hinh 20: cdu triic bg Costas loops
Ky thudt khoi phuc song mang:

Bo Costas loops khoi phuc song mang ca vé tan sd
va pha tur tin hi¢u thu dugc c6 diéu cheé dé dong bo ¢
thict bi thu. Chung ta gia thiét tin hiéu ¢ dau vao bo
DDC ¢6 tan so thuc t€ f, dugc mo ta bang phuong trinh
toan hoc:

r(t) = A(t)cos(2z fit + ¢,) (33)

Gia thiét, tan s6 thiét 1ap ban dau cho bo VCO 1a /s
Dau ra bd nhan tin hi¢u trong Costas loops nhan dugc
hai thanh phan tan s6 tong va hiéu cua f vaf.:

4

1(t)eos2rfyt +,)=—

: [cos2atf )t ) e 20(F - ) 14l0-0)] (34)

‘ Al

r)sin2efi )= g)[sm(%rf (f+ At (g +0,))-sin(2a(f - )i+lo-0,)) | (35)
Bo loc phdi hop khi d6 loai bo thanh phan tan sd

tong va thyc hién lay mau lai theo toc d6 ctia symbol.
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Tin hiéu dau ra bd loc phéi hop nhan dugc:

i0=2Dcos(22(/i - f)t+@-0)  G6)
00 =2 Dsin (277~ )+ -02))  G7)
Chuing ta dat:

A ()= 1= fr Ap@O) = A () + ¢, —

Thay vao (36) va (37) nhan dugc:

1) = @cos(m(t)) (38)
O() = ﬁsm (Ag(1)) (39)

Dau vao cia bo loc loop filter 1a tich cua 2 tin hi¢u
trén 2 kénh I va Q:

2 2
1(00() = AT(t)cos(A(b(t)).sin (Ad(r))= AT(t)sin (2A¢(1)) (40)

B6 loc loop filter thyc hién loai bo tat ca nhidu tap
tac dong dén thanh phan bién do tai phia thu. Pau ra b
loc nay chung ta nhan dugc tin hi¢u:

e(t) = %Az(t) sin (2A4(1)) (41)

Véi diéu ché QPSK, sau khi loai bo nhidu tac dong
dén bién do thi A(t) =+ 1 nén dau ra cua loop filter
mang thong tin vé do 1éch pha va tan sd. Tin hiéu nay
su dung dé hiéu chinh VCO dua sai 1éch nay vé 0. Do
do, song mang dugc khoi phuc.

Kénh loc giam mau:

Bo loc CIC c¢6 kha niang giam toc do 1dy mau cao
nhat nén dugc st dung trong bo DDC lam b loc dau
tién trong kénh loc gidm mau.

ﬂWﬁ W TWT W 1 TW ?5[ J { J J

0 05 1 15 2 25 3 0 05 1 15 2 25 3
2nragians 2r radians

@ I =4

Amplitude

Hinh 21: qua trinh thuc hién giam méu ciia CIC

Decimating CIC filter
integrator sections comb sections

A B R

Hinh 22: cdu tric ciia bé loc CIC giam mau
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X(z) —={MR Yo = Xe) Yiz)
X(z) —=| H(ZF) Y = Xo—=[R) Y@

Hinh 23: twong quan dép img ciia CIC ndi suy va giam mau

Tur su twong quan gitra CIC ndi suy va giam mau
(hinh 23) ta théy, ddc tuyén H(z) ciia chung 14 tuong
déng nhu thé hién trén hinh 13. Nhu vay, sau bd loc
CIC trong DDC can su dung thém bd loc bu CFIR, cac
khau loc tuy chon HB dé giam tbc do léy mau va bo
loc RRC 1am bo loc phdi hop lay mau voi toe do cua
symbol dé dong bo. Ciu tric cia DDC thé hién nhu
trén hinh 24 [11-14].

0 a0 - 0] o]

CIC Filter Inverse Sinc
Compensation FIR

e

RRC Filier

Half Band Filters

Hinh 24: kénh loc gidm mau trong DDC

Dic tuyén bién do - tan s6 va dap tmg xung ciia cac
bd loc nay tuong tu nhu trong DUC trén cac hinh 9,
14 va 15.

Két qua th& nghiém

Thiét ké (hinh 25) duoc thir nghiém véi cac tham
s6 lua chon sau: toc do léy mau cac symbol trén hai
kénh I/Q: 1,25 MHz; tan s6 IF: 25 MHz; toc d6 ndi suy
va giam mau: 80; mo hinh kénh truyén: st dung tap
trang phat tir trong FPGA; cac bo mach sir dung dé thir
nghiém: NetFPGA-1G-CML va AD9739A FMC Card.

Két qua thir nghiém duoc thé hién trén cac hinh tir
26 dén 32. Tai nguyén chip FPGA st dung khi khong
sir dung tap trang d¢ mo hinh kénh va c6 sir dung tap
trang thé hién twong ung trong bang 1 va bang 2.

- Két qua mo phong (hinh 28) va do trén may phan
tich phd (hinh 31) cho thdy, tin hiéu phat ¢ dai IF
¢6 bang thong 2,5 MHz (bang 2 1an bang thong cua
symbol trén hai kénh I/Q & dai co so).

- Két qua phan tich chom sao tin hi€u ¢ phia thu
(hinh 29) cho thiy, chom sao sau bo loc CIC khong tap
trung do nhiéu tap tréng tur kénh truyén. B6 loc phéi
hop RRC di loc nhiéu ISI va nhiéu tap nén chom sao
tin hi€u dugc tap trung.

- Sau giai diéu ché QPSK, tin hiéu duoc khoi phyc
(hinh 30).

- Chudi bit kénh I ciia ban tin gbc tir phia phat va
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ctia kénh I sau giai diéu ché trong bo thu duoc thé hién
trén may hién song (hinh 32). Tin hiéu dugc khoi phuc
hoan toan trong bé thu, téc d6 14y mau 1,25 MHz.

- Tai nguyén FPGA su dung cho by DUC va DDC
(khong tinh dén tai nguyén tao tap trang cho mé hinh
kénh phat) 14 rit nho dbi véi chip Kintex-7 XC7K325T
va phu hop cho cac chip FPGA tai nguyén nho hon,
chip FPGA thé hé cil.

¥ N DUC_I_out
‘‘‘‘‘‘‘‘‘
m—
|
|_data_i QPSK Mapper () o~ QPSK_Demapper(l) Scope.
< . L oul L]
| —
Q_data_in QPSK mapper (@) QPSK_Demapper(Q) aes

Hinh 25: thiét ké thuc hién trén System Generator
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Hinh 26: tin hiéu & bang tan co sé sau kénh loc néi suy
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Hinh 27: phé tin hiéu DDS trong DUC

" B Frequency Domain, after modulation o - = | B ||
File Edit View Inset Tools Desktop Window Help ~
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Hinh 28: phé tin hiéu IF & phia phat



Chom sao sau QPSKdemapper ‘Chom sao sau loc RRC Chom sao sau loc CFIR
1 1
q T
-2
N it
05 05| 2 - 05|--§d ‘,L:)-
or v
o 0 o o 0 =
B I
Ny S 3
05 Pt 41 £S
0,54 0,5}~ e LI
4 T *’&' H 3‘; .
Bl ; :
1 1 - -~
1 0,5 05 1 1 0,5 05 1 - 0,5 05 1

Hinh 29: chom sao tin hiéu sau cdc bo loc trong DDC
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Hinh 31: phé tin hiéu IF sau DUC

S00MSa #1 12202.93kHz
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Hinh 32: ban tin géc va sau gidi diéu ché

Bang 1: tai nguyén FPGA sur dung

¢ Bang 2: tai nguyén FPGA sur dung
khi khong ding kénh tap trang

khi ¢6 ding kénh tap tring

Logic Used | Available | % Logic Used | Available | %
Utilization Utilization

Slice Registers | 9371 | 407.600| 2% Slice Registers | 3056 | 407,600 | 0%
Slice LUTs 9254 | 203,800| 4% Slice LUTs 2356 | 203,800 1%
RAM/FIFO 5 445 1% RAMFIFO 1 445 0%
DSP48Els 139 840 16% DSP48Els 42 840 5%
Max. Frequency | 142.531MHz Max. Frequency | 517.994 MHz

Két luan

Nghién ctru da thiét ké va thir nghiém cac khbi ddo
tan Ién va xuong ket hop k¥ thuat diéu cheé QPSK trén
co s¢ cong nghé vo tuyén cau hinh mém. Thiét ké voi
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giai phap t6i wu tai nguyén va toc do cho phép thuc
hién hé théng hoan toan sd trong mot chip FPGA, dac
biét 1a md hinh thiét ké co thé phu hop va tuy bién
linh hoat cho moi hé théng vO tuyén dua trén software
defined radio.
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Ung dung mang cam bién khong day dé diéu khién va giam sat
cac b diéu khién den tin hiéu giao thong
Cao Nguyén Khoa Nam", Nguyén Thi Kim Triic2, V6 Dai Binh®

"Truong Cao ding Cong nghé Pa Ning
’Truong Pai hoc Bdach khoa Pa Nang
5S¢ Giao théng Vin tai Tp Pa Nang

Ngay nhén bai 10.9.2015, ngay chuyén phan bién 15.9.2015, ngay nhan phéan bién 20.10.2015, ngay chip nhan ding 26.10.2015

Trong nhirng nim gin diy, mang cam bién khong day (wireless sensor networks - WSN) ngiy cang dwoc
sir dung rong rii trong hé thong giao thong thong minh. Bai bio trinh bay vé hé thong diéu khién va giam
sat cac bd diéu khién deén tin higu giao thong (THGT) tai cAc nut giao théng sir dung WSN va truyén thong
qua mang 3G. Vi su két hgp cua phan mém diéu khién va glam sat dwgrc cai dat tai trung tim va cac cam
bién lap dat tai cac ti diéu khién, hé thong cho phép thay doi ché d¢ hoat dong cua cac nut giao thong, cai
dat chu ky den cling nhw phat hién cac sy ¢b cia cac bo diéu khién. Nho dé, nang cao do tin cay va chit
lwgng trong cong tac quan ly va van hanh débi véi mang lwéi cac nut diéu khién THGT.

Tir khéa: diéu khién dén giao théong, mang cam bién khong day, truyén thong 2G/3G.
Chi s6 phdn logi 2.2

APPLYING WIRELESS SENSOR | Datvande

NETWORK TO CONTROL AND
SUPERVISE TRAFFIC LIGHT NODE
CONTROLLERS

Summary

Recent years, Wireless Sensor Networks - WSN
have been widely used in Intelligent Traffic
System. This paper introduces an observing and
controlling system of traffic light node by using
WSN and 3G communication network. The
proposed system can change operation modes
(normal, yellow blink and system-off) as well
as the cycle time of traffic light of each node.
Based on collected data of the traffic light cycle
and current measurements, this system offers
warning and determines which node has error
(corrupt light, communication error, power-off,
etc). As a result, the management and operation
of the traffic light system will be improved.

Keywords: traffic light controller, wireless sensor
networks, 2G/3G.

Classification number 2.2

Hién nay, nhiu tinh/thanh phd trong ca nude da va
dang thyc hién cac du 4n giao thong thong minh, két
nbi cac nit THGT vé trung tdm diéu khién. Tai thanh
phé Pa Néng, ngoai 64 nut dén THGT thudc du an do
Chinh phu Tay Ban Nha tai trg dugc két nbi va diéu
khién tai trung tdm théng qua phin mém Adimot, con
22 niit ndm ngoai du 4n dang hoat dong doc 1ap khong
duoc két ndi vé trung tdm va nam & vi tri kha xa so voi
trung tam diéu khién. Viéc két nbi 22 nut THGT doc
lap nay vé trung tdm doi hoi kinh phi dau tu cao va 18
thudc vao cong nghé ciia nha thau cung cip phan mém
Adimot. Do d6, cong tac quan 1y va van hanh dbi voi
22 nat THGT nay hién gap rat nhiéu kho khan. Chinh
tir thuc té d6, nhém nghién ctru da dua ra giai phap két
ndi cac bo diéu khién ctia 22 niit THGT nay vé trung
tam diéu khién bang phin mém do nhom thiét ké voi
muc tiéu: tan dung lai cac thiét bi trong tu diéu khién
dén tin higu hién co; dam bao hoat dong 6n dinh, lam
chu cong nghé, c6 tinh mod rong, phat trién nang cip
trong tuong lai; chi phi van hanh thp nhat. Trén co s&
tmg dung WSN va truyén théng qua mang 3G s& dem

*Tac gia lién hé: Email: caonam@gmail.com
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lai hiéu qua dau tu.

Trude ddy, cac ti THGT sir dung bo diéu khién
logic kha trinh (PLC) Logo 230RC vi chung thuén lo1
cho viéc cai dit lai thong s6 chu ky dén ma khong can
thém bét ky thiét bi phu tro nao khac nhu méy tinh, cap
nap... Tuy nhién, véi xu huéng diéu khién, giam sat tir
xa nhu hién nay thi cac ta diéu khién THGT st dung
PLC Logo 230RC trd nén han ché vi 2 1y do sau: PLC
Logo 230RC khéng c6 chirc nang két ndi véi thiét bi
khac dé truyén nhan dir liéu; 1énh timer (bd thoi gian)
va counter (bd dém) chi cho phép nhap thong sb truc
tiép tir ban phim cta PLC Logo 230RC va khong cho
phép gan bién sb nén viéc 1ap trinh thay d6i chu ky
dén rat phuc tap. Vi vay, phan 16n cac nit diéu khién
THGT lap dit méi sau nay déu st dung PLC S7-200
hodc PLC S7-1200 vi mdt s6 nguyén nhan sau: c6 tap
1énh ho trg truyén thong; cac 1énh timer va counter cho
phép lap trinh linh hoat; c6 cong giao tiép RS485.

Trong pham vi nghién ctru nay, nhém tac gia thuc
hién két ndi mang céc bo diéu khién THGT sir dung bo
diéu khién PLC S7-200 CPU 224. Giai phap duogc dé
xuit bao gdm viéc thi cong mach diéu khién dugc tich
hop véi tii diéu khién hién co va thiét ké phan mém
quan 1y cai dit tai may tinh diéu khién trung tim. Noi
dung dugc tom tat nhu sau: 1) mach diéu khién dugc
tich hop tai mdi ti diéu khién c6 ciu tao va hoat dong
nhu mot nat trong WSN. Cac cam bién ndy phuc vu
cho viéc do dong dién cap cho cac dén THGT, phat
hién mé ctra ta diéu khién, phat hién mét dién hé thong
cling nhu trang thai cua cac nut nhéan chon ché d6 hoat
dong dén THGT. 2) phan mém quan 1y cho phép diéu
khién hé thong nhu thay d6i chu ky dén THGT, bat/
tat va thay ddi ché d6 lam viéc cua cac bd diéu khién
THGT. Ngoai ra, phan mém thyc hién giam sat cac
thong sd, trang thai, ché do 1am viéc ciing nhu sy ¢b tai
cac ti diéu khién THGT.

Noi dung nghién ciu
Gidi phap ky thudt va phfin cirng

Mo hinh téng quat cua hé théng dugc md ta ¢ hinh 1.
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Bo mach
tich hop bd sung
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Hinh 1: mé hinh tong qudt cia hé thong

Tu THGT hién trang

Hinh 1 trinh bay mé hinh tong quat ctia h¢ thong
diéu khién va giam sat cac bo diéu khién dén THGT.
Ngoai bo diéu khién PLC S700-200ICPU224 hién co,
mo hinh tich hop thém mach diéu khién bé sung, thuc
hién giao tiép v6i phan mém quan 1y tai trung tam diéu
khién thong qua mang 3G.

A

Hinh 2: nguyén Iy diéu khién va gidm sat hé thong
Nguyén ly diéu khién va giam sat h¢ thong den
THGT tai moi nut tin hiéu duogc thé hién ¢ hinh 2 va
lam viéc nhu sau:

Bo diéu khién PLC diéu khién dén THGT theo
chuong trinh da duoc cai dit san.

Bo do dong thuc hi¢én viéc do dong dién cép nguén
cho dén THGT, dong thoi cac gia tri dong dién nay s&
dugc chuyén doi sang ADC va giri vé may tinh trung
tam thong qua bd truyén nhan 3G.

Ngoai ra, tin hiéu diéu khién tir may tinh trung tdm
dua dén PLC ciing théng qua bd truyén nhan 3G. May
tinh nay c6 két ndi véi mang internet va duoc ding ky
thué bao IP tinh dé thuc hién chirc nang diéu khién va
giam sat.

Mach diéu khién bo sung

Cdu tao chung: mot nut cam bién khong day c6 vai
trd va céu tao duoc gidi thi¢u ¢ hinh 3, bao gém 4
thanh phan co ban 1a bo cam bién, bo xtr 1y, bo thu phat
khong day va ngudn dién [1].
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Hinh 3: cdc thanh phan cia nit cam bién khong day

Trong nghién ciru nay, mach diéu khién bo sung c6
c4u tao trong tw mot nit cam bién khong day, bao gom
mo-dun do dong, mo-dun 3G va ngudn cép duge thé
hién ¢ hinh 4.

Fiftu vide:
| iy vimg - Ty g - B by |

e — f————
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Hinh 4: cdu tric mach diéu khién hé théng

Mo-dun do dong: cac thong sd ciia mo-dun cam
bién nhu sau: nguén hoat dong: 24VDC; bd xu ly
chinh: PIC18F46K20 (c6 13 kénh ADC 10 bit); cong
giao tiép voi mo-dun 3G: RS232; gi tri dong c6 thé
do duoc: 0-3A.

Mo-dun do dong sir dung cac bién dong dién dé do
dong dién cip cho cac dén THGT. Tht cdp cua cac
bién dong duoc ndi voi cac chan dau vao ADC cua vi
diéu khién PIC18F46K20. Vi diéu khién thyc hién iy
mau tin hiéu, dong thoi truyén dit liéu sau khi xu 1y
dén mo-dun 3G.

Moé-dun 3G: céac théng sb cia mo-dun 3G nhu sau:
ngudn hoat dong: 24VDC; don vi xur 1y trung tam:
PIC32MX795F512L; cong giao tiép voi mo-dun do
dong: RS232; cong giao tiép voi PLC: RS485; dau vao
s6: 3 DI (12-24VDC); md-dun SIM900 truyén nhan
dir liéu bang giao thirc TCP/IP [2-5]; md-dun thoi gian
thuc (RTC): MCP 79410.

Mb-dun 3G lam chire niang do dém thoi gian chu ky
dén, phat hién ché do lam viéc cua hé thong, dong gbi
dir liéu va thuc hién truyén thong. M6-dun nay truyén
nhan cac dir li¢u sau: nhan gia tri dong dién tor mo-
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dun do dong (truyén thong RS485) dé xac dinh chu ky
cling nhu ché do hoat dong hién tai cua niut THGT; cac
tin hi¢u tir cong tac hanh trinh duoc lép dat trén ctra tu
diéu khién, tin hiéu tir role trung gian dé phat hién mat
nguén AC, tin hiu tir cac cong tac chon ché do hoat
dong cuia chuong trinh diéu khién dén THGT cung véi
g6i dir lidu tir mo-dun do dong dugc dong goi va giri vé
server. Ngoai ra, mé-dun 3G nay con thuc hién nhiém
vu trich xuat dit liéu cai dat chu ky dén, ché d6 hoat
dong tur server dé cap nhéat cac thong $6 nay cho PLC
(truyén thong RS485), gitip thay doi trang thai hoat
dong hay chu ky ctia dén THGT.

Ngudn cép cho mach diéu khién bd sung: mach
dicu khién bo sung dugc cap dién tir nguon 24VDC
cta Adapter va nguon du phong acquy nhu hinh 5.

NGUON BO BIEU KHIEN
3G+DO DONG 0vDC

NGUON 24vDC
TUADAPTER  220VAC

AN SIGPO

Roletung gan

85

iy

dcquy  24VDC

Hinh 5: so dé nguon cap cho mach diéu khién bé sung

Nguyén Iy 1am viéc: khi bi mat dién ngudn hodc co
su ¢ cham chap trong tu diéu khién THGT, aptomat
tong cua ti diéu khién tac dong Thong qua cac tlep
diém cua role trung gian, h¢ thong s& ty dong chuyén
d6i nguon cung cap tu nguon Adapter 24VDC sang
ngudn dc quy 24VDC dé duy tri mach diéu khién.
Ngoai ra, tin hiu tur tiép diém cua role cling dugc st
dung lam tin hiéu bao mét ngudn hoac su ¢ cham
chap trong ti diéu khién THGT. Khi tiép diém nay tac
dong, vi diéu khlen s€ gui tin hleu b4o mét ngudn vé
mo-dun 3G dé truyén canh bao vé trung tam.

Tan s6 ldy mau tin hiéu: tan sd tin hiéu cuc dai cua
hé thng chinh 1a tan s6 ciia dén THGT vang o ché do
nhay vang f =1 (Hz) Do do, theo dinh ly 1ay mau tin
hiéu Nyqulst [3], tan sb ldy mau tin hleu f trong h¢
thong nay dugc chon bang 8 lan tan sb ctia dén vang.

Ju =8/, =8.1=8(tz) (1)

Gidi phéap do dong dién cdp cho dén THGT: dén
THGT str dung dién ap xoay chieu 220VAC, nén viéc
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do dong dién cap cho cac dén nay dugc do thong qua
bién dong. Vi mdi kénh dén THGT (xanh, vang, do,
xanh di bo, do di bo ciia mdi tuyén) co thé 1a 1 hay
nhiéu dén mic song song v&i nhau. Do dé, gia tri bién
dong do dugc phan anh gi tri dong dién téng ciia mdi
kénh dén THGT. Gia tri dong dién nay dugc chuyén
d6i thanh dién ap roi dién trd c6 tri s6 100 Q trude khi
dua vao b ADC ctia vi diéu khién PIC18F46K20. So
d6 nguyén 1y duoc thé hién trong hinh 6.

LM324N po Dén chan analog cia
= . vi diéu khién PIC

R6

o
Ll vea
T2
3

/l

Bién dong
[NAAA
— N\
+
11 >
. 4
——

= o2

Hinh 6: so' do mach dém tin hiéu ti bién dong

Khi gi4 tri ADC tir bién dong 16n hon gié tri ngudng
thi dén THGT dugc xem la dang c6 dién, nguoc lai dén
THGT duoc xem la tit. Bang két qua thyc nghiém, gia
trj ngudng ADC dugc chon bang 10 dé bu offset cua
cac bd khuéch dai thuét toan.

Kiém tra ché do lam viéc ciia dén THGT: cac ché
d6 1am viéc cua dén THGT duoc kiém tra nhu sau: ché
dd lam viéc binh thuong (ché dd ba mau): chu ky cta
dén THGT duoc xac dinh bang thoi gian gitta hai suon
xudng ctia cing mot dén THGT. Tai cac sudn xudng
nay, b dém thoi gian cua cac dén THGT khéac duoc
dat vé gia tri 0. Thoi gian sang cia cac dén THGT
trong mdt chu ky duoc xac dinh thong qua thoi gian co
dién cta cac den do. Thoi gian nay dugc xac dinh theo
cong thirc sau:

LIGHT _TIME = N.T,(s) )

Trong do:

N 1a s6 1an ldy mau ma gia tri ADC 16n hon gia tri
ngudng trong mdt chu ky.
T 1achuky ldy mau:
1

1
T, _f_m_g(S)

Ché d6 nhay vang dugc xac dinh khi 8 kénh dén

)
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THGT c6 gia tri dong dién cuc dai béng 0 va hai kénh
den THGT c6 gia tri dong dién cuc dai khac 0 lién tuc
trong thoi gian du 16n (dé tai chon thoi gian nay 1a
15s). Ché do nghi dugc xac dinh khi gia tri dong dién
cuc dai do dugc & tat ca cac kénh bé’mg 0 trong thoi
gian du 16n (twong tu, nghién clru nay chon thoi gian
nay la 15s).

Thudt todn phat hién sw c¢6 dén THGT: trong thuc
té, ty theo quy md cua niit giao théng nén sb lugng
dén l4p dat cho mdi kénh dén THGT c¢6 thé khac nhau.
Vi vay, dé xac dinh duge su c6 dén THGT, ta can dbi
chiéu gia tri dong dién do duoc vdi gia tri dong dién
cuc dai chuin va cuc tiéu chuin cua cac kénh dén
THGT. Gia tri cuc dai chuin nay la gia tri dong dién
téng cip cho tat ca cic dén cua mdi kénh dén THGT
khi cac kénh hoat dong & ché d6 3 mau. Gia tri dong
dién cuc tiéu chuan la gia tri dong dién tuong ung voi
gia tri offset cia ADC. Cac trang thai su b ¢o thé duge
xac dinh nhu sau: khi gia tri dong dién cuc dai do dugc
nho hon gia tri dong dién cuc dai chuén thi nat THGT
bi chay mot hodc nhiéu dén trong cung mot kénh dén;
khi gi4 tri dong dién cuc tiéu do duoc ludn 16n hon gia
tri dong dién cuc tiéu chuan thi nat THGT khong ngét
dién duoc mot hodc nhidu dén trong mot kénh (nghia la
cing mot thoi diém co hai dén khac kénh cing sang).

Phéan mém gidm sdt va diéu khién

Co ché trao doi dir liéu: viéc diéu khién hé théng
dén THGT khong can toc do dap tng tirc thoi va dir
lidu truyén nhan c6 dung luong nhé. Vi vy, nham dap
g cac yéu cau ky thuat ma van dam bao kinh phi van
hanh thap nhat co thé (kinh phi nay phan 16n 1a chi
phi cho viéc truyén nhan dir li€u qua mang 3G), nhém
nghién ctru lya chon mo6 hinh Server/Client lam co ché
trao d6i dir liéu trong hé thong. Client 14 cac bo diéu
khién tai nat THGT di duoc tich hop mach diéu khién
bd sung. Server 1a may tinh chu tai trung tAm, duoc cai
dit mo-dun truyén thong nham quan 1y cac két nbi tir
Client, nhan va luu trir dir li€u trang thai cua cac nat
THGT vao co so dir li¢u. Ngoai ra, server con dugc
cai dat mdt giao dién nguoi dung cho phép gidm sat
va diéu khién hé théng cac nat THGT. Server duoc két
ndi internet va dang ky thué bao dia chi IP tinh.

Noi dung buc di¢n tur client:



SIM LIGHT MIN MAX CABINET
ID TIME CURRENT | CURRENT | STATUS
11 bytes | 2x 10 bytes | 4 x 10 bytes | 4 x 10 bytes 3 bytes

Hinh 7: céu tric birc dién tir Client

SIM ID la sb ¢ dinh cta SIM duoc lép cho mdi bd
diéu khién tai mdi nut giao thong. SIM ID gom 11 chit
s6 dugc quy dinh boi nha mang vién thong, vi vay dé
thé hién con s nay can ding 11 byte dir liéu.

LIGHT TIME 1a thoi gian c6 dién cua cac kénh den
THGT theo tht ty nhu sau: dén xanh, dén do, dén vang
tuyén 1; dén xanh, dén do, dén vang tuyén 2; dén xanh
di bg, dén do di bo myén 1; dén xanh di bd va dén do
di bo tuyén 2. Mbi gia tri thoi gian nay duoc biéu dién
tuong g véi 2 byte dir liéu cho mdi dén.

MIN CURRENT Ila cac gia tri dong dién cuc tiéu
ctia cac kénh dén theo thu tu trén va duge thé hién
tuong g véi 4 byte dit liéu cho mdi dén.

MAX CURRENT Ia gié tri dong dién cuc dai cua
cac kénh dén tuong Gmg v&i 4 byte dir liéu cho mdi
den.

CABINET STATUS Ia céc trang thai dong/mé cua
ta diéu khién, trang thai cta cong tic chon ché d6 bang
tay va cong tic chon ché do tu dong, tuong tng véi 3
byte dir li¢u.

Noi dung buc dién tir may chu:

TIME DATE COMMAND

6 bytes 8 bytes 15-20 bytes

Hinh 8: cdu triic bire dién tir méy chii
TIME: thoi gian nhén dir liu
DATE: ngay nhén dir li¢u
COMMAND: mi Iénh diéu khién

Lénh cai dat chuong trinh hoat dong trong ngay:
SREDTIME + thoi gian chu ky cua tung gio trong
ngay (24h)

Lénh tit nat THGT: $SYSTEM_OFF,0,0,*
Lénh bat nat THGT: $SYSTEM_ON,0,0,*

Lénh chon chuong trinh nhay vang: SYELLOW _
BLINK,0,0,*

Nguyén 1y trao d6i dit liéu trong hé thong: & ché do
hoat dong binh thudng (ché d6 3 mau), mdi bo dicu
khién THGT (Client) s& tu dong gui dit liéu mang
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thong tin vé trang thai cta nut diéu khién THGT dén
may chu theo cAu trac bire dién da duoc trinh bay o
hinh 7. Chu ky gui dit liéu bang chu ky ctia dén THGT.
Dbi véi ché do nhay vang va ché do nghi, chu ky duoc
chon trong khoang 5-15s nham tiét kiém chi phi truyén
thong.

Khi nhan duoc buc dién tir Client, can cur vao dia
chi SIM ID c6 trong birc di¢n, may chu s€ gui tr¢ lai
Client birc dién ¢ céu tric nhu hinh 8. Néu khong
¢ yéu cau cai dit hodc diéu khién tir may chi thi s6
luong byte trong truong dir licu COMMAND cua buc
dién 1a 0. Nguoc lai, ) luong byte nay tur 15 dén 20
byte. Dir li¢u trong cac truong TIME va DATE dugc
Client dung dé tham chiéu va dong bo thoi gian voi hé
thong.

Cau truc Server:

D

Phan mém ung dung

I

Mab dun truyén théng

Server

Hinh 9: cdu triic phan mém
Nghién ctru st dung hé quan tri co s dir licu SQL
Server 2008 dé€ luu trir tat ca dir liéu vao ra cua hé
thong.

Phan mém ung dung: duoc lap trinh bing phan
mém Visual C# - Microsoft Visual Studio 2010 [6].
Giao dién nguoi dung cho phép diéu khién va giam sat
hé thong cac nat THGT nhu sau: cho phép dang nhap
quéan 1y théng qua giao dién khai dong hé thong; cho
phép cai dit chu ky va ché d6 hoat dong ciia mdi nat
THGT theo tirng gio trong ngay thong qua giao dién
cai dat hé théng; hién thi trang thai cua cac nat THGT
thong qua giao dién giam sat va van hanh hé thong.
Giao dién nay bao gom cac truong dir liéu nhu tén giao
16, thoi gian cai dat, thoi gian thyc té, dong dién cuc
tiéu va cuc dai thuc té, trang thai ctra ti, nguoi phuy
trach; trich xuét cac bao céo vé su cd va trang thai
dong/ma cira tu diéu khién THGT theo ngay, thang,
quy, nam.

Mo-dun truyén thong: 1a phan mém quan ly két
ndi voi cac Client theo giao thirc TCP/IP va quan ly
viéc truyén nhan va luu trir dr liéu vao co so du liéu
(Database). Khi Client két ndi thanh cong voi may
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cht, mo-dun truyén thong sé cip phat mot ludng xu 1y
moi nham quan 1y két ndi nay. Vi cach to chire nhu
vy, mo-dun truyén théng c6 thé quan ly da két ndi
cung mot thoi diém, tu dong ngét két ndi va giai phong
ludng khi Client khong truyén thong trong thoi gian
du dai (time-out). Chtrc ning nay nham giai phong tai
nguyén may chu.

Két qua thuc nghiém

Dé kiém tra tinh 6n dinh va tdi uu hé théng trude
khi dua vao lip dat thuc té, hé théng da duoc lip dit
trén mot tu that dang dwoc ap dung cho diéu khién
THGT 6 ba Na:mg va mot ti & dang md hinh, m6 hinh
nay chi khac ti that & phan tai, tirc cac dén giao thong,
cong suat tai duoc chon tuong dwong véi cong sudt
that dang dugc 4p dung tai cac nit THGT. Hinh 10 thé
hién so dd mach dién cua mot ti diéu khién va giam
sat THGT tu xa.

oty s

Hinh 10: so dé mach dién cua ti diéu khién sau khi cdi tao
Phén cirng

Mo-dun do dong gdm cac phan tir chinh sau: (1)
Bién dong dién, (2) Cong giao tiép voi mo-dun 3G
theo chuan RS232, (3) Cép ngudn 24VDC.

Hinh 11: hinh anh mo-dun do dong

i
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Md-dun 3G c6 cau tao nhu trinh bay & hinh 12.

Hinh 12: mat trudc va sau mo-dun 3G
Bén trong tu diéu khién sau khi cai tao: (1) B6 PLC,
(2) Mo6-dun 3G, (3) M6-dun do dong di¢n, (4) Acquy
du phong.

Hinh 13: bén trong tii diéu khién sau khi cdi tao

Phan mém

POt POthycts  Xanhciddt  Xanhthyctd  Trangthditd  Déng dién do krong tAi thifu

1 Ding nhip

-

N thi Khon va it khdu dé ding nhip.

Tén gang ndp:

Wtk

Xin chao: Admin Gi: 06:12:07 Ngay: 03/19/2015

Hinh 14: giao dién khéi dong hé thong
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Két luan

Bai bao di trinh bay giai phap diéu khién va giam
sat hé thong THGT tir xa st dung mang cam bién
khong day trén co s¢ nang cap cac tot THGT hién c6
chwa duoc két ndi vé trung tim. Nho d6, giup nang cao
chat luong van hanh va quan Iy hé thong, kinh phi dau
tu thp, giam chi phi van hanh ciing nhu dap tng duoc
nhu cau hién dai hoa hé thdng giao thong cua thanh
phd, phit hop cho su phat trién hé thong giao thong bén
vitng cho nhiéu tinh/thanh phé ¢ Viét Nam. Dya trén
hé thdng ma nhom nghién ctru da thyc hién, rat can bo
sung thém cac thuat toan dé hé théng co thé tu dong
tinh toan tdi uu thoi gian chu ky dén THGT twong tng
v6éi mat do giao thong tiung thoi diém trong ngay va
giita cac nut c6 su phdi hop voi nhau, dam bao giao
thong thong sudt trén tuyén.
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Xay dung hé thong dinh vi tich hgp chat GPS/INS
ung dung trong mai trudng do thi

Nguyén Hoang Duy", Ping Anh Tung!, Nguyén Vinh Hio', Vii Ngoc Hai?

"Truwong Pai hoc Béach khoa Tp H6 Chi Minh
2Truong Pai hoc Nguyén Tat Thanh

Ngay nhén bai 12.10.2015, ngay chuyén phan bién 20.10.2015, ngay nhén phan bién 18.11.2015, ngay chip nhan diing 27.11.2015

Muc tiéu chinh ciia nghién ciru 1a thwe hién mot hé théng tich hop INS/GPS theo ciu tric tich hop chit
ng dung trong méi trudng do thi. Trong ky thuit tich hop nay, cac thong tin vé khoang cach cac vé tinh
PR va tin s6 Doppler quan sat dwoc tir thiét bi thu GPS sé dwoc xir Iy va tinh toan riéng ng véi moi vé
tinh, nhim xac dinh dwg'c mé hinh do luong ciia hé thong. Cac gia tri gia toc, vin tdc gbe va tir trudng tir
INS dwge sir dung nhu 1a moé hinh qua trinh cia hé théng. B0 loc Kalman mé rfng dugc thiét ké trén mé
hinh 23 bién trang thai dé wéc lwong vi tri, van toc, nhiéu nén INS va sai s6 xung nhip ciia thiét bi thu GPS.
Viéc thir nghiém dwgc thuc hién ngoai troi trong méi trwomg do thi khi tin hi¢u GPS bi mét ngiu nhién aé
danh gia dd chinh xac ciia hé thong. Két qua thir nghiém chi ra ring, hé thong tich hop theo ciu tric tich
hop chit chinh xac hon céu triic tich hop l6ng khi tin hiéu cac vé tinh khong di dé thiét bi thu xac dinh
quy dao va chi con nhan dwgc 2 hodc 3 vé tinh.

Tur khéa: by loc Kalman mo rong, tich hop chat GPS/INS, woc luwong toa dp.
Chi 56 phin logi 2.2

IMPLEMENTATION OF A GPS/INS Gio1 thigu

TIGHTLY-COUPLED SYSTEM APPLIED IN
URBAN ENVIRONMENTS

Summary

This paper presents the implementation of a GPS/INS
tightly-coupled system applied in urban environments.
In this integration technique, the information of
satellite distance and Doppler frequency is extracted
and calculated for building the measurement model
in the integration system. Accleration, gyroscope and
magnetic value from INS are used for the process model.
An 23-state extended Kalman filter is formulated
to estimate position, velocity, bias, scale factor, and
clock error. The experiment is carried out outdoor in
urban environments where GPS signals are randomly
lost in order to evaluate the system accuracy. The
experimental results have shown the GPS/INS tightly-
coupled integration gives better performance that the
GPS/INS loosely-coupled integration.

Keywords: attitude estimation, extended Kalman filter,
tightly-coupled GPS/INS integration.

Classification number 2.2

*Tac gia lién hé: Email: duynguyenhoang007@gmail.com
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Ngay nay, voi xu hudng nang cao do chinh
x4c va tinh 6n dinh trong linh vuc dinh vi dbi
tuong, hé théng tich hop GPS/INS tré thanh mot
dé tai nghién ctru rat phd bién. Hudng tiép can
nay giup dam bao tinh chinh xac trong viéc xac
dinh quy dao cua ddi twong khi thiét bi thu chi
nhan duoec tin hiéu tir 3 vé tinh tro xuéng va giip
han ché cac sai s6 quy dao theo thoi gian [1].
Hién tai, c6 3 kiéu tich hop cho hé thong GPS/
INS: tich hop 1ong (loosely coupled), tich hop
chat (tightly coupled) va tich hop cuc ky chat
(ultra-tightly coupled) [2]. Trong céu triic tich
hop 16ng, cac gia tri do vi tri va van tdc tir thiét bi
thu GPS sé tich hop véi mo hinh INS dé gidi han
sai s6 ctia mo hinh. Do d6, ngd ra cta hé thong
nay phu thudc nhiéu vao do chinh xac cua thiét
bi thu GPS, néu thiét bi thu GPS khong xéac dinh
duogc quy dao do bi che chin thi hé théng nay
s& mat on dinh chi sau mot thoi gian ngan [3].
Véi cau trac tich hop chat, hé thong s& khong
sir dung két qua tinh todn quy dao tir thiét bi thu
GPS, ma no s& nhdn cac gia tri gbc cua timg vé
tinh truyén xudng thiét bi, bao gdbm khoang cach



vé tinh va tan s6 Doppler. Tl cac gia tri do nay, thuat
toan udc luong PVT dugc su dung dé xac dinh mo
hinh do luong cho hé thdng [4]. Thach thirc 16n nhat
cua phuong phap nay la phal Xur 1y t6t viéc khir nhidu
cta tin hiéu vé tinh truyén xuong nham dam bao do
tin cdy ciia mo hinh do luong. Néu giai quyét tot thach
thirc nay, ching ta s cai thién dugc sai s6 va do tin
cdy ciia hé thong khi ddi tuong di vao ving tin hiéu vé
tinh khong 6n dinh va sb vé tinh nhan dwoc nho hon
bdn vé tinh [5].

Trong vai nam trd lai day, hé thong tich hop GPS/
INS dé dugc cac nha nghién clru trong nudc xay dyng
va tmg dung vao thuc té. Tiéu biéu nhat trong s6 nay
la @ tai KC06.02/06-10 “Nghién ctru, thiét ké, ché
tao thiét bi dinh vi vé tinh phuc vu giam sat, quan ly
phuong tién giao thong duong bd, duong sat” ciia TS
Nguyén Thanh Hai, Truong Pai hoc Giao thong Van
tai. Tuy nhién, cung véi cac cong trinh khac, phuong
phap tich hop sir dung trong hé thong 1a phwong phap
tich hop 16ng. Chinh vi thé, trong bai bao nay, hé thong
tich hop INS/GPS theo cau tric tich hop chit duge xay
dung va thtr nghi€ém trong moi truong do thi, noi ma
tin hiéu GPS bi che chin va bi gian doan ngau nhién
khi d6i twong di chuyén.

Nghién ctru nay dugc phan thanh 2 phan chinh: thir
nhit 14 xay dung va thuc hién thuat toan udc lugng
trong hé thong tich hop INS/GPS trén méi truong
Matlab; thir hai 12 xay dung hé thdng thu thap dir liéu
trén nén vi xir Iy dé kiém nghiém va danh gia. Hé
théng thtr nghiém dugc xay dung dua trén cac thiét bi
gia thanh thap: thiét bi thu GPS U-blox 6 va cam bién
quan tinh ADIS16405 duoc st dung lam cac thiét bi do
trong mo hinh GPS va INS twong tng. Cam bién c6 tbc
dd cap nhat 100 Hz, dugc st dung dé udc luong vi tri
va hudng cua vat; viéc udc lugng hudng s€ dugc thuc
hién boi 2 bd loc Kalman dua trén cac gié tri ngd vao
gia toc, van toc goc va tir truong [6]. Thiét bi thu GPS
cung cap gia tri goc tu tin hiéu v¢ tinh voi tan sd cap
nhat 1a 5 Hz. Nhiing dir liéu thtr nghiém dugc thu thap
khi déi twong di chuyén ngoai troi s& duoc dua vao bo
wéc luong dé danh gia chit luong cua hai ciu trac tich
hop chét va tich hop long.

Mo hinh tich hop GPS/INS
Céu triic mé hinh INS

Bai toan INS dat ra 1a phai xac dinh quy dao chuyen
dong cua vat dya trén cac gia tri gia toc va van tbe g6c
gui vé. M6 hinh chuyén dong cia d6i tuong trong hé
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toa d6 ENU duogc dua ra trong nghién ctru cua Shin
2001 [7]. Tuy nhién, trong mo hinh INS cua cac nghién
ctru nay, ma trgn xoay DCM duogc cap nhat truc tlep tur
cac gia tri gia toc va van toe goc cua cam blen dong
thoi phu thudc vao vi tri va van tde ngd ra, dan dén sai
s6 16n va tich lity theo thoi gian. Chinh vi thé, trong
nghién ctru nay, mo hinh INS nhu m6 ta ¢ hinh 1 dugc
thay ddi v6i mot bo ude luong hudng doc lap dé xac
dinh ma tran xoay DCM lam cho sai s6 ngd ra khong
anh huong dén ma tran nay, nhitng wu diém khi sir
dung két hop bd udc lugng hudng duge néu trong tai
liéu tham khao [8].

Hudéng

Van toe

J" Vi tri

R S/
T v

Trong truong va
van toc goc theo [«
vi tri va van toc.

A 4
v

Van tbe
goc

Bo ude
luong hudéng

—

Hinh 1: thudt toan INS

MO hinh chuyén dong cua ddi tuong trong hé toa do
ENU dugc biéu dién nhu sau [9]:

7 D" )

=R (200 ) g )

Rn )

’ Ry (%, -, 3)
Trong do:

e Phuong trinh (1): #*=[¢ X &] la vi tri dia 1y cua
ddi tuong, gém vi dgf), kinh ’d(f) va dd cao,
v'=[V; ¥y V] la van toc ciua doi tuong, D la ma
tran chuyén ddi van tbe trong h¢ truc ENU sang tde
d6 thay doi trong h¢ toa do dia ly.

e Phuong trinh (2): ¥ 1a gia tdc trong hé truc ENU,
£ 1a véc to gia tde do duge tir cam bién, g” 1a véc
to gia toc trong trudng, Q2 1a ma tran chéo cia véc
to o (toc d0 quay cua trai dat biéu dién trong hé
truc ENU),
d(f)q quay cua h¢ truc ENU ung vo6i hé truc ECEF
biéu dien trong h¢ truc ENU).

e Phuong trinh (3): Q4 1a ma tran chéo cua véc to o},
(1a téc do quay gﬁa hé truc body-frame rng véi hé
truc ECI biéu dién trong hé truc body-frame), % 1a
ma tran chéo ciia véc to w?, (1a toc do quay ctia hé

O la ma tran chéo cta véc to w?, (toc
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truc ENU ung v6i hé truc ECI biéu dién trong hé truc

body-frame).

Vi cac thiét bi hoat dong trén mién thoi gian roi rac
nén vén toc va vi tri ciia d6i twong chuyén dong duoc
101 rac hoa véi thoi gian 14y mau Az nhu sau [10]:

Vi =V AV v VAL

4
na=r +0.5D(v,’f +v,'{'+1)At “)

Ciu triic tich hop chat

Trong bai bdo nay, phuong phap tich hop GPS/INS
theo céu trac tich hop chit dugc thuc hién véi 23 bién
trang thai va st dung bd loc Kalman dé uée lugng cac
bién trang thai nay. Hai m6 hinh dugc dua vao bd loc
bao gém: mo hinh qua trinh duogc thiét 1ap dua trén mo
hinh dong hoc INS va moé hinh do luong dya trén mo
hinh GPS PVT [11] dugc xac diﬁh tir cac thong sé cua
ting vé tinh. CAu tric ciia mé hinh duoc néu ra & hinh
2. Trong céu hinh nay, PR va PR tuong tng la khoang
cach vé tinh dén thiét bi thu va téc do thay doi ctia no.

Phuong trinh trang thai cua mo6 hinh qua trinh dugc
biéu dién nhu sau:

)

x=Fx+Gu

Vi F'1a ma tran dong hoc mo hinh, x 1a véc to trang
thai, G 1a ma tran dau vao nhidu mé hinh, u 1a véc to
nhidu do luong trong cam bién quan tinh. Biéu thirc

ctia chiing duoc biéu dién bén dudi:

Hiéu chinh vi trf, van tbc va hudng cua INS
¢ Hi¢u chinh bias, scale factor cua IMU
L Vi trd, van te va hudng
MU Gia toc Thuét toan R
Van toc goc, INS
tr truong PRy PR,y
Vé tinh Boloc
Kalman
/)
. PR, Doppler, | Thujt toan GPS PVT
Tham sb quy GPS
dao vé tinh /) Higu chinh clock bias, clock drift
Hinh 2: cdu triic tich hop chat
TAP CHI
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bx=|6P" &' € 6b, 0b,0S, S, 6[cbly,) 6(ctt,, )]T (6)

Fop oy Fpo O 05 O3 O3 0y 0y

F, F, E. R 0, R.F 0, 0, 0,

E, F, F. 0, R 0, RW, 05y 0y

O3 Ops Ois fu O Oy L N (7)
F= Om Om Om Om fgbg 03x3 Om ng] Ole

O Ops Oy Oy Oy G, O3 0y 0y

0 O O O O O3 B 0y 0y

R U U UN U 0, 10

L U U S UR U 0, 0 1

05 O3s Oig O35 05y 0550, 0

R 055 055 O35 Oy 0550, 0,

Ops Ry 0y5 0y 055 0,50, 0,

035 O35 Lz O3 055 05505 0
G={0y; O35 Oy L3 05y 0550, 0y (8)

035 O35 Osg O35 Lis 05505 0

035 O3s Oig O3y 05y L5505 0y

03 Ous Oy Oy Opy O 1 0

O3 Oz Oy3 Oy O3 05 O 1

Vector trang thai bao gém: sai sb vi tri 6P", sai sb
van téc & trong hé truc ENU, sai sb huéng €, sai sb
bias cta gia téc 6b, va van téc goc 6b, , sai sb scale
factor clia gia tdc ss, va van tdc goc és,, clock bias

8(ct,g,) va clock drift 6(cét,,) cua thiét vi thu.

Vector u 1a nhicu trang, va ma tran hi¢p phuong
sai ctia nhiéu dugc xac dinh nhu sau:

©9)
g=2 (10)

-
V6i o la d6 1&ch chuan cua nhiéu, 71a thoi gian
tuong quan, 9u>9; > 9> 9ee » 9sa>9sc 1 phuong sai cua gia

O = diag (qa qdes 9ba 9pe 9sa qsq )"

toc, van toc goc, bias va scale factor ciia ching. Cac
gia tri nay dugc xac dinh tir dac tinh cam bién cuia nha
san xuat.

Tiép theo, mo hinh do ludong dya trén mo hinh GPS
PVT [12], duoc biéu dién nhu sau:

[ i) e oo

- Zpg PR €pi

Trong d6, H 1a ma tran dinh hinh, z 1a vector do luong
¢ 1a nhiéu do ludng c6 ma tran hiép phuong sai R, ;
PR VA PR tuong ung 1a khoang cach vé tinh do va tdc
do thay ddi cua no.
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PR — PR

| -
=7 PR— PR (12)

Sau khi thanh 1ap dugc 2 mé hinh ciia hé thdng, bd
loc Kalman dugc str dung dé tich hop 2 mo hinh véi
nhau, nham uéc luong véc to trang thai; tr d6 xac dinh
duogc cac gia tri hi¢u chinh sai s6 cho hé théng. B0 loc
Kalman la cong cu duogc ing dung rdng rai trong cac
bai toan khir nhiéu trong hé théng do luong. Qua trinh
thuc hién cua bd loc dugce chia lam 2 giai doan: giai
doan tién du bao cac trang thai (the prediction stage)
va giai doan cap nhat trang thai (the update stage). Cac
giai doan thyc hi¢n nay duoc khai quat trong bang 1.

Bang 1: cac giai doan thuc hién bg loc Kalman

— T — 7T -1
K, =F H, (Hk})k Hy +Rk)
Prediction A o
stage X, =X, —|—Kk(zk—Hkxk)
B :(I*K/fHk)PJ:
Update X = AX, + Bu,
stage B, =A4PA" +0,

Ciu triic tich hop long

Bai b4o nay dua ra cau trac tich hop 1ong nham so
sanh véi cAu trac tich hop chit. Vi cau trac nay, bién
trang thai cia mo hinh chi con 21 trang thai, b6 qua
clock bias va clock drift ctia thiét bi thu va khong thé
hiéu chinh thuat toan GPS. M6 hinh qua trinh va mo
hinh do luong cua hé thong duge mé ta nhu sau:

¥=Fx+Gu

z=Hx+e ( )
O day,
T
. _— 1 n n - ~ ~
sx=[oP" &' € &b, b, 6S, 6S,] (14)
Fpp  Ip Fp. O35 O3 03,5 O35
F, F, F. R 0., R.[" 0.,
Fp £, £ (SR Ry 03,5 Ry oy,
F =105, O35 05,5 /3/741 05,5 03,5 O35 (1 5)
O35 055 055 Oj5 B 03,5 O35
O35 O35 055 055 055 Bia 03,3
Oss 053 053 O55 05 O35 Big
O35 O35 O35 O35 O35 O
Ry O35 053 055 055 0545
O35 R O3z 035 053 055 (16)
O =055 055 I3 03,5 055 O34
O35 O35 O35 f3s O35 05
O35 O35 053 055 [55 Os
Osis O35 053 053 O35 I3
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652 B%PS _BZNS (17)
I_/GPS _ZINS

— 13.\3 03x3 03.\15 (18)
03x3 13r3 03\5

Trong do, ma tran hlep phuong sai nhiéu mé hinh 0,
duogc tinh gidng nhu cu tric tich hop chit. Bén canh
doﬂ, ma tran hle‘p phuong sai R, cia nhiéu do luong c6
thé tim duoc bang thuc nghiém tir vi¢e thu thap dir lidu
tai mot vi tri cb dinh:

(19)

Trong trudng hop nay, bo loc Kalman van duoc str
dung dé udc lugng cac bien trang thai dé hi¢u chinh lai
cac sai sO cua hé thong.

vn’o_ve’o— )

. - 2, 2. 2.
Rk - dlag (O_lat’o—latﬂo—lat >0

MO0 hinh thi nghiém

Cam bién quan tinh dwoc st dung l1a thiét bi
ADIS16405. Céac thanh phan chinh cua IMU dugc néu
trong bang 2.

Bdng 2: thong s6 co ban ciia ADIS16405

Accelerometer Gyroscope
Bias offset (mg) 50 Bias offset 3
(“/s)
Bias drift (mg) 0,2 Bias drift 0,007
((/s)
Scale factor 50 Scale factor 40
(PPM/°C) (PPM/°C)
Output noise 0,9 Output noise 0,9
(mg) ( /s)
Density noise 0,05 | Density noise 0,05
(mg/@) ("/s/\/E)

Cam bién ADIS16405 c6 kich thude nhé va nhe; co
thé cung cép cac gia tri bu sai s6 cua gia toc va van toc
goc theo nhiét d6. Tam do gia téc va van tdc goc cua
cam bién twong tmg 1a 18 g va 300%s; dir lidu truyén
cua IMU gom co gia toe gbc, van tbe goc tur truong
va ap suat. Dit liéu tmyen thong qua chuén truyen SPI.
Trong thir nghiém nay, tdc do cdp nhat dir li€u cua
IMU duoc cai dat 1a 100 Hz.

Thiét bi thu GPS sir dung thiét bi ciia U-blox, ma
thiét bj 1a LEA-6T-1-001. Thiét bi nay chi c6 kha ning
thu duoc tan s6 L1. Trong thir nghiém nay, toc do cap
nhat dir liéu cia GPS duoc cai dat 1a 5 Hz.

Céc dir liéu tir cam bién quan tinh va thiét bi thu
s& dugc 1iy dong bo thong qua vi xir Iy ARM Cortex
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M4 (STM32F4); sau khi dit liéu dugc xur 1y dong bo
s€ duoc truyén 1én may tinh luu trir dé thuc hién thuat
toan. Thiét bi tich hop duoc két ndi thanh khéi va dong
g61 nhu trong hinh 3.

Hinh 3: thiét bi INS/GPS (tréi) - Ublox6 GPS (phdi)

Tir cc thong sd ciia cam bién quan tinh trong tai
licu ciaa ADIS16405, ta xac dinh dugc cac gia tri cua
ma tran hi¢p phuong sai O, nhu sau:

q, :0,5(mg/\/E):5e—4(g/\/E)
q, :0,05(0/s/@)
7,, =0,2(mg) = 2e—4(g) = 0,002(m / s°)

Ty = 200s =q,, =4e—38

7, = 0,007(°/s)

The = 300s =y, = 3,27e—17
0,, =40(PPM /° C)40(°C)=1600(PPM)
7., = 1000s =4, =5,12¢=9
7,, =50(PPM /° C).40(° C) = 2000(PPM)
Toe = 1000s =q,, =8—9

Céc dir liéu thu thap s€ dugc d(‘Sng bd va gui lén
may tinh dé luu trit va xir ly. Trong thir nghi¢m, dit li€u
dugc thu thip ¢ duong bao san golf Him Lam (canh
San bay Tan Son Nhat). Poan duong khoang 4 km,
dugc di theo dudng cong khép kin, cing mot dia diém
bat dau va két thuc; trén doan duong ¢ 4 1an r& hudng
va 2 lan quay dau xe, thoi gian lay mau la 432,07 s.
Hinh 4 mo ta quy dao tham khao trén Google Earth.

Google

Hinh 4: quy dao tham khao trén Google Earth
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Thuc nghiém va két qua

Pé danh gia 2 thuat toan tich lgp long 21 bién trang
thai (LC21) va tich lop chat 23 bién trang thai (TC23),
nhém nghién ctru di kiém tra chang trong 2 truong
hop khi tin hiéu GPS 6n dinh va khong 6n dinh.

Trudng hop tin hiéu thu GPS 6n dinh, két qua nhan
duogc tur 2 thuat todn dugc néu ra trong hinh 5, bang
3 va 4. Puong mau do “ref” 1a quy dao tham khao,
duong mau xanh lyc la quy dao udc lugng tr thuat
toan LC21 va dudng mau xanh 14 1a quy dao udc lugng
tu thuat toan TC23.
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Hinh 5: quy dao woc liwong theo LC21 va TC23
Bang 3: sai 56 theo LC21 khi tin hiéu vé tinh én dinh

Sai s6 RMS
East North Up
Vi tri (m) 0,2058 0,2040 0,0517
Vin toc (m/s) 0,1275 0,1333 0,0769

Bang 4: sai 56 theo TC23 khi tin hiéu vé tinh én dinh

Sai s6 RMS
East North Up
Vi tri (m) 3,0668 4,6046 11,5206
Vin toc (m/s) 0,1709 0,1723 0,2829

Tir cac két qua trén ta thy rang, sai s RMS cuia vi
tri theo hudng East va North cua thuat toan TC23 so
v6i quy dao tham khao twong d6i nhé va cac quy dao
chdng khit 1én nhau (hinh 4). Xét vé do cao, két qua
thuat todn LC21 bam sat theo quy dao tham khao hon
quy dao tir thuat toan TC21. C6 thé giai thich nguyén
nhan cho diéu nay 13 cac ngudn giy ra sai s6 GPS
van chua duoc hiéu chinh tdt nhat dan dén sai sb cua
khoang cach vé tinh PR va tan sé Doppler, boi diéu
kién méi trudng xung quanh va sy thay dbi thuc té
ctia bau khi quyén trai dat. Tuy nhién, nhu ban dau da
dé cap, néu tin hiéu vé tinh chat luong t6t thi phuong
phap két hop 1ong c6 thé cho két qua rét tét; nhung &
nhitng noi tin hiéu vé tinh khong 6n dinh thi phuong



phap nay khong dat do tin cdy cao vi luc dé né phu
thudc vao chat lugng cua mo hinh INS. Do do, dé danh
gia tot hon 2 phuong phap nay, ta kiém tra chung khi
tin hidu vé tinh bi mat.

Trudng hop tin hiéu GPS bi mat va sb vé tinh nhan
duoc <4, ta st dung dir li¢u thu thap dugc va lam mét
GPS trén mét s6 doan duong (ca duong thang 1an nga
ré). Sau do, ca 2 thuat toan dugc thuc hién va kiém tra
sai s6 theo cac hudng East-North-Up dé danh gia thuat
toan. Hinh 6 mo ta nhitng doan duong GPS bi mat, v6i
mau do biéu dién co tin hi¢u GPS, mau den biéu dién
mét GPS.
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Hinh 6: vi tri GPS bi mdt (mau den)

Trong trudng hop bi mat GPS, wu diém cua thuét
toan TC23 1a vin str dung gié tri do luong ctia mot s6
v¢ tinh, trong khi do thuét toan LC21 khong st dung
duogc gia tri nao cho md hinh do luong va chi phu
thudc vao do chinh xac ciia mé hinh INS. Chinh vi thé,
trong truong hop nay, ta danh gia 2 thuat toan LC21 va
TC23 khi GPS chi con nhan duoc tinh hi€u cua 3 hodc
2 vé tinh.

Khi thiét bi thu chi nhan duoc tin hiéu ctia 3 vé tinh,
két qua woc lugng tir 2 mé hinh dugc biéu dién & cic
hinh 7-9 va bang 5, 6.
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Hinh 7: quy dao theo LC21 va TC23 khi nhdan 3 vé tinh
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Hinh 8: sai s6 vi tri theo LC21 va TC23 khi nhdn 3 vé tinh
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Hinh 9: sai s6 van téc theo LC21 va TC23 khi nhdn 3 vé tinh

Bang 5: sai 56 theo LC21 khi nhan tin hiéu 3 vé tinh

Sai s6 RMS
East North Up
Vi tri (m) 20,0751 25,5909 18,2401
Van toc (m/s) 3,6610 3,8624 5,5753

Bang 6: sai 56 theo TC23 khi nhan tin hiéu 3 vé tinh

Sai s6 RMS
East North Up
Vi tri (m) 17,2389 13,0869 21,1925
Van téc (m/s) | 3,2313 2,2047 2,6002

Trong truong hop chi con nhan duoc tin hi¢u 3 vé¢
tinh, tir cac két qua & trén ta thdy thuat toan TC23 tot
hon so véi LC21, quy dao udc luong tur thuat toan
TC23 bam vao quy dao tham khao nhidu hon, nhu
trong cac hinh 7-9; tat ca cac gia tri sai $6 vé vi tri va
van toc (dugc néu trong bang 5, 6) cua thuat toan TC23
déu nho hon sai s6 cia m6 hinh LC21. Tir d6 cho thay,
trong truomng hop chi con tin hiéu 3 v¢ tinh thi mo6 hinh
TC23 tt hon va dang tin cay hon mé hinh LC21.

Khi thiét bi thu chi nhan dugc tin hiéu cta 2 vé tinh,
két qua wdc luong tir 2 mé hinh dwoc biéu dién ¢ cac
hinh 10-12 va bang 7, 8.
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Hinh 10: quy dao theo LC21 va TC23 khi nhdan 2 vé tinh
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Hinh 11: sai s6 vi tri theo LC21 va TC23 khi nhén 2 vé tinh
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Hinh 12: sai s6 vdn téc theo LC21 va TC23 khi nhdn 2 vé tinh

Bang 7: sai 56 theo LC21 khi nhdn tin hiéu 2 vé tinh

Sai s6 RMS
East North Up
Vi tri (m) 20,0751 25,5909 18,2401
Van tbc (m/s) 3,6610 3,8624 5,5753

Bang 8: sai s6 theo TC23 khi nhan tin hiéu 2 vé tinh

Sai s6 RMS
East North Up
Vi tri (m) 1,8862 4,2944 10,4788
Van tdc (m/s) 0,2241 0,5538 1,7025

So sanh két qua trong trudng hop chi con tin hiéu
cua 2 v¢€ tinh so voi con 3 v¢ tinh, thi r6 rang chét
lugng cua thuat toan TC23 khong tdt hon va cac sai
s6 tang 1én, chimg t6 anh hudng ciia s6 lwong vé tinh
trong mo hinh. Tuy nhién, néu xét voi thuat toan LC21,
thi tir bang 7 va 8 cho thiy chét luong cua thuit toan

TAP CHI

ghoaHoC\i

At (\lam 58(1) 1.2016
CUNOG NOHE VICL

1Yaitl

TC23 van tét hon so véi LC21. Hinh 13 1a bicu db sai
s6 RMS cua 2 md hinh LC21 va TC23, tir d6 c6 thé
danh gia 2 m6 hinh mot cach tryc quan hon.
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Hinh 13: biéu do sai s6 RMS ciia 2 mé hinh LC21 va TC23
Kéet luan

Trong bai bao nay, nhom tac gia da xay dung dugc
mo hinh tich hop GPS/INS theo ca 2 phuong phap két
hop 16ng va két hop chit. Nhom nghién ciru ciing da
xdy dung dugc hé théng thu thap dit liéu dé danh gia
mo hinh, giai ma dugc cac thong tin GPS can thiét va
hiéu chinh sai s6 ctia no Tuy nhién, viéc giai quyét anh
hudng cia cac sai s6 do méi trudng xung quanh van
chua triét dé; didu d6 duoc chimg minh trong truong
hop tin hiéu GPS 6n dinh mé hinh két hop chit van con
sai 1éch 16n hon so véi mé hinh két hop 1ong. Trong
truong hop thong tin quy dao cua thiét bi thu bi mat,
chi con nhan duge tin hiéu cua 3 hodc 2 vé tinh, thi két
qua udc luong ciia mé hinh tich hop theo ciu tric két
hop chit tot hon céu trac két hop 16ng. Chét lugng cua
mé hinh két hop chat phy thudc vao sb lugng vé tinh
ma thiét bi thu GPS nhan duoc, néu s vé tinh cang 16n
thi d¢ tin cdy cuia moi truong cang cao.
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Nghién cuu thiét ké thiét bj do nang lugng 1 pha khong day
Ung dung trong cac toa nha thong minh
Lé Quyét Thing’, Tran Vin Manh, Trinh Cong Dong, Nguyén Huy Phwong, Nguyén Hoang Nam, Bui Diang Thanh

Truong Pai hoc Bach khoa Ha Ngi

Ngay nhan bai 21.10.2015, ngay chuyén phan bién 26.10.2015, ngay nhan phan bién 23.11.2015, ngay chap nhan ding 30.11.2015

Bai bao trinh bay vé phén tich thiét ké va ché tao thiét bi do ning lwong trong mach 1 pha, irng dung trong
toa nha thong minh. Thiét bi nay dwoc phat trién dwa trén vi diéu khién Pic18f87j72, trong dé sir dung
bién dong dé do dong dién va sir dung mach phan ap dé do dién ap. Phan mém thu thip s6 liéu ciaa thiét bi
thong qua maAy tinh giam sat dwoc xay dung trén Visual Studio, cho phép nguoi ding dé dang kiém soat

cac so liéu do dwgre.

Tir khéa: thiét bi do ning lwong, thudt gidi, truyén thong ZigBee.

Chi s6 phén loai 2.2

DESIGNING THE ONE PHASE
ENERGY MEASURING DEVICE
APPLIED FOR SMART BUILDINGS

Summary

This paper presents the analysis, design
and implementation of an energy
measuring device in the one-phase
circuit as a result of application of
intelligent buildings. This device was
developed based on the microcontroller
Pic18187j72, including the current
measurementusingcurrenttransformers
and the voltage measurement using
potentiometer circuit. A data collection
software on a computer was written on
Visual Studio, allowing users to easily
monitor measurement data from the
device.

Keywords: energy measuring device, the
algorithm, ZigBee.

Classification number 2.2

*Tac gia lién hé: Email: lethang5282@gmail.com

TAP CHI

fioanoc |

At qu 58(1) 1.2016
CONG NGHE 1iCL

1Yaitl

Gioi thiéu

Nha thong minh c6 thé hiéu 1a nha Gmg dung cong nghé tu
dong hoa lam cho con nguoi c6 cudc séng thuan tién hon. Hién
c¢6 nhiéu nghién ciru lién quan dén nha thong minh, trong do6
¢6 thé ké dén cac nghién ciru lién quan dén céc thiét bi tiéu thy
nang luong thap st dung song wifi ding cho tu dong hoa toa
nha [1], cac Gmg dung trén cac nén tang di dong nhu Android,
i0S... cho hé thdng nha théng minh [2]. Ngoai ra, con c6 nghién
ctru vé nha thong minh tich hop tinh ning tiét kiém ning luong,
quan ly nang lugng thong qua vi¢c phan tich cach thic str dung
clia nguoi tiéu dung [3, 4], va xdy dung hé thong nha thong
minh dya trén cong nghé nhung, truyén thong 3G, truyén thong
Zigbee nham khic phuc cac nhuogc diém vé tinh roi rac don 1¢,
kha nang truy cép yéu, tao ra hé théng linh hoat ca ciu trtic phz‘?tn
cimg va phan mém [5, 6]. Cac nghién ctru vé van dé sir dung
thuat nglt nha thong minh mot cach chinh xac va khoa hoc trong
khong gian theo vi tri va moi truong lam viée cling duoc néu ra
trong [7].

Viéc nghién ctru phat trién thiét bi do nang lugng 1 pha véi
nhiéu tinh ning linh hoat dua trén vi diéu khién van 12 huéng
nghién ctru dang dugc quan tdm. Viéc lam chu cong ngh¢ cling
nhu dua san pham vao sir dung thuc té trong cac toa nha 1a muc
tiéu cia nghién ctru nay.

Thiét ké thiét bi do va giam sat nang luong 1 pha

So d6 khoi

Mo ta vé hé théng do ning luong trong toa nha dugc thé hién

a1



trén hinh 1, trong d6 thiét bi do ning lugng (thiét bi 1,
thiét bi 2...) 1a cac phan tir trong hé thong.

\
I

Thiét bi My tinh VEdb thi
trung tam gidm sat )
~—
SR
@ \ Bua lén
Web Server
—/

Hinh 1: so @6 khoi ciia hé thong

Mo ta vé thiét bi do nang luong dwoc thé hién trén
hinh 2, dong dién (1), dién 4p (U) can do dugc dua
qua bién dong, mach phan ap qua bo loc thong thap
vao khdi xtr 1y trung tdm thong qua chip Pic18f87j72
ctia MICROCHIP dugc thiét ké chuyén dung cho dong
hd do dién tir v6i hiéu sudt tinh toan cao, hoat dong
v6i nhidu chire nang ADC (Analog digital converter)
¢6 do chinh xac, diéu khién man hinh LCD (Liquid
crystal display) linh hoat. Tai day, cac thuat toan dugc
ap dung dé xtr 1y tin hiéu do; sau khi hiéu chinh s&
thong qua giao dién, truyén phat va hién thi ¢ cac dang
khéc nhau.

Zigbee/
GPRS

USB/RS
232

Tin >

Mach do lwong
& diéu khién

Giao
dién

Uin

LCD/GL
cD

Hinh 2: so dé khéi thiét bi do nang hrong

Thiét ké phén cirng
Do dong dién:

Phuong phap do dong dién xoay chiéu dugc tom
lugc trén hinh 3. Bién dong ¢ nhiéu uu diém vé chit
luong do, dé thuc hién va gia thanh thép nén duoc lua
chon 1a giai phap do trong nghién ctru nay. C4u tao cia
no6 gidng véi bién ap, bao gdbm 2 cudn day va 1 15i tir,
2 cudn day dugc goi la cuon so cép va cudn tha céip.
Cudn so cp thuong chi c¢6 1 dén 2 vong day, cudn
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thir cip c6 toi hang nghin vong ddy. Dong dién xoay
chiéu trong cudn so cap tao ra 1 tir truong xoay chiéu
trong 101 tur, tr truong nay gay ra 1 dong dién xoay
chiéu trong cudn déy thir cdp. Muyc tiéu quan trong khi
st dung bién dong 1a dong dién trong cudn thir cap s&
tuyén tinh voi dong dién trong cudn so cap.

I Cam bign Hall |

—Y—

Mach cong ap

Drong dign
woay chigu
[lem)

r—L\

Bign tr Shu nt|

Bign ding

BPign 3p xoay
chigu [nha)

Bién &p tham
chigu chuan

Delta-Sigma
ADC

Dign 3p mot
chigu {nha)

—

Vi digu khign

Hinh 3: heu d@6 cdc phwong phdp do dong dién

Do dién ap:

M6 ta vé do dién ap duoc thé hién trén hinh 4, trong
nghién ctru nay st dung dién tré phan ap két hop véi
mach loc thong théap, trong d6 tin hiéu do dugc dua
vao bd AFE (Analog Font End), chung dugc thiét ké
dé dap ung céc tiéu chuan do luong qudc té, tich hop
nhiéu tinh nang khuéch dai, loc, bu pha, chuyén doi
dugc dién 4p am, voi do phan gidi lon (16 dén 24 bit)
va co thé 1ap trinh dugc. BO ADC su dung thuét toan
nham giam thoi gian nhan ri trong chuyén doi, cai
thién chi sé6 THD (d6 méo song hai). Truéc mdi bd
chuyén dbi 1 bo khuéch dai (PGA), khuéch dai cac tin
hiéu yéu, cho phép dién ap nho di qua, cho phép tich
hop cac cam bién dién ap, dong dién nhu: bién dong,
bién 4p, dién tré shunt, cudn day rogowski. ..

Thiét ké phan truyén thong:

48



BiEn ap xoay
chieu {I5n)

Bien tnr phan
ap

Bien ap tham
chigu chuan

Delta-Sigma
ADC

Wi digu khign

Hinh 4: heu d6 cdc phirong phdp do dién dp

Phan truyén thong duogc chia lam 2 khéi riéng biét,
khéi thir nhat thyc hién nhiém vu truyén dit liéu 1én
may tinh théng qua USB phuc vu cho viéc g& rdi
chuong trinh va hi¢u chinh thiét bi. Mach st dung chip
PL2303 két hop thém cdp Optocoupler 6N137 nhim
dam bao an toan tuyét d6i cho mdy tinh, cach ly hoan
toan khoi thiét bi (hinh 5).
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Hinh 5: so' dé két ndi truyén théng véi may tinh
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Khdi thir 2 thue hién nhiém vu truyén dit lidu vé
trung tim thong qua truyén thong Zigbee/GPRS va
module F8913 cua hang “Four-Faith” tuin theo tiéu
chuan IEEE 802.15.4, dai tan: ISM 2,4~2,5 GHz (hinh
0).

33v

3
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o ; vee Do %
MPU_RI2 DOUT D
10k 1
wpiTe O j DN oC —};l
0 5 RDIDE 0D K3
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GNDB O————— Ghp 02—
FBS1aD

PACKAGE=F8813D

Hinh 6: so dé két néi truyén thong Zigbee

Thiét ké phan mém
Phan mém viét cho vi diéu khien:

Phdn mém dugc viét theo luu dd hinh 7, sau khi
duoc Cé.p nguén, thiét bi s& khai dong cac tinh nang can
thiét, sau 3s dé may tinh guri 1€nh hi¢u chinh Xuéng, khi
thiét bi nhan dugc 1énh hiéu chinh, né s& bat c& hiéu
chinh lén “1”, cho phép Iuu lai cac gia tri hi¢u chinh
dugc may tinh giri xudng vao EEPROM, néu qua 3s
ma khéng nhan dugc 1énh hi€u chinh, thiét bi sé tu
dong léy cac gia tri hi¢u chinh trt EEPROM da duoc
hiéu chinh trudc d6 hoac léy cac gia tri mac dinh trong
chuong trinh. Sau do, thiét bi s& hoat dong dua trén sy
diéu khién cua may tinh, néu may tinh gui Iénh hoat
dong xudng, n6 s& cho phép ngit AFE, cho phép thiét
bi 14y mAu tin hiéu trén 2 kénh dau vao, khi da 512
mau s& bat co két thiic qua trinh 14y mau 1én 1, thiét bi
tinh toan cac thong s can thiét sau d6 guri 1én may tinh
va hién thi ra man hinh LCD. Khi may tinh guri 1énh
dimg hoat dong thi thiét bi s& dimg va khong cho phép
ngat AFE. Néu phat hién ra dién ap du6i mic dd dinh
s& xay ra ngit “Low voltage detected” cho phép luu
lai gid tri dién nang da su dung vao EEPROM, tranh
truong hop bi mat dit liéu.
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Hinh 7: luu d@6 thudt toan viét cho vi diéu khién
(H/C: hiéu chinh; HP: hoat dong)

Phan mém gidm sat:

Phan mém giam sat cai dit trén may tinh trung tam,
duoc viét trén Microsoft Visual Studio, thuc hién chirc
nang thu thap dir liéu tur cac thiét bi gui vé, luu trit, vé
db thi tirc thoi cua U va I, v& d thi dién ap hiéu dung
U _RMS, dong di¢n hi¢u dung I RMS, nang lugng tiéu
thy, coso theo gio, ngay, thang (hinh 8).

Le i div i Thong ké
3 . aru triv e . :
Hién thi database/Excel vé dothi E
tigu thu
A

Thu thap
Phéin mém V& dd thi tire
I giam sat : | thoi U; T
Diéu khién

N 3

Oy S V& do thi trung

Canh bao Xuat d6 thi binh U_RMS;
ra PDF I_RMS )

Hinh 8: so' dé tinh ndng phan mém gidm sdt

Chuong trinh ¢6 kha ning tu dong phat hién cong
COM khi c6 1 thiét bi duoc két ndi véi may tinh, thong
bao cho ngudi giam sat biét tinh trang két ndi véi thiét
bi, ban tin dugc truyén nhan thanh cong hay that bai...

Giao dién chuong trinh s€ ty dong thay ddi theo lya
chon cua nguoi giam sat sao cho phu hgp, khi nguoi
giam sat thay doi loai dd thi thi tén va thang do trén do
thi ngay lap tirc s& thay d6i. Thoi gian két thiic thay doi
phu thudc vao thoi gian bit dau, dam bao thoi gian két
thac luon 16n hon thoi gian bat dau (hinh 9).

TAP CHI

HOAHOC |/

o 1A qu 58(1) 1.2016
LUNG NGHE ' ICL

aill

Menu  Config  About & I
brosed i B
coMe ity
e 20
400000
-
Duta Se
> 4
5
Parity &
Nore & a2 3
Step 330
1
= H = =
Measuremant Points
Conrect
Uption
Ofest .
-
g
5 s
-
i B ) 3 s P
Measurement Points
Offset_U- 0
LY Ums:  Irms: P a s Cos: F: e 4
Shit: 0 S)
DisConnect 5

Hinh 9: thiét ké giao dién chwong trinh gidm sat
Két qua nghién ciu

Budc dau, nhém nghién ctru da tién hanh thir nghiém
mach vdi céc tai 1a thuan tré. Cac tai thir nghiém nay
c6 san trong phong thi nghiém ctia Vién K§ thuat Diéu
khién va Ty dong hoa, Truong Pai hoc Bach khoa Ha
Noi, phuc vu cho cac nghién cuu vé thay ddi tinh chét
ctia tai. Céc thong tin vé thiét bi do, két qua dong dién,
dién ap duoc thé hién trong phﬁn sau. Do sai s cua
linh kién, c4c loai nhiéu, diéu kién thoi tiét, va nhiéu
yéu t6 khach quan, thiét bi do duoc hiéu chinh bang 1
may phat tin hiéu chudn, phat ra tin hiéu c6 cac thong
s6 nhét dinh, sau d6 st dung thiét bi, do tin hiéu duoc
tao ra, so sanh két qua va tién hanh hiéu chinh sao cho
dat d6 chinh xac nhu may phat tin hiéu chuan (hinh
10).

Hinh 10: chay thir nghiém voi tai thuan tré

Mach do nhan céc thong s6 ctia mach 1 pha tur tai
can do; dir liéu sau khi duoc tinh toan béng bo AFC
dugc giri dong thoi dén ZigBee va may tinh, thé hién
trén hinh 11. Két qua ban dau cho thiy, thiét bi hoat
dong tot, ngay ca khi mot s6 nhidu dugc tao ra trong
qua trinh thtr nghiém thi cac thuat toan cai dat trong
vi diéu khién da dé dang tim ra cac diém bat dau cua
chu ky tin hiéu xoay chiéu dé tir d6 xac dinh duoc cac
thong sb lién quan nhu goc pha, hé s6 cong suat.



Menu  Config ~ About

"|g[&|E
uv)

i
1R

0
Measurement Points

SR 06S) Ursm:226.47 Irsm:2.34 P:529653  Q:6.880 $:520698  Cos:1000  F:50.08 E- 003

Hinh 11: gia tri do duoc va vé do thi trén may tinh
Ket luan

Céc két qua dat duoc cho thay, thiét bi do ning
luong trong mach 1 pha da hoat dong 6n dinh trong
phong thi nghiém. Hién thiét bi dang duoc phat trién
thém céac thuat toan dé tang sy linh hoat khi ap dung
vao thyc té, trong d6 c6 thé ké dén 1a viéc cho phép
ngudi dung giam sat sé liéu vé niang lugng thong qua
céc thiét bi di dong.

Budc dau truyén thong giira thiét bi va may tinh
giam sat duoc thuc hién théng qua giao tiép USB da
hoat dong tdt. Dy kién budc tiép theo s& trién khai
thong qua mang GPRS/3G dé cho phép nguoi ding co
thé giam sat cac s6 liéu do thong qua mang vién thong.
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Xay dung giai phap canh bao sém tinh trang chay rling
Nguyén Chi Ngén*, Luu Trong Hiéu, Pham Bio Nhén
Pham Duy Nghiép, Nguyén Chanh Nghi¢ém
Truong Pai hoc Cén Tho
Ngay nhédn bai 16.10.2015, ngay chuyén phan bién 20.10.2015, ngay nhan phéan bién 19.11.2015, ngay chip nhan dang 24.11.2015

Nghién ciru cung cip glal phap canh bao s¢m tinh trang chay rirng bang cach nhin dang khoi. O m01 diém
quan sat, m¢t webcam c6 kha ning quét mot goc rong 360° aé nhén dién nhirng lan khoi diu tién boc 1én tr
khu vuce ¢6 chay va canh bao cho nhlrng don vi, ca nhan lién quan bang nhleu hinh thirc khac nhau. Phin
cung cua thiét bi cianh bao bao gom: (i) aé Xoay dugc Kkiém soat béi bd diéu khién PID tich hofp trén vi
dleu khlen ATTINY 2131, (ii) webcam két noi voi may tinh. Phan mem cai dat trén may tinh c6 kha nang
diéu khién dé xoay quét tuan hoan mét goc 360° (dé khoi phai lap nhiéu camera), Xt Iy hinh anh thu dugc
tir webcam, lgc thong tin va nhan dién khéi. Thuit toan trir nén dwgc 4p dung dé phan tach d6i twgng ra
khoi khung nén, sau d6 cac thuit toan co gian, nhan dién canh dwgc ap dung daé xac dinh vi tri khéi dang
bbc 1én. Két qua ban diu cho thay, giai phap dé xuét rit kha thi va hoan toan c6 thé trién khai vio thuec te.

Tuw khda: nhan dang khoi, phong chong chay rirng, xu ly danh.

Chi sé phén logi 2.2

DEVELOPING A SOLUTION
FOR EARLY DETECTION
OF FOREST FIRE

Summary

This paper proposes a method for early detection
of forest fire based on smoke detection. At each
observation point, a webcam that can rotate in
360° is used to detect the very early flowing up
smoke to alarm the officers. The hardware system
includes two different parts: (i) a rotatable base
that is controlled by a PID controller integrated on
ATTINY 2131 microcontroller, (ii) a high resolution
webcam connected to a computer. A software
program is executed to control the rotation of the
base in 360° and detect the smoke in the image
captured by the webcam by the background
subtraction after noise elimination to recognize the
right position of smoke. Experimental results have
shown that the proposed system is feasible and
applicable for early detection of forest fire.

Keywords: computer vision, early detection of forest
fire, smoke detection.
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Pat van de

Ngay nay, phong chbng chay rimg dang 1 van
dé duoc xa hoi rat quan tam. Chay rumg la tham
hoa, gay thiét hai 16n dbi voéi tinh mang va tai san
cua con nguoi, tai nguyén rung va moi truong
song Chay rung khong nhiing tac dong dén mot
quoc gla ma con anh hudng dén ca khu vuc va
toan cau. Cac giai phap phong chéng chay dang
duogc céac nha khoa hoc tap trung tim phuong phéap
phat hién va canh bao som dé cé giai phap phong
ngura hodc chira chay kip thoi. Phuong phép phong
chéng chay dya trén v¢€ tinh va robot ty hanh dugc
dé xuat boi [1-3]. Tuy nhién, giai phap nay lai tén
kém nhiéu chi phi cho thiét bi. Phwong phap st
dung cac cam bién hong ngoai phong chéng chay
nd cho rimng hodc cac ham mo dugce trinh bay boi
[4-6]. Tuy nhién, khi chady xdy ra, cong tac ctru hd
s€ trd nén kho khan va phuec tap. O Viét Nam hién
nay, cac giai phap phong chdng chay rimg hién tai
chi thuc hién bang phuong phap cong nghé thong
tin dia ly GIS (Geographical Information System)
[7, 8] nham do dac va tinh toan dy doan ving
nao c6 thé xay ra chay theo 5 cap khac nhau. Tuy
nhién, giai phap nay khong thé phong chéng chay
do nguyén nhan tir phia con nguoi.

Theo s6 liéu théng ké ctia Cuc Kiém lam, trong
giai doan 10 nam (2002-2011), ca nudc da xay ra



7.380 vu chay rung; di¢n tich rung bi thiét hai 49.837
ha. Binh quan 715 vu/nam, dién tich rung bi thiét hai
gﬁn 5.000 ha/nam [9]. Trong khi do, cac phuong phéap
va cong cu hd tro cong viéc phong chdng chay rimg &
nude ta con kha tho so nén co hiéu qua twong dbi thap.
Céch phd bién dé kiém tra mot khu rimg 1a cac can bo
kiém 1am hodc nhan vién bao vé rung di tuan tra hodc
thiét lap céc thap canh & mot sb vi tri dic biét. Tuy
nhién, dién tich rimg thudng bao gdm mot khu vuc rat
rong 16n nén moi nguoi khong thé quan sat mot khu
rimg chi bang cac phuong phap trén. Két qua 1a mot
khu vyuc rirng rong 16n thudng bi tan pha khi chay rung
xay ra. Do d6, van dé xay dung hé théng phat hién
va canh bao som chay rimg duoc dit ra mot cach cap
thiét. Nghién ctru nay trinh bay mot giai phap thiét ké
thi nghiém danh gia va hoan thién kha ning nhan biét
va canh bao chay rung dua trén viéc nhan dién khoi st
dung webcam dé giam chi phi thyc hién. Thiét bi thi
nghiém duoc thiét ké nho gon va 1ép dat trén cac diém
quan sat dé giam sat rimg tir trén cao. Phan ctng cua
thiét bi c6 thé xoay toan b quanh tryc. Phdn mém trén
may tinh két ndi v&i camera chiu trach nhiém nhén
dién khoi.
Noi dung nghién ciu

Bai bao nghién ciru giai phap phong chéng chay
rimg bang hinh anh duya trén phuong phép trir nén. Pau
tién, hinh anh nhan duoc tir webcam sé duoc chuyén
d6i sang hé mau HSV, sau d6 phuwong phap trir nén
dugc ap dung trén chuan mau nay. Trong phuong phap
nay, 30 khung hinh dau dugc dung lam dir liéu nén,
cac khung hinh tlep theo so sanh d6 1éch diém anh véi
30 khung hinh trude. Két qua ciia phuong phap nay
dugc loc nhiéu bang phuong phap co gidn anh. Sau do,
thudt toan nhan di¢n canh dugc ap dung. Toa dd vi tri
ctia cac canh duoc Iuu lai trude khi duge xuat ra dé so
sanh két qua.

Chuyén doi hé mau

Chuan mau RGB dugc sir dung rat nhiéu trong hinh
anh va phim anh. Mdi mot diém anh sé& chira 3 gia tri
8 bit dugc thé hién boi 3 mau: do (red), xanh 1a ciy
(green) va xanh duong (blue). Diéu nay gitip miéu ta
diém anh sinh dong va dep mat. Tuy nhién, chuan mau
nay rat nhay cam véi anh sang. Dé khic phyc diéu do,
anh mau tir webcam duoc chuyén tir chuin RGB sang
HSV duya theo [10]:

V: = max(R, G, B), (1)
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. _ V—min (R,G,B)
St = min (R,G,B) ’ @
bat:
r:=( VR)/(V—-X), 3)
- g=V-9/V-X),
- r=(V=B)/(V = X)
Néw:R=V thi H := {5 +b G=X
1—g, else
I . (1+r, B=X 4)
Néu: G=V thi H = { 3—b else
. _(3+9, R=X
Hoge:  H = { 5—R, else
Hodc: H := = (5)
Véi: R, G, Bva H, S, V lan luot 1a gia tri cua 3

chuan mau (R, G, B) va (H, S, V).
Phuwong phdp triv nén

C6 nhiéu phuong phap khac nhau dé canh bao chay
rimg nhu thong tin dia Iy GIS dé du doan kha ning
chay rimg, hodc 1ip dit cam bién nhiét 46 dé danh gia
vi tri. Tuy nhién, cac giai phap trén déu khong thé xac
dinh dugc chay moét cach dot ngdt (do con nguoi) va
kha nang canh bao sém. Trong bai bao nay, nhém tac
gia dé xudt phuong phip canh bao chay rimg bing
cach xac dinh khoi thong qua giai thuat trir nén. Trong
phuong phap nay, nhan dién dbi twong dua trén su so
sanh gitra dir li¢u cii va dir li¢u mdi. Vi vay, viéc thu
thap dir liéu khung ban dau hét sirc quan trong. Cac dir
liéu ban dau nay 1a di liéu nén.

bat p 1a gia tri trung binh cta khung anh va ¢ 1a ¢
sai I¢ch chuan cia khung anh, ta co6:

— _ 3Mip 6
P = =201 ©
— X lp—pi-1l ..
= Sz >1
m — volm @)

Khi khung anh (n+1) dugc cap nhat. Cac gia tri

Pn+1 va gia tri sai léch Op41 can dugc cap nhat dua

trén:
Pn+1 = @.pnyp + (1 —a)p, ®)
Op+1 = Q. |pn+1 - pnl + (1 - O‘)a (9)

Vi a la do 16n thong so cua gia tri moi cdp nhat va



(1-0) 1a gia tri cii dugc tinh toan dua trén tit ca cac gia
tri trudce do.

Nhitng diém anh véi gia tri sai 1éch dya trén Ppn+1
Va Op4q c6 thé dugc dinh nghia thanh ddi tuong can
xac dinh hoac khung anh chung khong di chuyén.

Néu 6,41 > 20 => p,41 la doi tuong,
Pn+1 = Pn V@ Opy4q1 = Op,

(10)

hoidc 0,41 < 26 => ppy4 12 hinh nén, 1dp lai (8), (9).

Tuy nhién, ton tai truong hop hinh nén khong thay
d6i gia tri trong mot thoi gian rat 1au, diéu do dan dén
gia tri sai léch s& bi hoa 1an vao nhiéu (7, ~ 0). Vi vay,
mot gia tri gidi han cho bién sai 1éch vi:

E’r: = maX(Gmin 'G_H) (11)
Néu 6,41 > Pol, => ppsq 12 dbi tuong, (12)

Pn+1 = Pn VaOp41 = Oy

Néu 6,41 < B0y => py441a hinh nén, lp lai (8), 9).

Trong d6 P 1a trong sd, khi p cang 16n, khu vuc ddi
tugng cang nho lai. Thay doi gia tri  cho phép tim ra
ket qua tot nhat cho nhén dang khoéi trong moéi truong.

Nhin dang khoi

Két qua cta phuong phap trir nén tiép tuc duoc xir
ly dé loai bo nhiéu va nhan dang d6i twong. Pau tién,
dwr liéu anh duogc co gian de loai boé di€ém anh qua mo
hoac khong 13 rang. Phuong trinh miéu ta thuat toan
nay duogc trinh bay dua theo:

(13)
(14)

output(x,y) = min(( ) input(x +x',y +v')

x'y')in element

output(x,y) = max(( input(x +x',y +y')

'y )in element)

Sau khi khung nén duoc co gian, khoi dugc xac
dinh bang phuong phap nhan dién canh duya theo [11,
12]. Phuong phap nay, vé tong quat, dugc thé hién qua
5 budc sau:

- Ung dung b6 loc Gauss dé 1am muot anh va loai
bo nhiéu.

- Tim cuong do do ddc cua btrc anh.

- Thyc hién phuong phap non-maximum suppression
dé do bién ctia anh.
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- Ap dung phan ngudng 2 1an dé tim ra cac diém
anh 1a canh tiém nang.

- Hoan thién két qua bang cach loai bd cac canh
trong diém anh nho va khong c6 két ndi anh du 1on.

Trong mdt sd trudng hop, mot khung nén khong thé
cho két qua nhéan dién tt duoc, vi vay, vi tri toa do cac
dbi tugng duoc nhan dién s& duoc luu lai va hién thi
1én trong 30 khung hinh tiép theo. Gia tri nay tim dugc
dua vao cac thuc nghi¢m.

Thiét ké phén cirng

Hé théng dugc thiét ké nho gon c6 kha ning lap dat
trén cac tram quan trc trong rung nhim dap trng kha
nang canh bao sém khi c6 khoi xay ra. Vi vay, mot hé
théng may tinh két hop webcam quan st duoc thiét
ké nham dap tng kha ning quan sat va canh bao chay.
Trong hé théng, mot Webcam Logitech HD Pro C920
c6 do phan giai 1080p, két ndi may tinh bang chuan
USB, c6 kha ning quay phim & 30 khung hinh mdi
gidy va chup anh dat dugc 15 megapixels. Webcam
duoc dit trén bé co thé xoay 360°theo truc Yaw va 180°
theo truc Pitch, do d6 hé théng ¢6 thé bao quat toan bd
tam nhin theo chiéu kim ddng hd. B6 diéu khién cap
thip bao gdm vi diéu khién co6 hiéu chinh PID cho bd
truc xoay. Van tdc va chiéu truc xoay dugc diéu khién
tir may tinh thong qua chuan RS232.

(@)

Hinh 1: truc xoay va webcam: (a) mdt trude, (b) mat sau

(b)

Khi dé xoay, mdy tinh thiét 1ap dé webcam khong
Iwu dit liéu anh, diéu nay giup glam nhiéu trong qua
trinh xir 1y va mat tin hiéu khi truyén dit liéu vé.

Két qua

Két qua thiét ké phan cimg va phan mém dugc nhom
tac gia kiém chung trén nhiéu thi nghiém. Nghién ctru
nay, nhém tac gia chi trinh bay két qué ctia 5 thi nghiém
dién hinh. Do sy han ché vé diéu kién ngoai canh, ¢ 5
thi nghiém nay, nhom tac gia quyét dinh sir dung mot
clip tu dan dung 4 doan clip miéu ta khoi chay rung co
san trén mang dé kiém tra giai thuat. DPac diém chinh

o4



cua cac doan clip nay la camera ghi lai canh chay rung
deu dugc dat ¢ vi tri quan sat tur trén cao, phu hgp voi
muc ti€u nghién ctru.

Thi nghiém 1

DPoan phim vé khéi dugc sir dung dya theo [13],
theo d6, 30 khung anh lién tuc ban dau dugc ding
lam dit liéu nén, tir cac khung anh tiép theo, do lIéch
s& dugc so sanh voi hinh nén gde. Tir hinh 2, phuong
phap nhan dién trir nén loc nhiéu va nhan dién canh
da cho két qua tot. Két qua thyc nghiém cho thay, giai
thuat cho két qua t6t trong doan nay.

(2) (b)

(d)

Hinh 2: thi nghiém 1: (a) anh goc, (b) trir énh, (c) co gidn anh,
(d) nhan dién canh, (e) két qua nhan dang

Thi nghiém 2

Thi nghiém 2 ciing dwa trén doan phim vé& chay
rung theo [13]. Pay 1a doan clip m6 ta dam chay o
bang Colorado, Hoa Ky. Nhan dién doan phim nay
cling cho két qua kha quan, thuat toan khong nhan dién
nhim hinh nén xung quanh (rimg) véi dam chay.
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Trong thi nghiém nay, hinh anh ban dau cin xac
dinh 1a hinh 3(a). Cac thudt toan trur anh, co gian, va
nhan dién canh 1an luot duoc thé hién & cac hinh 3(b),
(c), (d). Viéc nay duogc lap lai trong 30 khung anh lién
tuc, két qua so sanh dugc thé hién ra & hinh 3(e). Tuy
nhién, khac véi thi nghiém 1, khoi trong thi nghiém
nay rd rang hon nén hinh 3(b) va 3(c) khong thé hién
su sai léch 16n.

Hinh 3: thi nghiém 2: (a) anh goc, (b) trir anh, (c) co gian anh,
(d) nhdn dién canh, (e) két qua nhan dang
Thi nghié¢m 3

Thi nghiém 3 dua trén doan phim chay rung theo
[14]. Pay 1a mdt doan clip mi€u ta khoi trén day nui
Alps. Trong thi nghiém nay, doan phim dugc quay tur 1
khoang cach kha xa va kha mo. Tuy nhién, dit li¢u luu
lai sau 30 khung hinh cho két qua rat kha quan. Thuat
toan nhan dién t6t vi tri co chay dang dién ra.

Céc budc tién hanh thi nghiém 3 duoc dién ra twong
tu nhu thi nghiém 2. Tuy nhién, dé dang nhan ra rang,
trong 1 khung hinh két qua nhan dién khoi 1a khong rd
rang. Vi vay, két qua duoc luu lai trong 30 khung tiép
theo 1a can thiét.



(e)

Hinh 4: thi nghiém 3: (a) anh goc, (b) triv anh, (c) co gidn anh,

(d) nhan dién canh, (e) két qua nhan dang
Thi nghiém 4

Thi nghiém 4 dua trén doan phim vé chay ring theo
[15]. Poan clip miéu ta khéi bdc 1én twong ddi mo ¢
mot canh rung tai Phap vao sang sém. Phuong phap
trir nén hién thi két qua khong rd rang, tuy nhién sau
khi duoc co gian anh, két qua nhan duoc twong dbi rd

neét.

Trong thi nghiém nay, hinh 5(b) va 5(c) da cho két
qué rat rd nét vé phuong phap co gian anh. Két qua
sau khi trir nén duoc co gidn cho thong tin rat tot vé
do ro rang cua khoi dang bay lén. Tuy nhién, trong

thi nghiém nay, cac vét khoéi mo khong thé nhan dién

duoc.
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Hinh 5: thi nghiém 4: (a) dnh goc, (b) trir anh, (c) co gian anh,

(d) nhén dién canh, (e) két qua nhan dang

Thi nghiém 5

Thi nghiém 5 dua trén doan phim vé chay rimg theo
[16]. Poan clip thé hién 2 vu chay duoc dién ra cung
luc, phuong phap nhan dién cho két qua rat tot khi gén
nhu cung lac ¢ thé nhan dang dugc 2 dam khoi dang
béc 1én cao.

Céc budc tién hanh thi nghiém nay ciing tuong tu
nhu céc thi nghiém trude. Két qua thi nghiém nay cho
thiy tinh kha thi cia phuong phap khi c¢6 thé nhan dién

2 dam chay cung mat ltc.



(e)
Hinh 6: thi nghiém 5: (a) anh géc, (b) trir anh, (c) co gidan dnh,

(d) nhén dién canh, (e) két qua nhan dang

Bai bao dé xuat giai phap canh bao chay ring dua
trén phuong phap nhan dién khoi. Cac thi nghi¢m thuc
té ban dau tir thuc nghiém va tir cac doan phim ngin
trén mang cho két qua kha quan. Tuy nhién, thi nghiém
con vai han ché: thoi gian xtr Iy cia may tinh 1a tuong
dbi 1au (gan 1 phat); khdi phan cing con chua dugc
linh hoat, van diéu khién tir may tinh. Thuit toan ciing
con han ché khi chua nhan dién duoc may bay tam
thap, swong mu va khi gi6 qua to. Nhom tac gia da tién
hanh khoang 10 thi nghiém khac nhau, tir 46 c6 thé két
luan, thuat toan dat thanh cong ¢ muc gﬁn 80%.

Két luan va de nghi

Chung t6i da nghién ciru thiét ké ché tao va thu
nghiém mot thiét bi dung dé canh bao chay rimg bang
phuong phap nhan dién khoi. Cac két qua thuc nghiém
trong nha va ngoai troi cho thiy, thuét toan dap ung
duogc céac yéu cau dé ra, véi kha nang ndi bat nhu sau:
(i) thiét bi nho gon, c6 kha ning bao quat toan bo tam
nhin theo chiéu kim déng ho; (i) hé théng c6 kha ning
nhan dién khoi trong ca trudng hop khoi rat mo.

Thong qua cong bd nay, nhom nghién ciru kéu goi
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su dau tu thém tir cac to chirc, ca nhan nhim hoan
thién san pham, dwa vao san xuat v&i gia thanh thap,
nham xay dung mot mang ludi canh bao chéy rimg cho
dat nudc.
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Thiét ké may thd mon khdp hang toan phan
Pham Ngoc TuAn", Ho Thi Thu Nga', Phan Phuong Trinh?

'Phong thi nghiém trong diém quoc gia vé Piéu khién sé va Ky thudt hé thong,
Truong Pai hoc Bach khoa, Pai hoc Quoc gia TP Ho Chi Minh
2Trung tam Phdt trién cong nghé va thiét bi cong nghiép Sai Gon

Ngay nhén bai 25.9.2015, ngay chuyén phan bién 28.9.2015, ngay nhan phan bién 29.10.2015, ngay chap nhan dang 6.11.2015

Hién nay, mon khép hang toan phan (KHTP) 1a mdt van dé 1Am sang cin chi y lién quan dén nhiéu bénh
nhan. Dé c6 tri thirc vé hién twong ma sat hoc ciia khép hang nhan tao, cin tién hanh thir mon trén khép
nay nham danh gia kha ning kéo dai tudi tho ciia cac khép ciy ghép. Loai thiét bi thir nghiém co ban nhat
1a may thir mon va ngay nay loai may nay c6 kha nang tai tao qua trinh mon chinh xac hon trong diéu Kkién
in vivo, nén con dugc gm 1a may mo phong May thir mon dwge thiét ké dé mé phéng cac chuyen dong cua
KHTP, bao gom chuyen dong: co - dudi, dang - khép va xoay trong - xoay ngoai trong diéu kién gan glong
v6i co thé nguoi. Cac diac tinh ky thuét ciia may va qua trinh thir nghiém trén may phai dim bao cac yéu

ciu caa tiéu chuin ISO 14242.

Tir khéa: ISO 14242, khép hdng toan phén, mdy thir mon.

Chi s6 phén loai 2.6

DESIGN OF THE TOTAL HIP WEAR
TESTING MACHINE

Summary

Wear of total hip is a significant clinical
problem that involves, nowadays, a large
number of patients. In order to acquire further
knowledge on the tribological phenomena that
involve total hip, wear tests are conducted to
evaluate the possibility of extending its lifetime.
The most basic type of test device is the wear
testing machine, and nowadays, this type of
machine may more accurately reproduce some
of the in vivo conditions, then is also called
simulator. The simulator is designed to simulate
movements of the total hip, which consist of
flexion - extension, abduction - adduction and
inward - outward rotation, under the conditions
rather similar to those occurring in human
body. Its specifications and the test process
must be assured the requirements of ISO 14242
standard.

Keywords: ISO 14242 standard, total hip, wear
testing machine.

Classification number 2.6

*Tac gia lién hé: Email: phamngoctuan.vn@gmail.com
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Phan mé dau

Trong vai thap nién qua, thé gi¢i da co nhiéu ¢
ging trong nghién ctru phat trién cac khép hang nhan
tao thay thé cho khép hang ngudi. Truong hop khép
hang nhan tao duoc thay thé bao gdm diy du cac chi
tiét ciia mot bo khép hang thi dugce goi 1a KHTP. Qua
trinh nghién ctru va phat trién KHTP noi chung phai
trai qua cac budc nhu sau: 1- Lua chon cac vét li€u
tiém ning dya trén co s tinh tuong thich vé sinh hoc,
tinh chét co 1y va mai mon; 2- Thiét ké khop héng nhan
tao va danh gia thiét ké cubi cung bang thir nghiém
KHTP trong cac diéu kién in vivo giéng nhu khép hang
that; 3- Panh gia thtr nghiém trén dong vat tinh tuong
thich sinh hoc cua tat ca cac chi tiét KHTP; 4- Panh
gia thir nghiém 1an cudi trong bénh vién trudc khi dua
KHTP vao st dung.

Trong qua trinh nghién cuu, dé thuc hién buége thu
nghiém trong diéu kién in vivo (budc 2) thi cac thu
nghiém lién quan dén may thir mon dong mot vai tro
quan trong trong viéc danh gia mirc do mon cua KHTP.

Cac vat liéu hop kim titan sinh hoc, polyme sinh hoc
thuong duoc ding dé ché tao cac chi tiét cia KHTP
(chuoi, chom, 16t trong, vo ngoe‘li) Van dé& luya chon
vat liéu va thiét ké cac chi tiét cia KHTP 1a nhiing yeu
tb dong vai tro quan trong dam bao hleu nang va tudi
tho ciia KHTP. Mon ciia KHTP 14 mot van dé 1am sang



quan trong, béi vi mai mon c6 thé gy nén phan tng
mb bat loi dan dén ton hao xuong xung quanh KHTP,
do d6 1am néi long KHTP d3 dugc cb dinh. Mon khép
hang c6 thé dan dén 1ong va nguy hiém hon la trat
khép. Tuy nhién, van dé quan trong nhét 1a khi vat liéu
bi mon sé tich tu lai trong co thé va trong mau, khi xay
ra trong nhiéu nim sé& gay ra cho ngudi sir dung thém
nhiéu bénh mdi, c6 thé dan dén ung thu.

Vi véy, song song v6i qua trinh ché tao KHTP can
thiét ké va ché tao mot may thtr mon nham do chinh
xac d6 mon cua KHTP, tir 6 xac dinh tudi tho va thoi
gian thay thé bd KHTP méi. Chirc ning ciia may thir
mon KHTP la xac dinh do mon ciia KHTP sau mot
thoi gian 1am viéc, thong qua 3 chuyén dong chinh cia
khép hang 1a: co - dudi, dang - khép, xoay vao trong
- xoay ra, dong thoi c6 tai tac dong trong mdi chu ky
hoat dong.

Trong khudn khé dé tai “Nghién ctru thiét ké, ché
tao va thir nghiém KHTP”, viéc nghién ciru thiét ké va
ché tao may tht mon KHTP da duoc tién hanh theo
tiéu chuan ISO 14242-1 [1]. May c6 thé duoc hiéu
chinh va kiém soat luc tac dong trén mau KHTP, duoc
thiét ké mo phong day du cac chuyén dong cua khép
hang khi con nguoi hoat dong, d6 1a cac chuyén dong
co - dudi (FE: flexion and extension), quay vao - ra
(IOR: inwards and outwards rotation) va dang - khép
(AA: adduction and abduction). Trong khudn kho bai
b4o ndy, cac tac gia s& trinh bay viéc thiét ké may thu
mon KHTP néu trén.

Noi dung chinh
Téng quan vé mdy thir mon

May thtr mon KHTP da tr¢ thanh mdt cong cu hidu
qua cho nghién ciru co ban ciing nhu dé thir nghiém
tién 1am sang, gitp giam thiéu nguy co cuia bénh nhan
khi duge cdy ghép KHTP. Lich sir phat trién may mo
phong KHTP di dan dén sy phat trién ctia nhidu mau
ma da dang. Pong hoc khdp hang tu nhién cua con
nguoi dugc mo phong chat ch€ hon boi cac may 3 truc
thuc hién cac chuyén dong dugc diéu khién doc lap, so
voi1 may don truc chi thuc hién mdt chuyén dong co -
dudi (FE). Bén canh cac chuyén dong va ché do tai sir
dung, thanh phan cta chat 1ong thir nghiém c6 thé thay
d6i tiry thudc phong thi nghiém.

Pi c6 nhidu nghién ctru thiét ké ché tao may mo
phong khdp héng trong phong thi nghiém dugc ung
dung rong rii trong thuc té. Cac may nay thuong khac
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nhau vé s tram hoat dong, ) chuyén dong dugc tao
ra, giéi han cac chuyén dong, co cau truyén dong, dung
dich huyét thanh str dung thir nghiém. .. ty thudc vao
tiéu chuan va vat liéu dugc thar mon (bang 1).

So sanh vé chirc ning hoat dong va két cdu cua
cac may néu trén, c6 thé thiy may ciia hang AMTI,
Shore Western va BioPuls la cac loai may hién dai, dat
dd chinh xac cao, tuy nhién may kha phuc tap va co
gia thanh cao. Trong khi do, cac loai may TE86 (hang
Phonix tribology), HUT-4 (Pai hoc Helsinki, Phan
Lan) do duoc thiét ké bfing cam nén d¢ chinh xac hoat
dong khong cao, chi phi ché tao thap.

Sau khi phan tich cac loai may mo phdéng da duoc
nghién ctru va sir dung trén thé gidi, két hop véi diéu
kién ché tao va sir dung trong truong hop thir nghiém
KHTP & dang don chiéc, c6 thé lwa chon phuong an
may thtr mon bao g6m 1 tram thtr nghiém, 3 chuyén
dong quay va lyuc tac dung thay doi theo chu ky dugc
diéu khién bang dong co servo. Cac gia tri giéi han
chuyén dong va tai trong dugc tuin theo tiéu chuin
ISO 14242-1 [1].

Bang 1: mét s6 kiéu may thir mon KHTP da dieoc phdt trién trén thé givi

s | % Gidi han Ly tie
STT Tén may tram chuyén chuvén (il‘m dong toi Co cau truyén djng
M dong YRAE ) da )
EF (£239) Diing cam tgo chuyén dong va
U L R L AL ) 2 ding Khi nén dé o lyc
EF (-1725°) . -
2| Vsakop] | S 3 AA(ET) Khonges | D" ‘a‘&aﬁé;h“lyée‘x‘f‘-’"g’ o0
TR (-10°/2) e bing
EF (£55°) Ding dong co'servo tao 3
3 | AMTIADL[4] | 12 3 AA (2209 43 chuyén dong va tai téc dong
IOR (£20°) bing thiy lyc
EF (-18°/25°) Dong co servo tao 3 chuyén
4 H?h‘;;\zzi”[’s] 12 3 AA(47%) 45 dng va tii tic dong bing
P TOR (-10°/27) thiy lye
. EF (-18925°) A .
™ . 14 /
5 Blo;;:ison [I(:}ml ) 3 AL (417 Khéng 6 Dong co seg\ g)nt:lo 3 chuyén
TOR (-1072°) Ve
FE (46°) Tay quay truyén din bing
6 HUT4[7] 12 2 AA(129) 2 dong co dign

Thiét ké mdy thir mon
Phan tich dong hoc may thir mon:

Chtrc nang hoat dong ciia may mo phdong la mo
phong cac chuyén dong cua khdp hang nguoi trong céc
hoat dong hang ngay. Theo nghién ctru ciia Bergmann
G va cong su [8], luc tac dung va céc chuyén dong cua
khép hang dugc mo ta trong hé toa do Descartes theo
quy tic ban tay phai, c6 gbc toa do tai tim khop (hinh
la).



Hinh I: cdc thanh phan hec va chuyén déng ciia khép hang ngudi
trong hoat déng hang ngay [9]

Luc tong hop tac dung 1én tim khdp hang duogc xac
dinh 1a mot véc to tic thoi (hinh 1b): FO = [Fx; Fy;
Fz]; trong d6: Fx, Fy, Fz 1an luot 1a thanh phén luc theo
truc X, y, z. Cac chuyén dong cua khop hang duoc thé
hién thong qua véc to dich chuyén goc: ® = [Pa; bfe;
Oie]; v&i Oa la goc quay dang ra - khép vao; Ofe la goc
co - dudi; Bie 1a goc xoay vao trong - ra ngoai (hinh 2).

AlA

d) Dinh huéng cia 6cdiva xwong dii

¢) CBG khixoay trong/ngoai

& gii¥a vi tri tuong d6i cia duomg tai trong
Hinh 2: chuyén déng goc (CPG) ciia diii va dinh hiéng cdc thanh phan
lién quan dén dwong tai [1]
I- tdi trong truc; 2- goc co/dudi; 3- géc dang ra/khép vio; 4- géc xoay trong/
ngoai, 5- truc tam cia 6 coi; L-dg nghiéng giita truc tam cia 6 coi
va dwong tdi trong; N - d¢ nghiéng ciia bé mdt thanh phan 6 c6i bang 60°£30),
hodc theo quy dinh ciia nha san xudt; P - dp nghiéng ciia truc goc
dé dwong tdi vao giita vi tri dang ra/khép vio
May thtr mon dugc thiét ké vdi cac chuyén dong va
tai trong tdc dung lén mau KHTP thtr nghiém theo tiéu
chuan ISO 14242-1 [1]. Cac so d6 bién thién cua cac
chuyén dong va tai trong tac dung theo thoi gian dugc
thé hién trén hinh 3, 4.
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Hinh 3: so d6 bién thién theo thoi gian ciia chuyén dong goc
ap dung cho mau KHTP [1]

X - thoi gian, 1y 1é phan tram ciia chu ky hoat déng
Y - goc cu dong xwong dui, don vi do
E - dudi

AB - dang

IR - quay vao trong

F-co
AD - khép
OR - quay ra ngoai

Y L
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Hinh 4: bién thién theo thoi gian ciia céc luc tac dung doc theo truc tdi [1]

X - thoi gian, ty 1é phan tram ciia chu ky hoat dgng
Y - luc tac dung twong ung (kN)

Lwa chon phuvong an thiét ké mdy thir mon:

Qua tham khao va phan tich cac loai may thir mon
da va dang dugc nghién ctru, sir dung trong phong thi
nghiém va thuong mai hoa, c6 thé c6 mot s6 phuong
an thiét ké may nhu sau:

- S6 tram: ¢6 thé 1 tram, 3 tram, 5, 6 hodc 12 tram
diéu khién.

- Bo phan tao chuyén dong: c6 thé dung co ciu
cam, dong co servo, khi nén...

- B0 tao lyc: 10 xo, xi lanh thuy luc...

- Dung dich boi tron: nudc, huyét thanh, dau nhét.



Chon phwong an may thiét ké va cac yéu cau ky
thuat nhu sau:

- SO tram: do qué trinh san xuat cua ta la san xuat
don chi€c, san xuat theo don dat hang khong lién tuc
nén s€ chon may tuwong Gng voi so tram 1a 1.

- Piéu khién chuyén dong: st dung dong co servo
de tao chuyén dong va tao lyc cho KHTP.

- Boi tron: sir dung huyét thanh bo dé boi tron
KHTP, huyét thanh s& duoc tai tao lién tuc dé gidng
chat bbi tron trong khdp hang tu nhién va s& dugc thay
moi hoan toan sau 500.000-1.000.000 chu ky.

- Nhiét do: nhiét do thi nghiém luon dugc duy tri &
37+1°C thong qua nhiét d6 ciia huyét thanh, co cdu duy
tri nhiét d9 nay dugc diéu khién bang role nhiét.

- May c6 kha ning tao cac chuyén dong duoc xac
dinh nhu hinh 3 va lién két tuong tng vdi tai trong luc
xac dinh nhu hinh 4.

- Méy hoat dong ém, khong gy va dap dé tranh giy
sai s6 khi thir nghiém.

- Miu KHTP dugc thir nghiém véi tan s6 1 Hz
trong 5.000.000 chu ky (&mg véi tudi tho trung binh
ctia KHTP 13 5 nam theo tiéu chuan ISO 14242).

CAu trac cta may thir mon duge trinh bay trong
hinh 5.

1: khung may

2: cum gia nhiét

3: cum gd mau

4: mau thir nghiém

5: dong co servo cum
o - dudi

6: dong co servo cum
xoay trong - ngodi

7: dong co servo cum
xoay ra - vao

8: loadcell

9: 1o xo cum tao luc
10: 6 bi chan

11: vit me bi

12: khép néi truc dan héi
13: dong co servo cum
tao lyc

Hinh 5: cdu triic ciia méy thir mon
May bao gdom cac bd phan chinh nhu sau:

- Cum tao lyc: chuyén dong dugc truyén tor dong
co servo (13) khdp ndi (12) sang co cau vit me (11)
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tao chuyén dong tinh tién theo phuong Z tao ra lyc nén
16n 10 x0 (9), lyc truyén xudng tir cum tao lyuc tac dong
1én mau thir nghiém (4), luc duoc kiém tra théng qua
loadcell (8).

- Cym xoay ra - vao: chuyén dong dugc truyén tir
dong co servo (7) sang cum ga mau (3) trén tao chuyén
dong quay Mz tir (-4° dén +7°) + 3°.

- Cum xoay co - dudi: chuyén dong dugc truyén
tir dong co servo (5) sang cum ga mau sau tao chuyén
dong lic My tao thanh chuyén dong co - dudi (-18° dén
25°) £ 3° cho khop hang.

- Cym xoay trong - ngoai: chuyén dong duoc truyén
tir dong co servo (6) sang cum ga mau bén tao chuyén
dong lic My tao thanh chuyén dong xoay trong - ngoai
(2° dén -10°) £ 3° cho khép hang.

- G& dat mau thir: mau KHTP dugc ga dat dang véi
tu thé 1am viéc cuia khép hang tu nhién (¢ xuwong dui
nghiéng mot goc 30° so voi 6 ¢di). PO ga st dung vat
liu chong an mon, ¢6 kha nang cb dinh xwong dui va
6 cbi. Mau thir phai sir dung loai mau tuong tmg véi
mau duoc ding dé giai phau. P6 ga phai dugc bao boc
can than dé ngan chan sy 6 nhidm tir may thir nghiém
va khong khi.

Thiét ké hé thong diéu khién may thir mon:

Xac dinh phuong an diéu khién: dya vao chirc nang
va yéu cau cia may thir mon, bo diéu khién can diéu
khién va giam sat duoc trang thai cia may thir mon
bao gém: diéu khién 4 tryc ctia may chay theo ding
yéu cau cua may thir mon, giam sat chu ky chay, giam
sat luc tac dong 1én KHTP, giam sat quy dao chay cua
truc co - dudi, truc xoay dang - khép, truc xoay trong -
ngoai. Tir d6, v& dd thi quy dao chay cua truc co - dudi,
truc xoay dang - khép, truc xoay trong - ngoai. Vay bo
diéu khién can c6 8 ngd vao xung toc do cao, 8 ngd ra
xuét xung va chiéu cho déng co cac truc, cic ngd vao
xu ly tin hi¢u cam bién luc, cam bién tiém can, cac nat
nhan. Tir cac phan tich trén cho ra so d6 céu hinh bo

diéu khién ctia may thir mon (hinh 6).
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Hinh 6: cau hinh hé thong diéu khién may thir mon

Bo diéu khién bao gdbm: 1- Mot may tinh trung tam
¢6 chirc ning giam sat va diéu khién céc truc ciia may
thir mon; 2- Mot mach dém giao tiép may tinh: lam
nhiém vu cp xung va diéu khién hudng cho cac dong
co, nhan tin hiéu cam bién gi6i han hanh trinh, cam
bién vi tri ban dau; 3- Bo chia tan s c6 nhiém vu giam
tan sb tir encoder cta cac dong co, sau do dua vao bo
doc xung tdc do cao cua PLC. Theo tim hiéu cac PLC
c6 trén thi truong thuong c6 bo doc xung tde d6 cao &
ché do doc xung d6i < 100 kHz. Theo do, can thiét ké
bo chia tan sb Xuéng 4 1an dé dam bao tdc d6 doc cho
cac dong co (bang 2 thé hién tin s6 xung sau khi qua
bo chia tan sb xuéng 4 lﬁn); 4- Mot PLC lam nhiém vu
thu thap dir liéu encoder tir cac dong co, thu thap dir
liéu cam bién nhiét d6 qua cong Al thu thap dir liéu
luc nén trén khép hang qua cong Al dé dam bao toc
d¢ doc dit lidu, tranh sai sb khi doc dit liéu, diéu khién
cum gia nhi¢t (bang 3). Theo ISO 14242-1 va cac phan
tich & trén, toc do thu thap dir liéu ciia PLC phai < 10
ms, tic 1a tan sb doc Al phai 16n hon 100 Hz, tan s6
quét phai 16n hon 100 Hz.

Bing 2: tan s6 xung encoder sau khi qua bg chia tan

Bdng 3: tin hiéu can thu thdp va diéu khién ciia PLC

TT | Tinhigu | S6lwong | Kiéu tin higu Mb ta
Tin higu Xung t §c 86 cao Céc 'xung tra' vke tui dong
1 xung 8 (HSC) €O’ cac tryc co tan so xung
encorder duge mo ta 0 bang 2
) Tin higu | Ngd vio tuong | Tin hiéu tir cam bién nhiét
nhiét do tu (Analog) clia cym gia nhiét
3 Tin hicu lye 1 Ngo vio tuong Tin hiéu tir dAu cén tra vé
doc truc tu (Analog)
Tin hifu . Pidu khién nhiét do cum
4 | dieu khién 1 Ngd ra s0 S
n an gia nhiét
nhiét do

Xay dung giai thuat chuong trinh diéu khién may:

dya vao cau hinh cta b diéu khién may thir mon, giai
thuat chuong chinh diéu khién may bao gdm giai thuat
chuong trinh may tinh va giai thuat chuong trinh PLC.
Giai thuat chuong trinh diéu khién may dugc trinh bay

trén hinh 7, 8.

Bt diu

Hién thi giao dién chinh
Cai dit cdc théng s6 ban diu

40 edo)

Hién thi giao
di¢n bdo cio

N

i~
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.

Boe dir ligu encoder,
nhigt do, lyc, chu ki, thin fe—{
pian bat diu, s co

Bicu khicn
ede ding co

Dimg cic dng co

ud han
trinh?

Y

Dimg nhdn dir ligu iy PLC,
Pura dii ligu théri gian ket
thie vo eo sir dir liéu

Tén chc truc Tén s6 xung sal(lkl;lllzi)qua b chia tin
Truc co - dudi 29,825
Truc xoay dang - khép 24,4
Truc xoay trong - ngoai 8,325
Truc tao luc 62,5
e eH
Eowo one it Na 5200 1207

Dimg cic déng cor

/‘mmg trinh?

y

Hinh 7: gidi thudt chwong trinh diéu khién may
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Ghi tin hidu may thir mon xudng PLC
Poc dir li¢u encoder 4 djng co cta 4 truc
Doc dir li¢u nhiét dé cua b gia nhigt
Poc dir ligu hre doc truc

Doc, ghi thanh cong 1
( Kétthic )

Hinh 8: gidi thudt truyén théng giita mdy tinh va PLC

N

Giai thuat diéu khién PLC: PLC trong hé thong
diéu khién may thir mon c6 nhiém vu thu thap dir liéu
encoder, nhiét do, luc, 15i, chay diung, déng thoi didu
khién nhiét d6 cho bod gia nhi¢t. Encoder tur cac truc
cua may thi mon dugc dua vé tir mach dém xur ly tin
hi¢u Ia tin hiéu 2 xung A, B c6 tan s6 cao. Do do, can
xdy dung giai thuat xur 1y tin hiéu encoder. PLC c6 m6
dun 1a HSC (High Speed Counter) 1a m6 dun c6 chirc
nang doc xung tbc do cao véi toe do doc 3 kénh 80
kHz, mot kénh 30 kHz.

Céc cam bién nhiét d¢ 1a PT100 dua tin hidu vé 1a
dir li¢u tuong ty nén can c6 mdét mo dun chuyén doi
tir trong ty sang s6 dé xur 1y tin hi¢u nhiét d0 nén can

xu ly tin hi€u tuwong tu sang so va diéu khién nhiét do.

PLC can truyén dit liéu 1én may tinh trung tdm dé
luu gia tri thu thap dugc vao co s¢ dit ligu phuc vu bao
c4o va hién thi. Do d6, can c6 mo dun truyén thong
giao tiép may tinh. Giai thuat PLC dugc md ta trong
hinh 9.
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Hinh 9: gidi thudt diéu khién trén PLC

‘ Liiri 1én may tinh ’

Ché tao mdy thir mon

Sau khi thiét k& hoan chinh, may thir mon dé duoc
ché tao va dwa vao van hanh thu nghi¢m tai Phong thi
nghiém trong diém qudc gia vé Diéu khién s6 va Ky
thuat hé théng, Truong Dai hoc Bach khoa, Pai hoc
Quéc gia TP HO Chi Minh tir thang 7.2015 (hinh 10).
Nhin chung, may hoat dong on dinh, dat céac chirc nang
va yéu cau k¥ thuat.

Hinh 10: may thir mon KHTP



Két luan

- May thir mon KHTP duoc thiét ké va ché tao tai
Viét Nam nham phuc vu qua trinh thir nghiém mon
ctiia KHTP theo céc tiéu chuan ISO 14242-1, 14242-2,
14242-3.

- May c6 dac tinh k¥ thuat phit hgp nham mo phong
3 nhom hoat dong (co - dudi, quay trong - ngoai, dang
- khép) cua khép hang nguoi.

- Mau thir KHTP dugc thtr nghiém véi 5.000.000
chu ky trén may thu mon (khoang 60 ngay chay may
lién tyuc), dwoc do d6 mon theo phuong phéap thay dbi
thé tich theo quy dinh ciia tiéu chudn ISO 14242-2.

- Nho may thir mon, ¢ thé xac dinh dugc cac thong
tin lién quan dén qua trinh mai mon cua vat liéu KHTP
nhu téc do mon, co ché mai mon, phan tich bé mit
mon, phéan tich cac phﬁn tir vat li€u bi mon...

- Kinh nghiém thiét k& va ché tao may mo phong
thir mon KHTP cho phép phat trién tiép tuc cac may
thir nghiém cot séng hay cac bo phan khép khac trén
co thé nguoi.
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Loi cam on

Cong trinh dwoc thuc hién trong khuon kho de
tai KH&CN cdp nha nwée ma s6 KC03.24/11-15 tai
Phong thi nghiém trong diém quéc gia vé Diéu khién
56 va Ky thudt hé théng, Truong Dai hoc Bach khoa,
Pai hoc Quéc gia TP H6 Chi Minh. Cdc tdc gid xin
chdn thanh cam on.
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QUY DINH VE BAI VIET DANG TAI TREN TAP CHi

Yéu cdu chung

Bai viét gUi dang trén Tap chi phai 1a bai viét nguyén thuy (chua dugc cong bé trudc do). Tac gia
khong dudc gui dang bai viét trén cac tap chi khac cho dén khi cé quyét dinh xét duyét clia Ban Bién
tap.

Bai bao dai khong qua 10 trang (bao gdm ca bang biéu, ghi chu, tai liéu tham khao va phu Iuc) font
chi: Times New Roman; ¢G chii 13; khé glay A4, € trén 2 cm, |€ dudi 2 cm, € trai 3 cm, |€ phai 2 cm.

Bai viét glii vé Toa soan dudi dang file mém va ban in; cé thé guii truc ti€p dén Tap chi (Phong 507,
s6 113 Tran Duy Hung, Cau Gidy, Ha Néi) hoac qua hom thu dién t0, dia chi: khcnvn@most.gov.vn.

Tén bai bao

- Tén bai bao dudc viét bang tiéng Viét va tiéng Anh, trén trang dau cla bai bao, khéng gach chan hay
viét nghiéng.

- Tén bai bao phai ngan gon, rd rang va phu hgp véi ndi dung bai bao.

- Phia dudi tén bai bao 1a tén tac gia khong viét chiic danh va hoc ham, hoc vi. NEu cé nhiéu tac gia lam
viéc G cac co quan khac nhau thi tén téc gia dugc danh s (2-) & phia trén. D&u hoa thi (') chi tac gia lién
hé, dugc viét & cudi trang dau tién clia bai bao.

Tom tit

Tom tat bang tiéng Viét va tiéng Anh. Néu dugc muc dich, phudng phap nghién ctiu chinh, két qua
nghién ctu va két luan chi yéu. Tl khoa bang ca tiéng Viét va tiéng Anh theo thi ty alphabet. Chi s6
phan loai (theo hudng dan).

Dan nhap/datvan dé
Dinh nghia van dé; tém Iugc van dé nghién cliu da dugc céng bé trong va ngoai nudc, néu muc tiéu

nghién cuu \/é giai thich sy Iua\chon dé tai va muc tiéu nghién ctu dé thay dudc tinh thdi sy, tinh khoa
hoc va su can thiét clia van dé nghién cuu.

Ddi tugng va phuong phap

Déi tugng nghién ctu can trinh bay tiéu chuén Iya chon, déc diém d6i tugng nghién cuu.

Phuong phap nghién cuiu can néu rd cach tiép can nghlen cuu, loai hinh nghién cuu, phuong phap
do ludng, cong thic tinh ¢d mau, phuong phéap xG ly s6 liéu, mé ta ky cac ky thuat tién hanh trong
nghién clu; cac quan diém, lap luan, y kién tranh luan, cac dan ching...

Két qua

Trinh bay day dd, khach quan cac két qua thu dudc sau nghién ctu, cac két qua nay phai phuc vu
cho muc tiéu nghién ctu. Cac s6 liéu phai chinh xac va khép véi nhau. )

Phan ké&t qua nghién ctiu chi trinh bay cac két qua nghién ctiu cla dé tai, khdng giai thich, so sanh
va ban luan.
Ban lugn

ChU yé&u ban luan céc van dé lién quan dén muc tiéu dé tai.

Nhan xet, danh gia mot cach khach quan cac két qua nghién clu, c6 so sanh véi cac tac gia khac
dé khang dinh ho&c phl dinh nhiing hiéu biét da c6, qua dé néu dugc nhiing diém mdéi va déng gép

cla dé tai.
Dy bédo hudng nghién ciu tiép va kha nang tng dung céc két qua nghién cliu vao thuc tién.

Kétluan

Néu két qua nghién ctiu chli yéu clia dé tai c6 tinh khai quat lién quan dén muyc tiéu nghién clu, dé
xuat cac van dé tiép tuc nghién cuu.
Chi thich va tai liéu tham khdo
Chu thich dugc danh s6 theo thy tu xudt hién (2 ) va dugc trinh bay ngay & cudi trang viét (footnote).
Céc tai lieu tham khao dugc danh s6 theo thi tu xuat hién dé chi dan chung dugc trich dan & géu trong
bai bao. S6 thi ty dugc danh trong ngoac vudng, vi du: [3] véi 1 hodc [2, 5, 7-9] v6i nhiéu s6 chi dan.
| Téc gia (N&m xudt ban), “Tén tai liéu dugc trich dan”, Tén nguén, tap (s6), pp<trang dau-trang cu6i>|
Téc gid: la tac gid/cac tac gia cla tai liéu dugc tham khao, trich d~§n.
N&m xuat ban: ndm xuét ban cla tai liéu dugc tham khdo, trich dan.
Tén tai liéu dugc trich dan: 1a tén bai bao, chuang/phan sach.. B
Tén ngudn cé thé 1a tén tap chi, tén séach, hay tén tai liéu géc cla tai liéu dugc trich dan (phan nay dudc
in nghiéng).
Tap (s6): danh cho nguén trich 1a tap chi, sach hodc cac xuat ban phdm khéc (phan nay in dam).
Trang dau-trang cudi la s6 thii ty cac trang phan anh ndi cu tri cla tai liéu dugc trich dan trong tai liéu
nguoén.
Chu y: néu co 2 2 tai liéu tham khado do cling 1 tac gia/nhom tac gia, cung nam cong b, thi céc tai liéu
tham khao nay can dudc danh d&u a, b.. sau nam xuét ban (vi du: 1986a).
_ Né&u c6 mét s tai liéu tham khéo trong cuing 1 bai bao dugc trich dan c6 s6 trang khac nhau thi cén trich
dan thém sd trang, vi du: Kitchen (1982, p 39).

Cac yéu cau khac

- Bai viét knong dat yéu cau, Toa soan khong tré lai ban thao.

- Bai viét chi dudc dang khi phan bién nhan xét vé chét Iugng bai bdo dong y cho dang.

- Ban quyén: tac gid dong y trao ban quyén bai viét (bao gdm ca phan tom tat) cho Ban Bién tap
Tap chi.

PHAN LOAI LINH VUC KHOR HOC

AAAAAAAAA
CP®NDO W=

2.1.

1.Khoa hoc tu nhién
Toan hoc va théng ké
Khoa hoc may tinh va théng tin
vatly
Héa hoc
Khoa hoc trai dat va méi trudng
Khoa hoc sy song
Khoa hoc nano
Khoa hoc tinh todn
Cac linh vuc khéac cta khoa hoc tu
nhién

2. Khoa hoc ki thuat va cong nghé
Ky thuat dan dung: ky thuat kién
tric; ky thuat xay dung; ky thuat
két cdu va do thi; ky thuat giao
théng van tai; ky thuat thuy Igi; ky
thuat dia chat céng trinh
Ky thuat dién, ky thuat dién tl, ky
thuat thong tin
K§ thuat ca khi, ché tao may
Ky thuat hoa hoc
Ky thuat vat liéu va luyén kim
Ky thuét y hoc
Ky thuat méi trudng

. Cdng nghé sinh hoc cdng nghiép

. Cong nghé nano
. Ky thuat thuc phdm va dé udng

. Céc Iinh vuc khac cta khoa hoc
ky thuat va cong nghé

3.Khoa hoc y - duge

. Y hoc cd s6
.Y hoc lam sang
.Y hoc du phong

Dugc hoc

. Céc linh vuc khac ctia Y - dugc hoc

4. Khoa hoc nong nghiép

. Tréng trot
. Chan nuoi
. Thay

Lam nghiép

. Thly san
. €bng nghé sinh hoc trong néng

nghiép, thly sén
Céc linh vuc khac ctia khoa hoc
ndng nghiép

. Tam ly hoc

Kinh té€ va kinh doanh
Khoa hoc gido duc

. Xahdi hoc

Phap luat
Khoa hoc chinh tri

. Dia ly kinh t€ va xa hdi
. Théng tin dai ching va truyén thong

Lich st va khao ¢ hoc
Ngén ng( hoc va van hoc

. Triét hoc, dao dtic va tén giao

. Nghién ctiu vé khu vuc va quéc té

. C4c linh vuc khéac cla khoa hoc xa
hoéi va nhan van
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Mé hinh héa va diéu khién robot di déng
non-holonomic c6 trwgt ngang.

Nguyén Vin Tinh, Pham Minh Tuan. ..

Téng hop luat diéu khién tir xa theo phwong phap dén 2
diém cho tén lira phong khong trén co sé 1y thuyét diéu
Kkhién t6i wu va vi phén cac tham sé dong hinh hoc.
Nguyén Vi Thuan, Vii Hoa Tién

Mot giai phap biao mat cho giao thirc Modbus TCP
phong chdng tin cong vao hé théng SCADA sir dung
giao thirc nay.

Nguyén Van Xuan, Nguyén Tang Cuong. ..

Nghién ciru, thiét ké bd dio tin Ién va dao tin xudng
cho cic hé théng vé tuyén cAu hinh mém hiéu qua tai
nguyén trén cong nghé FPGA.

Tran Van Nghia

Ung dung mang cam bién khong diy dé didu khién va
giam sat cac b diéu khién dén tin hiéu giao thong.

Cao Nguyén Khoa Nam, V4 Dai Binh. ..

X4y dung hé théng dinh vi tich hop chiit GPS/INS éng
dung trong méi trwong do thi.

Nguyén Hoang Duy, Vii Ngoc Hai...

Nghién ciru thiét ké thiét bi do ning hrong 1 pha khéng
day wng dung trong cac toa nha thong minh.

Lé Quyét Thang, Bui Dang Thanh. ..

Xay dung giai phap canh bao sém tinh trang chay rirng.
Nguyén Chi Ngon, Nguyén Chanh Nghiém. ..

Thiét ké may thir mon khép hang toan phin.

Pham Ngoc Tuan, Phan Phwong Trinh. ..

Modelling and controlling a non-holonomic wheeled
mobile robot with lateral slip.
Nguyen Van Tinh, Pham Minh Tuan...

Remote control law synthesis with two-point guidance
for surface-to-air missile on the basis of optimal control
theory and differential of kinematic parameters.

Nguyen Vi Thuan, Vu Hoa Tien

A security solution for Modbus TCP protocol to prevent
attacks on SCADA system using this protocol.
Nguyen Van Xuan, Nguyen Tang Cuong...

Researching and designing the digital up and down
converter for software defined radio (SDR) systems
with efficient resources based on FPGA technology.
Tran Van Nghia

Applying wireless sensor network to control and
supervise traffic light node controllers.
Cao Nguyen Khoa Nam, Vo Dai Binh...

Implementation of a GPS/INS tightly-coupled system
applied in urban environments.

Nguyen Hoang Duy, Vu Ngoc Hai...

Designing the one phase energy measuring device
applied for smart buildings.
Le Quyet Thang, Bui Dang Thanh...

Developing a solution for early detection of forest fire.

Nguyen Chi Ngon, Nguyen Chanh Nghiem...

Design of the total hip wear testing machine.

Pham Ngoc Tuan, Phan Phuong Trinh...

Tap chi dién t& (E-journal): vistum; b.ujstun
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